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NMpepnucnosue

OTa KHUra npegHa3sHadyeHa a4 ucrnosb3oBaHna OTRS-agMunHuUcTpaTopamm. OH Tak>Xe no-
CNY>XUT XOPOLUUM CripaBoyYHMKOM ana Hoen4dkos OTRS.

The following chapters describe the installation, configuration, and administration of the
OTRS software. The first third of the text describes key functionality of the software, while
the remainder serves as a reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We need
your feedback in order to make this a high quality reference document: one that is usable,
accurate, and complete. Please write to us if you find content missing in this book, if things
are not explained sufficiently, or even if you see spelling mistakes, grammatical errors, or
typos. Any kind of feedback is highly appreciated and should be made via our bug tracking
system on http://bugs.otrs.org. Thanks in advance for your contributions!
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FnaBa 1. BBepeHue
1. Cuctembl ObpadboTkm 3aaBOK - OCHOBBI

This chapter offers a brief introduction to trouble ticket systems, along with an explanation
of the core concept of a trouble ticket. A quick example illustrates the advantages of using
such a system.

1.1. Yto Takoe cucteMa o6paboTKM 3aABOK M 3a4eM OHa HYXXHaA?

Cﬂeﬂ,yIOLLI.I/IIh npnmMmep nokKa3blBaeT, 4YTO cobon aBnsdeT cucrtema 06p860TKI/I 3a4BOK U KakK
MOXXHO C3KOHOMUTb MHOIo BpemMeHn n aeHer, ncrnosab3ys I'IO,EI,O6HyIO cncrtemy B CBOEN KOM-
naHMn.

Let's imagine that Max is a manufacturer of video recorders. Max receives many messages
from customers needing help with the devices. Some days, he is unable to respond promptly
or even acknowledge the messages. Some customers get impatient and write a second
message with the same question. All messages containing support requests are stored in a
single inbox folder. The requests are not sorted, and Max responds to the messages using
a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe
and John in this. Joe and John use the same mail system, accessing the same inbox. They don't
realize that Max often gets two identical requests from one frustrated customer. Sometimes
they both end up responding separately to the same request, with the customer receiving
two different answers. Furthermore, Max is unaware of the details of their responses. He is
also unaware of the details of the customer problems and their resolutions, such as which
problems occur with high frequency, or how much time and money he has to spend on
customer support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve
Max's problems with customer support. After looking for information on the Internet, Max
decides to install OTRS on a computer that is accessible from the web by both his customers
and his employees. Now, the customer requests are no longer sent to Max's private inbox but
to the mail account that is used for OTRS. The ticket system is connected to this mailbox and
saves all requests in its database. For every new request, the system automatically generates
an answer and sends it to the customer so that the customer knows that his request has
arrived and will be answered soon. OTRS generates an explicit reference, the ticket number,
for every single request. Customers are now happy because their requests are acknowledged
and it is not necessary to send a second message with the same question. Max, John, and
Joe can now log into OTRS with a simple web browser and answer the requests. Since the
system locks a ticket that is answered, no message is edited twice.

[daBainTe NnpeacTaBuM 4TO r-H MFpuLIKO AenaeT 3anpoc B KOMMaHuo Makcuma v ero coobuie-
Hune obpabaTbiBaeTcsa cuctemon OTRS. AnekcaHAp AaeT KpaTKUM OTBET Ha ero Bonpoc. Hoy
r-Ha puLIKO eCTb AOMNONHUTENbHbLIN BONPOC N Ha CefyoWwmii AeHb OH OTBeYaeT Ha NnUCh-
Mo AnekcaHgpa. lMockosibky y AnekcaHApa v CBOUX AeJs1 XBaTaeT, Ha NMUCbMO r-Ha [puw-
Ko oTBe4aeT Makcum. CnocobHocTb OTRS XpaHUTb NCTOPMIO NO3BOSISEeT MakCcnMy NpocMoT-
peTb BCIO LLeNoYKy nepernnckn rno 3ToMy 3anpocy u HanmcaTb 6onee noapobHbI OTBET r-HYy
Fpuwko. I'-H IpuLlKo, B CBOKO ovepenb, faXKe He AorafblBaeTcCs, 4TO B npoLlecc obuieHuns
OblIn BOBJleYeHbl ABa pa3HbIX YesioBeKa, OH [0BOJIeH COBeTaMU OTHOCUTENbHO pelueHns
cBoei NpobaeMbl, KOTOpblE NPULLAN B MocefHeeM coobuieHn oT Makcnuma.

Of course, this is only a short preview of the possibilities and features of trouble ticket
systems. But if your company has to attend to a high volume of customer requests through
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emails and phone calls, and if different service representatives need to respond at different
times, a ticket system can be of great assistance. It can help streamline work flow processes,
add efficiencies, and improve your overall productivity. A ticket system helps you to flexibly
structure your Support or Help Desk environment. Communications between customers and
service staff become more transparent. The net result is an increase in service effectiveness.
And no doubt, satisfied customers will translate into better financial results for your company.

1.2. Y10 TaKoe 3aaBKa?

3asBKa 04eHb NOX0XKa Ha MeAMLNHCKY0 KAapTOo4Ky nauneHTa 6onbHULbI. MeanunHckasn kap-
TOYKa CO3[4aeTcs, Korga nauneHT nocewaeT 60NbHULY BrepBble, BCE Ba)KHble faHHble O
nauMeHTe, Takue Kak: JINYHble AaHHble, MHHOPMALINSA O COCTOSIHUM ero 340P0Bbs, Meaun-
LMHCKOM OCMOTpE 3amnucbiBaloTCA B MEAMLNHCKYIO KapToyKy. C Ka)KAablM HOBbIM BU3NTOM
naumeHTa B 60/1bHMLY, Ka)XAblA U3 Nevalumnx Bpadein gobasnseT B MEANLNHCKYIO KapToy-
KY MH(OPMaLMIO O COCTOAHUM NauMeHTa, CTopmn 60Ne3HN 1, UCNoJIb3yeMble AN1S leHeH s
JIeKapCTBEHHble NMpenapaTbl. Takum obpasoM Apyrue sevaline Bpayun n MeacecTpbl MoryT
BUAETb, NOAPOOHYI0O KapTUHY COCTOSIHUSA NauneHTa. Korga nauMeHT Bbi3L40OPOBEN U BbIMU-
cancs u3 6o0NbHULLI, MEAULMHCKAsA KapTOoYKa 3aKpblBaeTCsl U BCS MHOpMaLns nepenaeTcs
B apXWuB.

Trouble ticket systems such as OTRS handle trouble tickets like normal email. The messages
are saved in the system. When a customer sends a request, a new ticket is generated by
the system which is comparable to a new medical report being created. The response to
this new ticket is comparable to a doctor's entry in the medical report. A ticket is closed if
an answer is sent back to the customer, or if the ticket is separately closed by the system.
If a customer responds again on an already closed ticket, the ticket is reopened with the
new information added. Every ticket is stored and archived with complete information. Since
tickets are handled like normal emails, attachments and contextual annotations will also
be stored with each email. In addition, information on relevant dates, employees involved,
working time needed for ticket resolution, etc. are also saved. At any later stage, tickets can
be sorted, and it is possible to search through and analyze all information using different
filtering mechanisms.

2. OTRS Help Desk

This chapter describes the features of OTRS Help Desk (OTRS). You will find information about
the hardware and software requirements for OTRS. Additionally, in this chapter you will learn
how to get commercial support for OTRS, should you require it, and how to contact the
community.

2.1. OCcHOBbI

OTRS Help Desk (OTRS) is a web application that is installed on a web server and can be
used with a web browser.

OTRS is separated into several components. The main component is the OTRS framework
which contains all central functions for the application and the ticket system. It is possible
to install additional applications such as OTRS::ITSM modules, integrations with Network
Monitoring solutions, a knowledge base (FAQ), et cetera.

2.2. Oco6eHHOCTU U (hYHKLMOHAJNIbHbIE BO3SMO)XHOCTHU

OTRS has many features. The following list gives an overview of the main features included
in the OTRS framework.

2.2.1. User interface

* OTRS comes with separate, modern web interfaces for agents and customers.
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It can be used on any modern web browser, including mobile plaforms and is retina ready.
The web interface can be customized with own themes and skins.

Powerful and customizable agent dashboard with personal ticket overviews and graphical
statistics support.

An extensible reporting engine provides various statistics and report scheduling options.

With the ProcessManagement it is possible to define own ticket-based screens and
processes (ticket workflows).

OTRS has a built-in rights management that can be extended with fine-grained access
control lists (ACLs).

Support for more than 30 languages and different time zones.

2.2.2. Mail interface

Support for MIME emails with attachments.

Automatic conversion of HTML into plain text messages (increased security for sensitive
content and enables faster searching).

Incoming mail can be filtered and pre-processed with complex rules, e.g. for spam
messages or Queue distribution.

Support for PGP and S/MIME standards for key/certificate management and email
processing.

Automatic responses, configurable for every queue.

YBeOOM/IEHUS areHTOB MO 3/IEKTPOHHOM MOYTE O HOBbIX, MOC/EAYIOLINX AN pa3bioknpo-
BaHbIX 3asBKaXx.

It is possible to define an own Ticket identifier to recognize follow-ups, e.g. Call#, Ticket#
or Request#. There are different ticket number generators (date-based, random etc.) and
you can integrate your own as well. Follow-ups can also be recognized by In-Reference-To
headers or external ticket numbers.

2.2.3. Tickets

OTRS uses Tickets to gather all external an internal communication that belongs together.
These tickets are organized in Queues.

There are many different ways of looking at the tickets in a system (based on Queues,
Status, Escalation etc.) in different level of detail (small/medium/preview).

The Ticket history records all changes to a ticket.

Tickets can be changed in many ways, such as replying, forwarding, bouncing, moving to
another Queue, updating attributes (state, priority etc.), locking and accounting working
time. It is possible to modify many tickets at once (bulk action).

Pending time and escalation time / SLA management allow time-based scheduling and
restrictions on tickets.
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Tickets can be linked to other tickets or other objects such as FAQ entries.

"GenericAgent" No3BosisieT CoBepLUaTb aBTOMAaTUYECKNE N CUHXPOHHLIE AENCTBUSA Haf 3a-
ABKaAMMU.

OTRS comes with a powerful search engine that allows complex and fulltext searches on
tickets.

2.2.4. System

OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac 0OS
10.x, Microsoft Windows) and supports several database systems for the central OTRS
back-end (MySQL, PostgreSQL, Oracle, MSSQL).

The core system can be extended by installing OTRS packages. There are many free
packages (such as FAQ, OTRS::ITSM and others) as well as FeatureAddon packages that
are available for service contract customers of the OTRS group.

Integration of external back-ends for the customer data, e.g. via AD, eDirectory or
OpenLDAP. Customers can authenticate via database, LDAP, HTTPAuth or Radius.

With the Genericinterface it is easy to connect OTRS to other web services. Simple
web services can be integrated without programming, complex scenarios with custom
extensions. The OTRS Ticket connector allows the creation, updating and searching of
tickets, via web services from a third party application.

Now let us look at the changes in recent versions of OTRS.
2.2.5. New features of OTRS 3.3

2.2.5.1. Productivity

Dashboard ticket lists and regular ticket overviews can now be filtered by eligible ticket
columns, and the shown coumns are configurable.

Ticket medium and preview overviews are now sortable.
Added a calendar widget for the dashboard that can show tickets as events.

Added new dashboard widget that shows in a matrix form the number of tickets per state
and per queue.

Agents can now mark important articles.

A new tree selection widget makes working with tree data (queues, services etc.) much
faster and easier.

Added support to search relative dates ( e.g. more than 1 month ago ) in Date and Date/
Time dynamic fields.

It is now possible to specify templates (previously "standard responses") also for creation
of new tickets and for ticket forwarding.

The list of available processes can now be filtered by ACLs.

Added support to initiate processes from Customer Interface.
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In many places text is not shortened any more by a fixed number of characters
("Queuel..."), but instead by available screen estate. This makes it possible to see more
information at once.

OTRS is now Retina-ready. Images have been adapted to match the higher resolutions and
most of the image icons have been replaced by font characters from the FontAwesome
webfont.

Added new feature "management dashboard". This makes it possible to display statistic
charts in the dashboard. Please note that IE8 does not support this feature.

2.2.5.2. Working With External Systems

OTRS can now use multiple customer company databases, thanks to Cyrille @ belnet-ict.

OTRS can now automatically store customer user data in ticket dynamic fields for
permanent storage in the ticket. This can be useful for reporting.

OTRS is now able correctly assign incoming emails to existing tickets based on ticket
numbers from external systems.

OTRS can now fetch email also over POP3/TLS connections.

2.2.5.3. Installation & Administration

Web Installer now can setup OTRS on PostgreSQL, Oracle and SQL Server databases in
addition to MySQL.

OTRS now has full support for MySQL 5.6.

Generic agent jobs can now be executed for configured ticket events.

The new graphical ACL editor makes ACL editing easier.

Postmaster filters can now use negated filter conditions, thanks to Renée Backer.

Postmaster filters can now specify relative pending dates and Owner / Responsible for new
tickets based on incoming email data.

Customer and Agent passwords now can be encrypted using the strong bcrypt algorithm,
which is better than SHA.

Many icons now use an icon font which makes it much easier to create custom skins with
different base colors. This also improves overall performance through smaller amount of
(image) files to load.

2.2.6. New features of OTRS 3.2

2.2.6.1. More customer focused

The new "Customer Information Center" provides a great dashboard-like view on a
customer (company). You can see

¢ Escalated, reminder, new, and open tickets of the customer company.

* Customer users (contacts) belonging to this customer company, with their individual
ticket count and shortcuts for creating new tickets for them.
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* An overall ticket status view of the customer company.

New "switch to customer" feature makes it possible for an agent with the required
permissions to look into the customers's panel with their rights.

2.2.6.2. More customizable

2.2.6.2.1. YnpaBneHnue lNMpoueccamm

The new process management makes it possible to represent processes within OTRS.

2.2.6.2.2. Customer Interface Improvements

The customer web interface now fully supports AJAX and ACLs.
It now requires JavaScript and is not compatible with Internet Explorer 6 or earlier versions.
In the Customer Interface, you can now set the default ticket type for new tickets.

Additionally, you can now also hide the ticket type and use a default value for all tickets
created via the customer interface.

2.2.6.2.3. Agent Interface Improvements

Agents can now search for tickets based on escalation time.
New option to show DynamicFields by default in ticket search.

Screen usage optimizations in the ticket screens to avoid scrolling in popup windows. For
each ticket screen, the size of the richtext editor can now be configured separately.

It is now possible to move tickets to another queue from within the TicketAction dialogs
(TicketNote, TicketClose etc.) after activating a configuration option. This is turned off by
default.

Ticket search will now directly jump to the ticket zoom screen if only one ticket is found.

New ability to hide the Article Type from TicketActionCommon-based screens which can be
helpful to fit more data in the browser window.

There is a new out-of-office dashboard widget that lists all currently unavailable agent
colleagues.

New CKEditor 4 makes working with rich text content (such as HTML emails) easier and
more stable.

2.2.6.2.4. Administration improvements

Event Based notifications can now be sent out only for specific Article Sender Types.

The Statistics engine in OTRS now understands 'Weeks' in addition to days, months and
years. This grants the ability to, for instance, create a report for tickets 'created last week’,
or generate a report that shows tickets created per queue per week.

It is possible to place customized DTL (template) files in Custom/Kernel/Output/HTML, so
that they override the system's default DTL files just as how this already works for Perl files.
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* In AdminSMIME it is now possible to display human readable certificate contents.

* SysConfig now supports config setting types Date and DateTime.

2.2.6.3. Better scalability
2.2.6.3.1. Ticket Archiving Improved

* When tickets are archived, the information which agent read the ticket and articles can be
removed, as well as the ticket subscriptions of agents. This is active by default and helps
reduce the amount of data in the database on large systems with many tickets and agents.

* There is also a new script to remove this data from existing archived tickets.
* Archived tickets are now always shown as 'read' by the agent.
2.2.6.3.2. Performance Improvements
* Session management is up to 10 times faster, especially with many active users.

* It is now possible to limit the number of concurrent agents and/or users to avoid server
capacity overload.

* Significant reduction in the number of executed database statements in ticket overviews
and ticket masks in agent and customer frontend.

» This will reduce the load on database servers, especially on large systems. In some cases
OTRS will become visibly more responsive (if the system was slowed down by the DB
load or latency).

* Improved performance of LDAP user synchronization.

* Improved cache performance with many cache files.

2.2.6.4. More Interoperable
2.2.6.4.1. FAQ Connector for the Genericlnterface

* It is now possible to access the data of the FAQ module (OTRS knowledge database) via
web service (Genericlnterface). This can be useful to embed FAQ articles on your company
website, for example.

2.2.7. HoBble Bo3Mo>XHocTn OTRS 3.1

2.2.7.1. GENERIC INTERFACE - A Web Service Framework

* Gl rmbkun hpenmMBopK, KOTOPLIN No3BonsieT Beb-cepencam OTRS B3aMMoOAenCTBOBaTb C
NPUIOXKEHNAMN CTOPOHHUX MPON3BOANTENEN.

* OTRS MoxeT paboTaTb Kak NOCTaBLWUK (CepBep, KOTOPbIN NoJlydaeT 3anpochl OT yOaneH-
HOW CTOPOHbI) NN XXe KaK KJIMEHT (0TNpaBasTb 3anpocChl).

* MpocTbl NogkayYeHUss K Beb-cepBMcaM MoryT 6biTb CO34aHbl MyTeM KOHGUrypauum
Generic Interface, He Tpebys AONONHUTENBHOMO NPOrPaMMUPOBAHUS.

» CNIOXXHble CLeHapun MoryT ObiTb peann3oBaHbl MyTeM NOAKIIOYEHWSA NOJb30BaTENIbCKMUX
pacwupeHnin OTRS, KoTopble f06aBNAOT perl-kof Ha pa3/INYHbIX apXUTEKTYPHbIX YPOB-
HSIX.
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» Connectors expose parts of OTRS to Generic Interface web services.For example, a ticket
connector exposes the ticket create/update function, so that they can be used in a web
service regardless which network transport is used.

* A scheduler daemon process supports asynchronous event handling. This is useful to
asynchronously start web service requests from OTRS to another system, after the agent''s
request has been answered (e.g. when a ticket has been created). Otherwise, it might block
the response, resulting in increased response times for the agent.

With the Generic Interface, new web services can be configured easily by using existing OTRS
modules, without additional code. They can be combined to create a new web service. When
configuring a new web service connection, the administrator has to add:

* HoBbin Beb-cepBuc B GUl agMuHUCTpaTopa
* OCHOBHble MeTa-AaHHble (TpaHcropTHbie (SOAP), URL u T.4.) n

» CywecTByloLme onepaumm (4aCcTb KOHHEKTOpPA) M 3a4aTh OJ19 KaXKA0W onepauum npasu-
Na, KakK A0JXKHbl BbITb COMOCTaB/IEHbI AaHHbIE (BXOAsLNE U UCXoAsLLNe)

OTnag4ymk Generic Interface nomoxxeT OTRS-aAMUHUCTPATOPY MPOBEPUTHL Kak MocTynatoT
3anpockl M Kak OHM 06pabaTbiBalOTCS B paMKax pa3nyblix CJI0EB.

2.2.7.1.1. Current Features

* CeTeBble TpaHCNOPTHbIe NpoTokoJbl: SOAP/HTTP. NMoaaep>xka npoTokonoB REST and JSON
byneTt nobaeneHa B byayLiem, B 3aBUCUMOCTW OT cnpoca notpebutenei.

* HacTpanBaemoe oTtobpakeHne paHHbiX B GUI gns npeobpasoBaHua key/value-aHaveHunn
BXOAAWMX N UCXOOALLNX JaHHbIX.

» pachnyecknin oTNagumK s NPOBEPKN KOHMUIrypaLumMm N NoToka MHopMaLmm OT HAaCcTpPo-
eHbIX Beb-cepBnCOB.

» Ticket-koHHeKTOp No3BosisieT ncnosb3oBaTb OTRS onsa 06paboTkuM 3a89BOK Kak Beb-cepBuC.
2.2.7.1.2. Future Features

e [lonoAHUTENIbHbIE CETEBbLIE TPAHCMNOPTHLIE NpoTokosbl (REST, JSON).

* Gl 3ameHnT iPhoneHandle kak backend ansa MobuAbHbBIX NPUNOXKEHUIA.

* Additional connectors will be added to provide more parts of OTRS for use with web services
(e.g. to allow the creation, update, or deletion of agents, users, services or Cls).

2.2.7.2. DYNAMIC FIELDS

OunHamunyeckne nonsa (DynamicFields) 3ameHsA0T cywecTBytowmne nons FreeText n FreeTime ¢
OVNHAMNYECKON CTPYKTYPOU AN5 3as9BOK U cTaTen. OHM TakK>Xe MOo3BOJIAKT co3aaBaTb MoOJib-
3oBaTesibckme popmbl B OTRS.

* HeorpaHn4YeHHOE KOJIMYECTBO MOJIEN MOXXHO HACTPOUTb C MOMOLLbIO COBCTBEHHOrO rpa-
hnyeckoro nonb30BaTENbCKOrO MHTepdEenca aaMMHUCTPUPOBAHNS.

* [Mona MoryT MeTb pa3finyHbIe TUMbl, KOTOPble MOTYT ObITb MCMNOJIb30BaHbI Kak 415 3a59BOK
Tak 1 anga ctaten. Mo YMOJTHaHWNIO AOCTYMHbI:

¢ Text
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e Multiline text

Checkbox

e Dropdown

* Multi-select

* Date

* laTa 1 Bpems

* HoBble NoJsib30BaTesIbCKME TUMbI Nos1en (HanpMep BbiNagatoLnin CNNCOK, KOTOPbIN NOJy-
YaeT OaHHble U3 BHELIHEro NCTOYHMKA) MOryT 6biTb AobaBneHbl ¢ HeEBONbLWINMKN YCUANS-
MU, MOCKOJIbKY MOJIS CO34at0TCA MO MOAYJIbHOMY MPUHLAMY.

* A future scenario is, that DynamicFields can be used for objects other than tickets or in
custom modules. For example, a custom module adding objects to handle "orders" in OTRS
could use the DynamicFields to attach properties/data to these orders.

» CkpunT obHOBNEHUSA 6a3bl AaHHbIX NMpPeBpaTUT nonsa FreeText N cBA3aHHbIE C HAMWU Ha-
CTPOWKWN B HOBYIO CTPYKTYpY.

2.2.7.3. TICKET MANAGEMENT IMPROVEMENTS
2.2.7.3.1. Ticket creation improved

* Korga co3fnaeTtcs HoBas 3asiBKa Ha ocHoBe email nam TenedoHHOro 3B0HKa, MHOXECTBO
email-agpecos MoXeT bbITb 3a4aHo Kak 'To:', 'CC:' or 'BCC:' .

2.2.7.3.2. Inbound phone call support

* Tenepb A9 CO34aHbIX 3aABOK MOryT ObITb 3aperncTpupoBaHbl BXxoasdwme TeneoHHble
3BOHKW ([0 3TOro, MOXHO 6bIS10 perncTtpmnpoBaTb TOJIbKO ncxoasdwimne 3BOHKN).

2.2.7.3.3. Ticket overview preview improved

» Tenepb B SysConfig MOXXHO UCKOYaTb CTaTbW OTAE/bHbLIX TUMOB (HAaNMpuMMp, CTaTbU OT
BHYTPEHHUX areHToB), 3To 6yaeT NpefoTBpaLlaTh UX MOSIBJIEHNE B pexxume npeaBapu-
TesIbHOro NPocMoTpa.

* OnpeneneHHbIn TUN CTaTb MOXXeT BbITb HAaCTPoeH Takum obpasom, 4yTo byneT oTobpa-
)XaTb CTaTbW 3TOr0 TUMa MOJIHOCTbIO, €C/IN VMEITCA COOTBETCTBYOLIME MpaBa Afls Mx
npocmoTpa.

2.2.7.3.4. Ticket move improved

* CTpaHuua, koTopas oTobparkaeTcs Nocsie NepeMeLleHns 3as8BKM Tenepb MOXET BbITb Ha-
CTpoeHa noJsib3oBaTeNieM. BapnaHTbl NpocMoTpa: MPOCMOTP pacLMpeHHOn nHpopMaLmnm
(LastScreenView) nnm »e cnncok 3aaBoK (LastScreenOverview).

2.2.7.3.5. Bulk action improved

* With the new bulk action, outbound emails can now be sent from multiple tickets at the
same time. As tickets can have different queues, and these queues each can have different
templates, salutations and signatures, these are not used in the Bulk Action email.
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e [lonosHUTEsIbHblE MAacCOBble AENCTBUSA MO3BONAIOT HaCTPOUTb TUMN 3aABKWN ONA OTAEeNb-
HbIX 3a4BOK.

2.2.7.3.6. Configurable Reject Sender Email Address

* The feature allows configuring an email address instead of the administrator address to
reject the creation of new tickets by email. This feature can be used in all cases where
customers are not allowed to create new tickets by email.

2.2.7.4. PROCESS AUTOMATION
2.2.7.4.1. Escalation events added

* OTRS will now create events for each of the available escalation types (response, update
and resolution). This allows performing actions (such as notifications) before the escalation
occurs, in the moment it occurs, and in the moment that the escalation ends.

2.2.7.4.2. Notification mechanism improved

* HoBbI generic-agent-moaynb yBegomneHmni nossonget OTRS-agMuHUCTpaTopy onpeae-
nTb cooblieHmns, koTopble 6yayT noka3aHbl B Beb-mHTepdece areHToB, KOraa OHW BOW-
OyT B CUCTEMY.

2.2.7.4.3. Time calculation improved

 All kinds of times will now be calculated by and based on the application server only solving
the issues that were caused by variances between the clock times of application and data
base servers.

2.2.7.4.4. GenericAgent improved
* Tenepb GenericAgent MoXxeTb (hMNLTPOBATbL 3as9BKU MO BPEMEHUN U3MEHEHUS.

* Kpome Toro, GenericAgent MOXXeT YCTaHOBUTb OTBETCTBEHHOCTb 3a 3asiBKY AJ1S CXOXXUX
(cooTBeTCTBYIOLWLMNX) 3a8BOK.

2.2.7.5. USER INTERFACE, RICH TEXT EDITOR, CHARSET

2.2.7.5.1. User interface performance improved

* YnydlleHa CKOpOCTb peHAepuHra n otobpa>keHuns ctaten, bonsbuoe cnacnbo Stelios Gikas
<stelios.gikas@noris.net>!

2.2.7.5.2. Rich Text Editor Update
» obaBneHa nogpepxka 0S5
e BNOK UbITAaT MOXHO OCTaBUTb C MOMOLLbIO KJIAaBULLW BBOAA.

* O6bHoBneH CKEditor 3.4 go CKEditor 3.6, Npo yny4lleHnsa MOXHO NPOYecTb nepengs no
ccbinkeCKEditor 3.5 and CKEditor 3.6.

* YnyyuweHa nogaep>xka bpaysepa IE9.
» [lnanoroBblie OKHa N3MEHSIEMOrro pa3Mepa.
2.2.7.5.3. Unicode Support - Non-UTF-8 Internal Encodings Dropped

* UTF-8 Tenepb egnHCTBEHHaa BHYTPEHHASA KOOMPOBKa, pa3pewleHHas OTRS.
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» Tenepb BCe A3blKOBbIE hal/ibl OThOopMaTUPOBaHbl B Kogmposke UTF-8, 4TO 3Ha4YnTeNbHO
ynpouwaeT nx 06paboTKy n fganbHenee ycoBepLUeHCTBOBaHME MexaH3Ma nepeBoaa.

2.2.7.6. DATABASE DRIVER SUPPORT
2.2.7.6.1. PostgreSQL DRIVER compatibility improved

* [lobaBneHa noggep>xka PostgreSQL 9.1
» [locTyneH HoBbIN Apaneep onsa PostgreSQL 8.1 nnu 6onee paHHUX BepCcuia.
2.2.7.6.2. MS SQL DRIVER compatibility improved

* Tenepb ppameBep MS SQL coxpaHsieT OMHapHble [aHHble WCMOJb3ya TWUMN OaHHbIX
VARBINARY a He ycTapeswun tun TEXT, Tnun NVARCHAR Tak)Xe Mcnonb3yeTcs BMeCTO
ycTapeswero VARCHAR (3To genaetcs ons ynyyweHHon nogaep>xku Unicode).

2.2.7.7. MAIL INTEGRATION
2.2.7.7.1. Mail handling improved

* When connecting to IMAP mail accounts, it is now possible to handle emails from a specific
email folder, aside from the INBOX folder.

* OTRS can now connect to IMAP servers using Transport Layer Security (TLS), which is useful
for modern restricted environments.

2.3. TpeGoBaHuA K anapaTHOMY M NporpaMHOMy obecne4yeHuio

OTRS can be installed on many different operating systems. OTRS can run on linux and on
other unix derivates (e.g. OpenBSD or FreeBSD). You can also run it on Microsoft Windows.
OTRS does not have excessive hardware requirements. We recommend using a machine with
at least a 2 GHz Xeon or comparable CPU, 2 GB RAM, and a 160 GB hard drive for a small
setup.

To run OTRS, you'll also need to use a web server and a database server. Apart from that,
you should install perl and/or install some additional perl modules on the OTRS machine. The
web server and Perl must be installed on the same machine as OTRS. The database back-
end may be installed locally or on another host.

For the web server, we recommend using the Apache HTTP Server, because its module
mod_perl greatly improves the performance of OTRS. Apart from that, OTRS should run on
any web server that can execute Perl scripts.

You can deploy OTRS on different databases. You can choose between MySQL, PostgreSQL,
Oracle, or Microsoft SQL Server. If you use MySQL you have the advantage that the database
and some system settings can be configured during the installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You will need some additional modules
which can be installed either with the Perl shell and CPAN, or via the package manager of
your operating system (rpm, yast, apt-get).

TpeboBaHuA K NporpaMHoMy obecneyeHunto

2.3.1. nopnepxka Perl

* Perl 5.10 or higher

11
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2.3.2. Noppep>xka Beb-cepBepa
* Apache2 + mod_perl2 or higher (recommended)
» Beb-cepep c noaaepxkon CGl-uHtepdeinca (CGl-uHTepdenc He pekomeHayeTCs)
* Microsoft Internet Information Server (1I1S) 6 nnu Bbilwe
2.3.3. Mopapep>xka 6a3bl AaHHbIX
* MySQL 5.0 or higher
* PostgreSQL 8.0 or higher (8.2 or higher recommended)
* Oracle 10g nnwu BbiLe
* Microsoft SQL Server 2005 nnu Bblwe

Pazpen pykoBoacTBa yCcTaHoBKa Perl-moaynein 6onee noapobHO onmncbiBaeT Kak MOXXHO Ha-
CTpouTb Moaynu, Heobxoaumele ans pabotsl OTRS.

Ecnn gns yctaHoBkn OTRS mncnonb3yoTcs BMHapHbIE NakeTbl, cobpaHble cneumnanbHO Noa
BalUly OMepaLVOHHY0 CUCTEMY, TO BCe HeobxoanMbie Moaynn a3blika Perl y)ke BKJOYEHSI.
Ecnn HeT, - ncnonb3ynTe MeHenKep NakeToB Ballen ornepauoHHON cUCTeMbl (HanpuMmep
(rom, Windows-WHcTannaTop) oas8 yCTaHOBKM BCeX HEOBXOAUMbIX MOOYNEN.

2.3.4. Noppep>xxka Beb-bpaysepa

To use OTRS, you'll be OK if you use a modern browser with JavaScript support enabled. We
do not support the following browsers:

* Internet Explorer before version 8
* Firefox before version 10
e Safari before version 5

We recommend always using the latest version of your browser, because it has the best
JavaScript and rendering performance. Dramatical performance varieties between the used
browsers can occur with big data or big systems. We are happy to consult you on that matter.

2.4. KOMIOHUTH

OTRS has a large user community. Users and developers discuss OTRS and exchange
information on related issues through the mailing-lists. You can use the mailing lists to discuss
installation, configuration, usage, localization and development of OTRS. You can report
software bugs in our bug tracking system.

OomalwHasa ctpaHuua OTRS-coobuwecTtsa: http://www.otrs.com/open-source/.
2.5. Professional Services for OTRS

Whether you need help in configuring or customizing OTRS or you want to be on the safe side,
don't hesitate to contact us: We offer a wide range of professional services such as world-wide
enterprise support, consulting and engineering including process design, implementation,
customization, application support, and fully managed service.

Our Service Contracts guarantee instant help and professional support as well as support
assessment and last but not least free access to OTRS Feature Add-ons - useful additional
features for your OTRS.
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The OTRS Group offers specific training programs in different countries. You can either
participate in one of our public OTRS Administrator trainings which take place reqgularly, or
benefit from an inhouse training that covers all the specific needs of your company.
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MnaBa 2. YcTaHOBKA

B 3To rnaBe onuckiBaeTCs yCcTaHOBKa 1 6a3zoBas KOHGUrypauus rnasHoro OTRS-ppenmBop-
Ka. 30€eCb Bbl HanaeTe nHgopmaumo 06 yctaHoske OTRS 13 NCXOOHbIX KOAOB U 13 BuHap-
HbIX NakeToB, Hanpumep RPM, nnan c nomouwbio Windows-nHcTannatopa.

B 3Toi rnaBe paccMaTpuMBalOTCS TaKne BOMPOCh! Kak: KOH(pUrypaumnsa seb-cepsepa n cepeepa
6a3bl faHHbIX, UHTedenca Mexay OTRS n 6a301 JaHHbIX, YCTaHOBKA AOMOJHUTENbHbIX Perl-
MoAyJiel, yCTaHOBKa COOTBETCTBYOWMX NpaB focTyna ana OTRS, HacTpoiKa NAaHNpOoBLLNKa
3agad cron jobs onst OTRS M OCHOBHbIX MapamMeTpPoB B KOH(PUIYpPaALIMOHHBIX ainax.

Cnepynte noapobHbIM Waram 3Ton rnaebl 4Tobbl ycTaHOBUTL OTRS Ha cBoeM cepiepe. [o-
TOM MOXXHO MCMOJIb30BaTb ero Beb-nHTepgenc 4Tobbl BONTN B CUCTEMY M NPON3BOAUTL af-
MUHUCTPUpPOBaHMeE.

1. CaMbi NPOCTOM CNOCOD - yCTAaHOBKA M3 roToBblIX OMHaApPHbIX Nake-
TOB

If available for your platform you should use pre-built packages to install OTRS, since it is
the simplest and most convenient method. You can find them in the download area at http://
www.otrs.com . The following sections describe the installation of OTRS with a pre-built or
binary package on SUSE, Red Hat and Microsoft Windows systems. Only if you are unable to
use the pre-built packages for some reason should you follow the manual process.

1.1. YcTaHOBKA M3 rpm-nakeToB Ha cepBep nop ynpassieHueM Suse Linux

This section describes the installation of our RPM package on a SUSE Linux server. We have
tested against all recent SLES and openSUSE versions. Before you start the installation,
please visit http://www.otrs.com/downloads and make sure you use the latest OTRS RPM
package available.

1.1.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a SUSE-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

NMpuMmeuyaHue

If you follow this chapter on openSUSE 12.3 and up you'll actually not install MySQL
but MariaDB instead, a MySQL compatible fork of the MySQL code. This is no problem,
it will work just as well (and even a little better at some points).

Install MySQL by executing the following command as root:

linux:~ # zypper install mysql perl-DBD-mysql

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and change the line with max_allowed_packet on it, and add a line below, like this:

max_allowed packet=20M
query cache size=32M
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Now execute rcmysql restart to re-start the database server and activate these changes.
Then run /usr/bin/mysql_secure_installation and follow the on-screen instructions to set
a database root password, remove anonymous access and remove the test database. Lastly,
run chkconfig -a mysql in order to make sure mysql is automatically started at server
startup time.

1.1.2. Installing OTRS
Install OTRS with via the command line using zypper. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

otrs-sles:~ # zypper install otrs-3.3.*.rpm

Retrieving package otrs-3.3.3-01.noarch (1/26), 17.5 MiB (74.3 MiB unpacked)
Installing: otrs-3.3.3-01 [done]

Additional rpm output:

Check OTRS user ... otrs added.

Next steps:

[start database and Apachel
Make sure your database is running and execute 'rcapache2 restart'.

[install the OTRS database]
Use a webbrowser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|start-force|

stop-force}).
((enjoy))

Your OTRS Team
http://otrs.org/

otrs-sles:~ #

CueHapuii: KomaHaa ans yctaHoBku OTRS.

The OTRS installation is done. Start your web server to load the OTRS specific changes in
its configuration, as shown in the script below. Also run chkconfig to make sure OTRS is
automatically started when the server reboots.

otrs-sles:~ # chkconfig -a apache2

apache2 0:0ff 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff

otrs-sles:~ # rcapache2 start

Starting httpd2 (prefork) httpd2-prefork: Could not reliably determine the server's fully
qualified domain name, using 10.x.x.x for ServerName

done

otrs-sles:~ #

Script: Starting the web server.
1.1.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
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otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On SLES you should add an external repository to the zypper configuration in
order to get the modules needed for your system. Choose the module needed for your OS
version from here: http://download.opensuse.org/repositories/devel:/languages:/perl/. Add
the repository like this for SLES 11 SP2:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/SLE_11 SP2 Perl

On openSUSE 12.3 the extra repository is only needed for the Mail::IMAPClient module, which
you'd only need if you need to collect mails from an IMAP server secured with TLS. The
corresponding line would look like this:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/
perl/openSUSE 12.3/ Perl

The first time you use zypper after you added this repository, you will be prompted to add
its key. Now you can install missing modules like below.

otrs-sles:/opt/otrs # zypper install -y "perl(YAML::LibYAML)"
Refreshing service 'susecloud'.
Retrieving repository 'perl' metadata [\]

New repository or package signing key received:

Key ID: DCCA98DDDCEF338C

Key Name: devel:languages:perl 0BS Project <devel:languages:perl@build.opensuse.org>
Key Fingerprint: 36FOACOBCA9D8AF2871703C5DCCA98DDDCEF338C

Key Created: Wed Oct 10 22:04:18 2012

Key Expires: Fri Dec 19 22:04:18 2014

Repository: perl

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r): a
Retrieving repository 'perl' metadata [done]

Building repository 'perl' cache [done]

Loading repository data...

Reading installed packages...

"perl(YAML: :LibYAML) ' not found in package names. Trying capabilities.

Resolving package dependencies...

The following NEW package is going to be installed:
perl-YAML-LibYAML

The following package is not supported by its vendor:
perl-YAML-LibYAML

Retrieving package perl-YAML-LibYAML-0.38-12.4.x86 64 (1/1), 75.0 KiB (196.0 KiB unpacked)
Retrieving: perl-YAML-LibYAML-0.38-12.4.x86 64.rpm [done (55.7 KiB/s)]
Installing: perl-YAML-LibYAML-0.38-12.4 [done]

The next step is to configure OTRS using the web installer, as described in this section.
1.2. Installing OTRS on a Red Hat Enterprise Linux or CentOS system

This section describes the installation of our RPM package on a Red Hat Enterprise Linux
(RHEL) or CentQOS server. For OTRS 3.3 and up, RHEL 6 or CentOS 6 is a requirement, version 5
is not supported. Before you start the installation, please visit http://www.otrs.com/downloads
and make sure you use the latest OTRS RPM package available.
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1.2.1. Preparing the database for OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL, Oracle or
Microsoft SQL Server. The most popular database to deploy OTRS on is MySQL. This chapter
shows the steps you need to take to configure MySQL on a RHEL-based server. Of course
you can install the database on a dedicated database server if needed for scalability or other
purposes.

Install MySQL by executing the following command as root:

[root@otrs-centos6 ~]# yum -y install mysql-server

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and add the next two lines under the [mysqld] section:

max_allowed packet=20M
query cache size=32M

Now execute service mysqld start to re-start the database server and activate
these changes. Then run /usr/bin/mysql_secure_installation and follow the on-screen
instructions to set a database root password, remove anonymous access and remove the test
database. Lastly, run chkconfig mysqld on in order to make sure mysql is automatically
started at server startup time.

1.2.2. Installing OTRS
Install OTRS with via the command line using yum. This will also pull in some dependencies

such as the apache web server and some Perl modules. Make sure you copied the OTRS RPM
file to the current directory.

[root@otrs-centos6 ~]# yum install --nogpgcheck otrs-3.3.*.rpm

Dependencies Resolved

Package Arch  Version Repository Size

Installing:

otrs noarch 3.3.3-01 /otrs-3.3.3-01.noarch
74 M

Installing for dependencies:

apr x86 64 1.3.9-5.el6 2 updates 123 k

procmail x86 64 3.22-25.1.el6 base 163 k

Transaction Summary

Install 26 Package(s)

Total size: 80 M

Total download size: 6.0 M
Installed size: 88 M
Downloading Packages:

(1/25): apr-1.3.9-5.el6_2.x86_64.rpm | 123 kB 00:00
(25/25): procmail-3.22-25.1.e16.x86_64.rpm | 163 kB 00:00
Total 887 kB/s | 6.0 MB 00:06
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Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : apr-1.3.9-5.el6 2.x86 64 1/26
iﬁétalling : otrs-3.3.3-01.noarch 26/26
Check OTRS user ... otrs added.
Next steps:

[httpd services]
Restart httpd 'service httpd restart'

[install the OTRS database]

Make sure your database server is running.
Use a web browser and open this link:
http://myserver.example.com/otrs/installer.pl

[OTRS services]
Start OTRS 'service otrs start' (service otrs {start|stop|status|restart).

((enjoy))
Your OTRS Team

Installed:
otrs.noarch 0:3.3.3-01

Dependency Installed:

Complete!
[root@otrs-centos6 ~]#

CueHapwii: KomaHaa a5 yctaHoBku OTRS.

The OTRS installation is complete. Now you should make sure that Apache is started and that
it starts whenever the server reboots.

[root@otrs-centos6 ~]# chkconfig httpd on

[root@otrs-centos6 ~]# service httpd start

Starting httpd: httpd: Could not reliably determine the server's fully qualified domain name,
using 10.x.x.x for ServerName [ OK ]

[root@otrs-centos6 ~]#

Script: Starting the web server.
1.2.3. Installation of additional perl modules

OTRS needs some more modules than can be installed by the RPM. You can post-install
them manually. You can check what modules you are missing by running the bin/
otrs.CheckModules.pl script located in the /opt/otrs directory. Some modules are only
needed for optional functionality, such as communication with IMAP(S) servers or PDF
generation. On Red Hat or CentOS we recommend installing these modules from the EPEL
repository, a repository maintained by the Fedora project, which provides high quality
packages for RHEL and derivatives. Check for more information the EPEL web site.

If you're on RHEL 6 or CentOS 6, you can get the latest package for EPEL from this site. You
can add this repository to yum it in one go by copying the RPM URL you find on this page
and executing this command:
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[root@otrs-centos6 otrs]# yum -y install http://download.fedoraproject.org/pub/epel/6/i386/
epel-release-6-8.noarch.rpm
Loaded plugins: security
Setting up Install Process
epel-release-6-8.noarch.rpm | 14 kB 00:00
Examining /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm: epel-release-6-8.noarch
Marking /var/tmp/yum-root-7jrlef/epel-release-6-8.noarch.rpm to be installed
Resolving Dependencies
--> Running transaction check
---> Package epel-release.noarch 0:6-8 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
epel-release noarch 6-8 /epel-release-6-8.noarch 22 k

Transaction Summary

Install 1 Package(s)

Total size: 22 k

Installed size: 22 k
Downloading Packages:
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : epel-release-6-8.noarch 1/1
Verifying : epel-release-6-8.noarch 1/1
Installed:

epel-release.noarch 0:6-8

Complete!
[root@otrs-centos6 otrs]#

The first time you use yum after you added this repository, you will be prompted to add its
key. Now you can install missing modules like below.

[root@otrs-centos6 otrsl# yum -y install "perl(Text::CSV _XS)"
Loaded plugins: security

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package perl-Text-CSV XS.x86 64 0:0.85-1.el6 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
perl-Text-CSV_XS x86 64 0.85-1.el6 epel 71 k

Transaction Summary

Install 1 Package(s)

Total download size: 71 k
Installed size: 154 k
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Downloading Packages:
perl-Text-CSV XS-0.85-1.el6.x86 64.rpm | 71 kB 00:00
arning: rpmts HdrFromFdno: Header V3 RSA/SHA256 Signature, key ID 0608b895: NOKEY
Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6
Importing GPG key 0x0608B895:
Userid : EPEL (6) <epel@fedoraproject.org>
Package: epel-release-6-8.noarch (@/epel-release-6-8.noarch)
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6
Is this ok [y/N]: y
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Verifying : perl-Text-CSV XS-0.85-1.el6.x86 64 1/1
Installed:

perl-Text-CSV XS.x86 64 0:0.85-1.el6

Complete!
[root@otrs-centos6 otrs]#

The next step is to configure OTRS using the web installer, as described in this section.
1.2.4. Installation of Oracle database driver on Red Hat / CentOS

If you want to deploy OTRS on an Oracle database, you'll need to compile and install the
DBD::Oracle database driver. This is slightly more complicated than installing any of the
other packages; this is because Oracle is a proprietary database and Red Hat nor the CentOS
project are allowed to distribute drivers in their RPM repositories.

First of all, we'd need to install gcc, make and CPAN so we can compile and install the driver.
Below you see the command on CentOS; on other versions it might look a little different.

[root@otrs-centos6 otrs]# yum -y install gcc make "perl(CPAN)"

The next step is to obtain and install the database client. For this you would
need to sign up for a free account at the Oracle website. You can download the
drivers from this page: http://www.oracle.com/technetwork/database/features/instant-
client/index-097480.html Please choose the Linux x86 or x86-64 version corresponding to
the architecture of your system. You can check this with the uname -i. It is either 'x86_64"' for
x86-64 or 'i386' for x86. You should download the packages 'Instant Client Package - Basic',
'Instant Client Package - SQL*Plus', and 'Instant Client Package - SDK'. Save them to a location
on your disk. Now as the root user you can install the packages using the following command:

[root@otrs-centos6 otrs]# yum install oracle-instantclient*

After this you should set two environment variables and compile the DBD::Oracle driver.
Again, perform these tasks as the root user. The steps are outlined below. Please note that
for briefness some lines outputted by the commands have been removed.

[root@otrs-centos6 otrs]# export ORACLE HOME=/usr/lib/oracle/11.2/client64
[root@otrs-centos6 otrs]# export LD LIBRARY PATH=$0RACLE HOME/lib
[root@otrs-centos6 otrs]# cpan

cpan[1]> look DBD::0Oracle

#ééching with LWP:
http://www.perl.org/CPAN/authors/id/P/PY/PYTHIAN/CHECKSUMS
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Checksum for /root/.cpan/sources/authors/id/P/PY/PYTHIAN/DBD-Oracle-1.62.tar.gz ok
Scanning cache /root/.cpan/build for sizes
DONE

Working directory is /root/.cpan/build/DBD-Oracle-1.62-ZH6LNy
[root@localhost DBD-Oracle-1.62-ZH6LNy]# perl Makefile.PL

[root@localhost DBD-Oracle-1.62-ZH6LNy]# make
[root@localhost DBD-Oracle-1.62-ZH6LNy]# make install
cpan[2]> exit

Terminal does not support GetHistory.
Lockfile removed.

Now you should edit the file Kernel/Config.pm to provide ORACLE_HOME. The next step is to
configure OTRS using the web installer, as described in this section.

1.3. Installing OTRS on a Debian or Ubuntu system
Ba>kHoO

Please install OTRS from source, and do not use the OTRS packages that Debian/
Ubuntu provides.

The installation of required Perl modules is easier if you use the available packages:

apt-get install libapache2-mod-perl2 libdbd-mysql-perl libtimedate-perl libnet-dns-perl \
libnet-ldap-perl libio-socket-ssl-perl libpdf-api2-perl libdbd-mysql-perl libsoap-lite-perl
\
libgd-text-perl libtext-csv-xs-perl libjson-xs-perl libgd-graph-perl libapache-dbi-perl

1.4. YcTtaHoBka OTRS Ha onepauuoHHou cucteme Microsoft Windows
1.4.1. Using the Windows Installer

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer for
Win32 from http://www.otrs.com/try/ and save the file to your local file system. Then simply
double-click on the file to execute the installer, and follow the few installation steps to setup
the system. The installation wizard will take care of installing all components for OTRS. The
next step is to configure OTRS using the web installer, as described in this section.

Ba>xHo

The Windows installer for OTRS contains all needed components for OTRS, i.e. the
Apache web server, the MySQL database server, Perl (with all needed modules) and
cron for Windows. However you can also use it to set up OTRS on the Microsoft IIS
Web Server instead of on Apache. Also you can choose to not let it install the bundled
MySQL, for instance if you want to deploy on a central MySQL database; a PostgreSQL
database, on Microsoft SQL Server or on Oracle.

1.4.2. Installation of Oracle database driver on Windows

If you install OTRS using the Windows Installer, it will automatically configure all Perl modules
you will typically need. There is one exception to this: if you need to deploy OTRS on an
Oracle database, you'll need to post-install the Oracle driver. This is needed because there is
no open source driver for Oracle available; we are not allowed to redistribute it in the OTRS
package. There are two different perls you can use on Windows; you can choose the bundled
Strawberry Perl, which is the default option and is recommended for proof-of-concept setups;
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or you can choose Active State perl which is a separate download and install. This last option
is recommended for production setups.

1.4.2.1. Installation of DBD::Oracle on ActiveState Perl

If you have installed ActiveState Perl it already comes with the Perl database driver
DBD::Oracle only this should be linked to the Oracle C client. OTRS only works on 32-bit
ActiveState Perl. This means you should also download the 32-bit Oracle client. Navigate
to the Oracle client web site Instant Client Downloads for Microsoft Windows (32-bit) and
choose 'Instant Client Package - Basic'. You'll need to sign up for a free Oracle Web account
in order to download the software. Extract the download, a zip file, to the root of your drive,
for instance C:\instantclient 11 2.

Now you should add the client libraries to your path and set an environment variable;
'ORACLE_HOME'. Navigate to Control Panel > System and Security > System, choose
'Advanced System Settings', click on '‘New' under 'System variables', enter 'ORACLE_HOME'
as Variable Name and use 'C:\instantclient 11 2' as the Variable Value. Select the 'PATH'
variable, and append the directory 'C:\instantclient 11 _2' to the path. If you now start a new
cmd.exe session and run the otrs.CheckModules.pl script located in the OTRS directory, you
should see that the DBD::Oracle driver is successfully installed. After this, you should restart
the system in order for the other applications to detect the new environment variables.

1.4.2.2. Installation of DBD::Oracle on Strawberry Perl

In order to compile the DBD::Oracle module, you need to have installed the components of
the OTRS web installer in a path without spaces. It should NOT be in C:\Program Files\0TRS
but it should rather be in C:\OTRSComponents or similar.

On Strawberry Perl you should compile the Oracle driver manually. The OTRS Windows
Installer bundles 32-bit Strawberry Perl. This means you should also download the 32-bit
Oracle client. Navigate to the Oracle client web site Instant Client Downloads for Microsoft
Windows (32-bit) and download the packages 'Instant Client Package - Basic', 'Instant Client
Package - SQL*Plus', and 'Instant Client Package - SDK'. You'll need to sign up for a free Oracle
Web account in order to download the software. Extract the downloads, all zip files, to the
root of your drive, for instance C:\instantclient 11 2.

Now you should add the client libraries to your path and set an environment variable;
'ORACLE_HOME'. Navigate to Control Panel > System and Security > System, choose
'Advanced System Settings', click on 'New' under 'System variables', enter 'ORACLE_HOME'
as Variable Name and use 'C:\instantclient 11 2' as the Variable Value. Select the 'PATH'
variable, and append the directory 'C:\instantclient 11 2' to the path. After this, you should
restart the system in order for the other applications to detect the new environment variables.

Now you can compile and install the DBD::Oracle module. For this, open a cmd.exe window,
and start the cpan client. Download and extract DBD::Oracle via look DBD::Oracle, then
type perl Makefile.PL, dmake and dmake install. Sample output is below.

C:\Users\max>cpan
cpan shell -- CPAN exploration and modules installation (v1.9800)
Enter 'h' for help.

cpan> look DBD::0Oracle
Database was generated on Thu, 16 May 2013 14:52:41 GMT
Running look for module 'DBD::Oracle'’

Trying to open a subshell in the build directory...
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C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>perl Makefile.PL
Using DBI 1.623 (for perl 5.016003 on MSWin32-x86-multi-thread) installed in C:/
0TRSComponents/StrawberryPerl/perl/vendor/lib/auto/DBI/

Configuring DBD::0racle for perl 5.016003 on MSWin32 (MSWin32-x86-multi-thread)

Checking if your kit is complete...

Looks good

LD RUN PATH=c:/instantclient 11 2/1lib:c:/instantclient 11 2/rdbms/lib

Using DBD::Oracle 1.62.

Using DBD::Oracle 1.62.

Using DBI 1.623 (for perl 5.016003 on MSWin32-x86-multi-thread) installed in C:/
0TRSComponents/StrawberryPerl/perl/vendor/lib/auto/DBI/

Writing Makefile for DBD::Oracle

Writing MYMETA.yml and MYMETA.json

C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>dmake

. lots of output and compiler warnings ...
C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>dmake install
Files found in blib\arch: installing files in blib\lib into architecture depende
nt library tree
Installing C:\OTRSCO~1\StrawberryPerl\perl\site\lib\auto\DBD\Oracle\dbdimp.h
Abéending installation info to C:\OTRSCO~1\StrawberryPerl\perl\lib/perllocal.pod
C:\OTRSCO~1\StrawberryPerl\cpan\build\DBD-Oracle-1.62-kg6los>exit

cpan> quit
Lockfile removed.

C:\Users\max>

1.4.2.3. Configure OTRS using the Web Installer

The web installer may be used to configure basic OTRS settings as described in this section.
2. YcTaHOBKa U3 ucxoaHbixX KoaoB (Linux, Unix)

2.1. MoaroTtoBKa K YCTAHOBKE U3 UCXOOHbIX KOOOB

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2,
or .zip file from http://www.otrs.com/try/

PacnakynTe apxuB (Hanpumep C NOMOLLbIO KOMaHAabl tar) B kaTasior /opt a 3aTeMm nepenme-
HynTe KaTanor otrs-x.x.x Ha otrs (cM. Huxe CueHapunm HUXe).

linux:/opt# tar xf /tmp/otrs-x.x.x.tar.gz
linux:/opt# mv otrs-x.x.x otrs
linux:/opt# 1s

otrs

linux:/opt#

Script: YcTaHoBka OTRS, nepBsbie Laru.

OTRS should NOT be run with root rights. Next you should add a new user for OTRS. The
home directory of this new user should be /opt/otrs. If your web server is not running with
the same user rights as the new 'otrs' user, which is the case on most systems, you will need
to add the new 'otrs' user to the group of the web server user (see Script below).
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linux:/opt# useradd -r -d /opt/otrs/ -c 'OTRS user' otrs
linux:/opt# usermod -G www otrs
linux:/opt#

(SUSE=www, Red Hat/CentOS/Fedora=apache, Debian/Ubuntu=www-data)

CueHapwii: [JobaBieHne HOBOro rnoJsib3oBaTesisi 'otrs' n gobaBaeHue ero B rpynny.

Next, you have to copy some sample configuration files. The system will later use the copied
files. The files are located in /opt/otrs/Kernel and /opt/otrs/Kernel/Config and have
the suffix .dist (see Script below).

linux:/opt# cd otrs/Kernel/

linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config

linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm

CueHapwii: KonupoBaHue AeMOHCTPALMNOHHbIX KOMUV KOHMUIYpaLMOHHbIX ¢hariioB

Ha 3aBepwatoweMm 3tane yctaHoBku OTRS HeobxoomMO yCTaHOBMTb COOTBETCTBYlOLLME
npasa JocTyna K pannam. 1ng 3Toro ncnosb3ynte cueHapuin otrs.SetPermissions.pl, Ha-
X04AWNNCA B AMpeKkTopun bin gomaliHero kaTasora nosb3osaTtens 'otrs'. CKpunT MOXXHO
BbI3BaTb CO C/ieAyOWMMN NapaMmeTpamMu:

otrs.SetPermissions.pl {Home directory of the OTRS user} { --otrs-user= OIRS user} { --web-
user= Web server user} [ --otrs-group= Group of the OTRS user] [ --web-group= Group of the web
server user]

Ecnn Baw Beb-cepBep paboTaeT C TEMM XKe NpaBaMun YTO U NoJsIb30BaTeNb 'otrs', To KOMaHAaa
YCTaHOBKM Hagnexallnx npae AocTyna byneT BbirnsaneTh Tak: otrs.SetPermissions.pl /
opt/otrs --otrs-user=otrs --web-user=otrs. Ha SUSE-cuctemax Beb-cepsep paboTaeT C
npasamMu nonb3oBaTtensa ‘wwwrun'. Ha Debian-cuctemax - 'www-data'. [1na ycTaHOBKW HaAa-
nexalwux npaB 4oCTyna NCnosib3ynte koMaHay otrs.SetPermissions.pl /opt/otrs --otrs-
user=otrs --web-user=wwwrun --otrs-group=nogroup --web-group=www.

2.2. YcTtaHoBKa Perl-moanynen

OTRS requires some additional Perl modules, as described in Table 3-1. If you install OTRS
from source, you will need to install these modules manually. This can be done either with the
package manager of your Linux distribution (yast, apt-get) or, as described in this section,
through the Perl shell and CPAN. If you're using ActiveState Perl, for instance on Windows,
you could use PPM, the built-in Perl Package Manager. We recommend using your package
manager if possible.

You can verify which modules you need to install with otrs.CheckModules.pl. This script
is located in the bin directory, in the home directory of the 'otrs' user (see Script below).
Please note that some modules are optional.

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.CheckModules.pl

0 CGI. ...ttt it e nnnnns ok (v3.60)

o Crypt::PasswdMD5................. ok (v1.3)

0 Crypt::SSLeay.......cvvvvvinnnnnn Not installed! (Optional - Required for Generic Interface
SOAP SSL connections.)

0 CSS::Minifier.........ccvviiuunnn ok (v0.01)

o Date::Format..................... ok (v2.22)

o Date::Pcalc..........cccvviiinnnn ok (v1.2)
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CueHapwii: NMpoBepka HeEOBX0ANMbIX MOAY/IEN.

You should strive to install the missing modules from your Linux distribution's package
management system. By doing so, the packages will be automatically updated when new
versions are available or when security issues are found. Please refer to your distribution's
documentation on how to install additional packages. If the (correct version of) the
module is not available from the package repositories, you can also install from CPAN, the
Comprehensive Perl Archive Network.

Ons ycTaHoBKK N1060ro 13 Bbile onmcaHHbIX Moaynein Yepes CPAN, HY>XHO BbINOJIHUTb KO-
MmaHay perl -e shell -MCPAN. O6ono4ka Perl 3anycTuTCa B UHTEPAKTUBHOM peXxume 1 Mo-
aynb CPAN 6ypeT 3arpy>xeH. Ecnm CPAN y>xe CKOH(UIrypupoBaH, TO C MOMOLLI KOMaHAbl
install "uma moaynsa" (install module_name) MO>XXHO Ha4YMHaTb YCTaHOBKY HEO6XOANMbIX MO-
aynein. CPAN aBToOMaTUYeCKN OTCIEXNBAET 3aBUCUMOCTU MexXay Perl-moaynsamMu n TyT xe
ornoBellaeT, Kakue ele MoAY/IN HYXKHO YCTaHOBUTb.

Execute also the commands perl -cw bin/cgi-bin/index.plperl -cw bin/cgi-bin/
customer.pl and perl -cw bin/otrs.PostMaster.pl after changing into the directory /opt/
otrs. If the output of both commands is "syntax OK", your Perl is properly set up (see Script
below).

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/cgi-bin/customer.pl
cgi-bin/customer.pl syntax OK

linux:/opt/otrs# perl -cw bin/otrs.PostMaster.pl
bin/otrs.PostMaster.pl syntax OK
linux:/opt/otrs#

CueHapwii: [poBepUTb CUHTAKCUC.
2.3. HacTpomnka Beb-cepBepa Apache
First of all, you should install the Apache2 web server and mod _perl; you'd typically do this

from your systems package manager. Below you'll find the commands needed to set up
Apache on the most popular Linux distributions.

# rhel / centos:
linux:# yum install httpd mod perl

# suse:
linux:# zypper install apache2-mod perl

# debian/ubuntu:
linux:# apt-get install apache2 libapache-mod-perl2

To access the web interface of OTRS via a short URL, Alias and ScriptAlias entries are needed.
Most Apache installations have a conf.d directory included. On Linux systems you can
usually find this directory under /etc/apache or /etc/apache2. Log in as root, change to
the conf.d directory and copy the appropriate template in /opt/otrs/scripts/apache2-
httpd.include.conf to a file called otrs.conf in the Apache configuration directory.

Mepe3arpy3nTte Beb-cepBep, 4TOObLI HOBblIE HAaCTPOMKW BCTYNUAM B cuay. Ha 6onablmnHCTBE
CUCTEM 3anyCTuTb/nepesarpy3nTb Beb-cepBep MOXXHO C MoMoulbio KoMaHabl /etc/init.d/
apache?2 restart (cm. CueHapuin Huxe).
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linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

CueHapuii: lNMepe3anyck Beb-cepsepa.

Tenepb Beb-cepBep NOJHOCTLIO HAacTpoeH ana pabotel OTRS.
2.4. HacTtpo#ka 6a3bl gaHHbIX
2.4.1. YcTtaHoBKa 6a3bl gaHHbIX OTRS Bpyu4HYyIlO.

The recommended way to configure the database is to run the Web Installer. If you can't
use this for some reason, you can also configure the database manually, as described in this
chapter. If you can't use the web installer to setup the OTRS database, you have to set it up
manually. Scripts with the SQL statements to create and configure the database are located
in scripts/database, in the home directory of the 'otrs' user (see Script below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# 1ls

otrs-initial insert.db2.sql otrs-schema.mysql.sql
otrs-schema.oracle.sql

otrs-initial insert.mssql.sql otrs-schema-post.db2.sql
otrs-initial insert.mysql.sql otrs-schema.postgresql.sql

otrs-initial insert.oracle.sql
otrs-initial insert.postgresql.sql otrs-schema-post.mssql.sql

otrs-initial insert.xml otrs-schema-post.mysql.sql

otrs-schema.db2.sql otrs-schema-post.oracle.sql
otrs-schema-post.postgresql.sql

otrs-schema.mssql.sql otrs-schema.xml

linux:/opt/otrs/scripts/database#

CueHapwii: ®avisibl, HeobxoaAnMbIE AJ15 CO3AaHNS M HACTPOVIKM 6a3bl AaHHbIX.

Mpwn ycTaHoBKe 6a3bl faHHbIX, 415 pasnmyHbix CYB/[, cyLlecTBYeT CBOW, ONpeeneHHbIR no-
panok 06paboTku .sql-pannos.

Co3paHue Gasbl gaHHbIX OTRS Bpy4HylO, LLIAr 3a LWIarom

1. Co3paHune 6a3bl AaHHbIX: icnonb3ya nHTepgenc 6a3bl AaHHbLIX UX CBOM NIOBUMbIA MeHe-
nxep 6a3 gaHblx, co3pnanTe 6a3y AaHHbIX, KOTOPYIO MaaHMpyeTe ncnosib3osaTh gna OTRS.

2. Co3pnaHune Tabnnu: Ucnonb3ya dannbl otrs-schema.DatabaseType.sql (Hanpumep otrs-
schema.oracle.sql, otrs-schema.postgresql.sql) MoxxHo co3pgaTb Tabnuubl B 6ase
naHHbix gna OTRS.

3. Inserting the initial system data: OTRS needs some initial system data to work
properly (e.g. the different ticket states, ticket and notification types). Depending
on the type of database that you are using, you will need to use one of the
following files: otrs-initial insert.mysql.sql, otrs-initial insert.oracle.sql,
otrs-initial insert.postgresql.sql orotrs-initial insert.mssql.sql .

4. Co3paHune cBA3en mexay Tabnuuamu: lMocnenoHun war - Co3fgaHWE CBA3EN MeX-
ay pa3andHeiMm Tabnnuamm 6a3bl gaHHbix OTRS [Ond 3TOoro wmcnonb3ynte dann
otrs-schema-post.DatabaseType.sql (Hanpumep otrs-schema-oracle.post.sql, otrs-
schema-post.postgresql.sql).

Mocne 3aBepLueHNA yCTaHOBKN 6a3bl AaHHbIX HeE06X0AMMO NPOBEPUTL N YCTAaHOBUTbL COOT-
BeTCTByoLWMe npaBa goctyna anga 6a3sbl gaHHbIX OTRS. CaenaTtb 3TO HeEO6X0QMMO TakK, 4TO-
Obl TOIBKO OAVH MOJIb30BaTE/Ib MMEsN COOTBETCTBYIOWME NpaBa AOCTyna. HacTponka npas
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[OCTyna OT/IMYAETCs B 3aBMCMMOCTM OT BbiIbpaHOro BamMu cepBepa 6a3sbl AaHHbIX U AOJKHA
NMPON3BOANTCS C MOMOLLbIO FrPan4eckoro nHTepdenca 6asbl JaHHbIX UK C MOMOLLbIO MPo-
rpaMMbl KJIMEHTA.

If your database and the access rights are configured properly, you have to tell OTRS which
database back-end you want to use and how the ticket system can connect to the database.
Open the file Kernel/Config. pm located in the home directory of the 'otrs' user, and change
the parameters shown in the script below according to your needs.

# DatabaseHost
# (The database host.)
$Self->{'DatabaseHost'} = 'localhost';

# Database
# (The database name.)
$Self->{Database} = 'otrs';

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = 'otrs';

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = 'some-pass';

CueHapui: HacTpanBaemMble rnapaMeTpsbl
2.5. HacTtpou nnaHupoBLiMKa 3agay (cron jobs) pna OTRS
Ons npasunbHon paboTbl cuctemMbl OTRS Heob6x04MM NAAHUPOBLLMK 3a4ay (cron jobs). MNna-

HUPOBLUMK 3aday (cron jobs) [os/mKeH 3anyckaTbCsA C TEMU Xe npaBaMu, 4To n mogynm OTRS.
MmeHHO no 3ToMy cron jobs fosmkeH 6bITb BHeCceH B crontab-gann nonb3osaTtens 'otrs'.

All scripts with the cron jobs are located in var/cron, in the home directory of the 'otrs' user
(see Script below).

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# 1s

aaa_base.dist generic_agent.dist rebuild ticket index.dist
cache.dist pending jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist

generic_agent-database.dist postmaster mailbox.dist
linux:/opt/otrs/var/cron#

CueHapwii: @anisibl, HeobxoanMble A1 CO34aHNS 3a4aHnii naaHUpPoBLLMKa 3aga4 (cron jobs).

These scripts have a suffix of '.dist'. You should copy them to files with the suffix removed.
If you use bash, you might want to use the command listed in Script below.

linux:/opt/otrs/var/cron# for foo in *.dist; do cp $foo “basename $foo .dist"; done
linux:/opt/otrs/var/cron# 1s

aaa_base generic agent-database.dist rebuild ticket index

aaa base.dist generic agent.dist rebuild ticket index.dist
cache pending jobs session

cache.dist pending jobs.dist session.dist

fetchmail postmaster unlock

fetchmail.dist postmaster.dist unlock.dist

generic_agent postmaster mailbox

generic_agent-database postmaster mailbox.dist
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[Linux:/opt/otrs/var/cron#

Script: Copying and renaming all the files needed to create the cron jobs.

B Tabnunue 3-2 npneBogsaTCa pa3nmyHblie 3a4aHns cron jobs.

Tabnuua 2.1. OnucaHuMe HEKOTOPbIX CULEeHapueB MNJIAaHUPOBLLMKA
3apad cron job.

CueHapumn HasHauyeHue

aaa_base OnpepenseT OCHOBHblE HACTPOWKW AN
crontab nonb3oBaTens 'otrs'.

cache YpnanaeT m3 gucka ycTtapeswme ("npocpo-
YyeHHble") Kaw-3anncu. OynmwaeT KILW-No-
rpy3yduk ansa CSS wm JavaScript gannos.

fetchmail ITOT cLueHapuin MoXKEeT BbITb UCMOSIb30BaH B
TOM C/ly4ae, ecqim HOBble eMelnbl byayT rno-
CTynaTb B cuctemy 06paboTkun 3as9BOK Yepe3
fetchmail.

generic_agent BuinonHsaeT 3agaHna n3 GenericAgent, KoTo-
pble He coxpaHsatTcA B 6a3e aaHHbIX, a B COb-
CTBEHHbIX KOHUr-hanaax.

generic_agent-database BbinonHsaeT 3agaHmsa n3 GenericAgent, KkoTo-
pble XpaHAaTCcsA B 6a3e gaHHbIX.

pending_jobs MpoBepseT CUCTEMY Ha HaJnyMe 3asBOK,
0XXNOALNX peLLUeHns, 3aKpbiBaeT UX UK
OTCbIJIa€T HaMOMUHaHWEe, ecan 3To Heobxo-
AnMO.

postmaster MpoBepseT o4vyepenb COOOLIEHUA CUCTEMBI
06paboTkM 3as8BOK, N O0OCTaBAseT Te coob-
LLLEHNS, KOTOPbIE HAXOAATCS B 3TOW o4yepean.

postmaster_mailbox Mony4aeT noyty ¢ POP3-cyeTOB, KOTOpbLlE
OblNn yKasaHbl B agMUHKe, B pa3gene "YyeT-
Hble 3anucu PostMaster".

rebuild_ticket _index BoccTaHaBnvBaeT MHAOEKC 3asBKW, YTO 3Ha-
YNTESIbHO MOBbLILLIAET CKOPOCTb MPOCMOTpPa
3aABOK B pa3fene QueueView.

session YpoanaeTt cTapble n 6osblue He WCMoJsb3ye-
Mble ID-ceccun (session IDs).

unlock OTKpbIBaET 3a51BKWN, KOTOpPbIe OblNN paHee 3a-
610KNpPOBaHbI B CUCTEME.

To setup all cron jobs, the script bin/Cron.sh located in the home directory of the 'otrs' user
can be used. When this script is executed, it needs a parameter to specify whether you want
to install, remove, or reinstall the cron jobs. The following parameters can be used:

Cron.sh {start} {stop} {restart} [ORS user]

Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to
be logged in as 'otrs'. If you are logged in as root, you can switch to 'otrs' with the command
su otrs. Execute the commands specified in Script below to install the cron jobs.
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NMpepynpexxpeHue

ObpaTuTe BHMMaHMe, 4TO Npu Mcnosib3oBaHuM ¢arna Cron.sh apyrue 3agaHus,
yCTaHOBJIeHHble B crontab-anne ons nonb3oBaTtens 'otrs' 6yayT nepesanucaHbl Uan
yhaneHbl. BHecnTe Bce Heobxoanmbie nsmeHeHns B hana Cron. sh, 4Tobbl COXpaHUTL
apyrue crontab-3zagaHus.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/
linux:/opt/otrs/bin# su otrs

linux:~/bin$ ./Cron.sh start

/opt/otrs/bin

Cron.sh - start/stop OTRS cronjobs

Copyright (C) 2001-2009 OTRS AG, http://otrs.org/
(using /opt/otrs) done

linux:~/bin$ exit

exit

linux:/opt/otrs/bin#

CueHapwii: YcTaHoBKa cron jobs.

KoMaHga crontab -l -u otrs, KOTOpyl0 MOXHO 3anyckaTb C NpaBaMW agMUHUCTpPaATOpPa,
oTobparkaeT cogepxaHue crontab-cdanna nonb3oBaTens 'otrs', Tak 4TO MOXKHO JIerko Npo-
BEepUTb NPaBUILHOCTb PAcMonoXXeHns Bcex 3anmcen (cM. CueHapuin HUXXe).

linux:/opt/otrs/bin# crontab -1 -u otrs
7 S
# cron/aaa base - base crontab package

# Copyright (C) 2001-2014 OTRS AG, http://otrs.com/
7 S

# This software comes with ABSOLUTELY NO WARRANTY.
7 S

# Who gets the cron emails?

MAILTO="root@localhost"

cron/cache - delete expired cache

Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete expired cache weekly (Sunday mornings)
0 0 * * 0 $HOME/bin/otrs.CacheDelete.pl --expired >> /dev/null
0 0 * * 0 $HOME/bin/otrs.LoaderCache.pl -o delete >> /dev/null

WNH HF HEHEHH

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * x /usr/bin/fetchmail -a >> /dev/null

HFHEHEHFHFEHFEHES

cron/generic_agent - otrs.GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 20 minutes

*/20 * * * * ¢HOME/bin/GenericAgent.pl >> /dev/null
# example to execute GenericAgent.pl on 23:00 with

# Kernel::Config::GenericAgentMove job file

HFHEHEHFHFEHFEHESR
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#0 23 * * * ¢HOME/bin/otrs.GenericAgent.pl -c "Kernel::Config::GenericAgentMove" >> /dev/null
cron/generic_agent - GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 10 minutes
/10 * * * * $HOME/bin/otrs.GenericAgent.pl -c db >> /dev/null
cron/pending jobs - pending jobs cron of the OTRS

Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
check every 120 min the pending jobs
5 */2 * * * ¢HOME/bin/otrs.PendingJobs.pl >> /dev/null
cron/postmaster - postmaster cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

check daily the spool directory of OTRS
0 0 * * * $HOME/bin/otrs.ReprocessMails.pl >> /dev/null
cron/postmaster mailbox - postmaster mailbox cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
fetch emails every 10 minutes
/10 * * * * $HOME/bin/otrs.PostMasterMailbox.pl >> /dev/null
cron/rebuild ticket index - rebuild ticket index for OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

just every day
1 01 * * * $¢HOME/bin/otrs.RebuildTicketIndex.pl >> /dev/null

LR R R R EEEREREEEEEEE T EEEEEE T EEEEEEEREEEEEE S

cron/session - delete old session ids of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete every 120 minutes old/idle session ids
5 */2 * * * ¢HOME/bin/otrs.DeleteSessionIDs.pl --expired >> /dev/null

OHFHHHFEHFHFH

cron/unlock - unlock old locked ticket of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

unlock every hour old locked tickets
5 * * * * $HOME/bin/otrs.UnlockTickets.pl --timeout >> /dev/null

WHEHHEHFEHFEHRHR

linux:/opt/otrs/bin#

CueHapuni: ®@avin Crontab.
2.6. OTRS Scheduler Service

OTRS comes with a scheduler service that is used to perform asynchronous tasks.
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The OTRS RPMs will set up the Scheduler Service automatically. If you install from source, you
can install the service by copying the scripts/otrs-scheduler-linux file to /etc/init.d
and giving it the appropriate permissions. This will make sure the scheduler service starts
when the system starts up.

3. Using the web installer

You can use the OTRS Web Installer, after you installed the OTRS software, to set up and
configure the OTRS database. The Web Installer is a web page you can visit in your browser.
The URL for the web installer is http://localhost/otrs/installer.pl .

When the web installer starts, please follow the following steps to setup your system:

1. Check out the information about the OTRS offices and click on next to continue (see figure
below).

Simulate RTL

Welcome to OTRS

OTRS AG OTRS Inc.

Norsk-Data-Str. 1 19925 Stevens Creek Bivd.
61352 Bad Homburg Cuperting, CA 95014-2358
Germany USA

Phane: Phone:

= - +49(0) 942156818 == - +1(408) 7257501 &
Fax +49 (0) 942156818 18 Fax +1 (408) 725 8885
Web: Web:
Info; Info:

Top of page Y

PUCYHOK: SKpaH rNpuBeTCTBUS.

2. Npo4ynTtanTe cornaweHus nuueH3nn GNU Affero General Public License (cM. PUCyHOK Hu-
XK€e) N NpUMUTE UX, Ha)KaB Ha COOTBETCTBYIOLLYIO KHOMKY BHU3Y CTpPaHULbI.

Simulate RTL

License (1/4)

i

i

SN ATFERO CENERAL USLIC LICENSE
Versicn 3, 19 November 20

Copyright (C) 2007 Free Software Foundation, Inc. <huip://fsf.org/>
Everyone is permitied Lo copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Erearble

The GNU Afferc Gemeral Public License is a free, copyleft license for
software and other kinds of works, specifically designed Lo ensure
cooperation wWith the CONDURITY in the case Of Network server software.

The licenses for most software and other practical works are designed

share and change all versions of a program--to Dake sure 1t remains free
software for all its users.

When we speak of free software, we are referring to freedom, not

price. Our General Public Licenses are designed To make sure Thal you
have the Ireedom to distribute copies of free software (and charge for
them if you wish), Chal you receive source code or can get it if you
want it, that you can change the software or use pleces of it in hew
free programs, and thal you know you can do these thiags.

Developers that use our General Public Licenses protect your rights
with Two gteps: (1) assert copyright on the software, and (2)

Vou this Lictnse Which gives you Legal Permission to copy, dlstribuce
and/or modify the software.

A secendary benefit of defending all users' freedom is that 2
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PucyHok: GNU Affero General Public License.

3. Choose the database that you want to use with OTRS. If you choose MySQL, PostgreSQL
or Microsoft SQL Server as a database, you can also select here if you want the web installer
to create a database for you or if your database administrator has already created an empty
database for you that you would like to use. After that, click the Next button (see figure
below).

Simulate RTL

Create Database (2/4)

Check database settings

Top of page [Y

Figure: Database Selection.
4. Depending of the database you chose and if you wanted the web installer to create a

database or use an existing one in the previous step, this screen might differ a little. Enter
the credentials for the database in this screen.

Simulate RTL

Create

Check database sefiings

Top of page Y

Figure: Database credentials.

5. Create a new database user, choose a name for the database and click on 'Next' (see
Figure below).
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NMpepynpexxpeHue

OTRS will generate a strong password for you. It's possible to enter your own password
if you prefer this. The password will be written to the configuration file Kernel/
Config.pm so there is no need to remember this password.

Create Database (2/4)

localhost

& MysaL -

Database-User (New)

with limited rights will be created for

default ot

localhost

Database
otrs

)

PucyHok: HacTtpoviku 6a3bl gaHHbIX.

6. The database will be created if needed, and populated, as shown in this image. Click 'Next'
to go to the next screen.

Simulate RTL

Create Database (2/4)

< Done.

< Done.

nserts Done.

< Done.

cer Done.

os. Done.

Top of page Y

Figure: Successful database setup.

7. Provide all the required system settings and click on 'Next' (see Figure below).
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Simulate RTL

System Seftings (3/4)

2DN: | yourhost example.«

Full qualified domain name of your system.

al. admin@exampl

Email of the system admin

Example Company
Log

= File -
Used log backend
2 ftmplotrslog
Logfile just needed for File-Loghlodule
Webfrontend

205 English (United States)

PucyHoK: HacTpouiku CUCTEMBI.

8. If desired, you can provide the needed data to configure your inbound and outbound mail,
or skip this step by pressing the right button at the bottom of the screen (see Figure below).

Simulate RTL

Mail configuration (3/4)

Configure Qutbound Mail
Qutbound mail type:  SMTP hd
Select outbound mail type.
SMTP host
n O
Does your SMTP host need authentication?

Configure Inbound Mail
e IMAP -

Selectinbound mail type

PucyHok: HacTpovika 3/1eKTPOHHOW MOYTHhlI.

9. Congratulations! Now the installation of OTRS is finished and you should be able to work
with the system (see Figure below). To log into the web interface of OTRS, use the address
http://localhost/otrs/index.pl from your web browser. Log in as OTRS administrator, using the

username 'root@localhost' and the generated password. After that, you can configure the
system to meet your needs.

NMpeaynpexpeHue

Please write down the generated password for the 'root@localhost' account.
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Simulate RTL

Finished (4/4)

To be able to use OTRS you have to enter the following line in your command fine
(TerminaliShell) as root

envice hitpd restart

After doing 50 your OTRS is up and running

rost@localnost
root

((enjoy))
Your OTRS Team

Figure: Web installer final screen.

4. O6HoBneHue OTRS-¢ppenMmBOpKa

These instructions are for people upgrading OTRS from version 3.2 to 3.3, and apply both for
RPM and source code (tarball) upgrades.

NMpuMeuaHue

Please note that OTRS 3.3 requires at least perl version 5.10.0. Make sure before you
plan your upgrade that your server runs this version. You can check the version with
the command perl -v on the command line.The only known Linux distribution that
uses perl 5.8 and is still supported by its vendor is Red Hat Enterprise Linux (RHEL) 5
and its community supported derivative CentQOS 5. If you're on any of these platforms
and you plan to upgrade to OTRS 3.3 you should also plan migrating your operating
system to a version with a supported perl, such as RHEL 6 or CentOS 6.

If you are running a lower version of OTRS you have to follow the upgrade path to 3.1 first
(1.1->1.2->1.3->2.0->2.1->2.2->2.3->2.4->3.0->3.1->3.2->3.3 ...)! You need to perform a
full upgrade to every version in between, including database changes and the upgrading
perl script.

Please note that if you upgrade from OTRS 2.2 or earlier, you must take an extra step; please
read http://bugs.otrs.org/show_bug.cgi?id=6798.

Within a single minor version you can skip patch level releases if you want to upgrade. For
instance you can upgrade directly from OTRS 3.3.1 to version 3.3.4. If you need to do such
a "patch level upgrade", you should skip steps 9 and 13-16.

Please note that if you perform a patch level upgrade from OTRS 3.3.6 or earlier, you need
to activate a new cron job that controls the scheduler process. Please copy the file /opt/
otrs/var/cron/scheduler watchdog.distto /opt/otrs/var/cron/scheduler watchdog
and update your crontab with /opt/otrs/bin/Cron.sh start (as "otrs" user, not root).

1. OcTaHOBMTE BCE COOTBETCTBYIOLLNE CIY>XXObI.

B T.4. (3aBUCALLME OT NCMOJIb3YIOLWUXCA YCAYr):

35


http://bugs.otrs.org/show_bug.cgi?id=6798

OTRS

Real Services

shell> /etc/init.d/cron stop
shell> /etc/init.d/postfix stop
shell> /etc/init.d/apache stop

2.Cpenante pes3epBHble KoOMUM BCeX JAaHHbiXx K3 $0OTRS HOME (no ymonyaHuio
OTRS_HOME=/opt/otrs):

* Kernel/Config.pm

» Kernel/Config/GenericAgent.pm

* Kernel/Config/Files/ZZZAuto.pm

e var/*

* a Takke 6a3y paHHbIX
3. Ybenutech, 4TO Bbl CO34a/IN PE3EPBHYIO KOMUIO BCEX OAHHbIX ;-)
4.YCTaHOBUTb HOBYIO CUCTEMY (OMNLMOHAJNBHO)

Ecnn ecTb BO3MOXHOCTb, CHa4vasna nonpo6y|7|Te npon3BecTn yCTaHOBKY Ha OTOE€/IbHOM
TECTOBOM KOMIblOTEpPE.

5. YcTaHOBKa HOBOro pennsa (13 tar-apxmsa uam ¢ nomowbio RPM-nakeTos).

* C nomoulbto Tapbona (tarball):

shell> cd /opt

shell> mv otrs otrs-old

shell> tar -xzf otrs-x.x.x.tar.gz
shell> mv otrs-x.x.x otrs

Restore old configuration files

* Kernel/Config.pm

e Kernel/Config/GenericAgent.pm
» Kernel/Config/Files/ZZZAuto.pm
Restore TicketCounter.log

In order to let OTRS continue with the correct ticket number, restore the
TicketCounter.log to $0TRS HOME/var/log/ (default: 0TRS HOME=/opt/otrs). This is
especially important if you use incremental ticketnumbers.

Restore article data

If you configured OTRS to store article data in the filesystem you have to restore the
article folder to $0TRS HOME/var/ (default: 0TRS HOME=/opt/otrs).

e C nomouwibto RPM-nakeToB:

shell> rpm -Uvh otrs-x.x.x.-01.rpm
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B sToM cnydae obHoBneHne n3 RPM aBTOMaTuU4eCkn BOCCTaHaB/IMBAET CTapble KOHU-
rypaunoHHbIie hanbl.

6. CobCcTBEHHbIE TeMblI

Note: The OTRS themes between 3.2 and 3.3 are NOT compatible, so don't use your old
themes!

TeMmbl xpaHaTca B $OTRS_HOME/Kernel/Output/HTML/*/*.dtl (default: OTRS_HOME=/opt/
otrs).

Please also note that dtl-Files must be in utf-8 from OTRS 3.3 on.
7. YcTaHOBKa nNpaB AoCTyna K annam.

B cnyyae ncnonb3oBaHua Tapbona (tarball), BeinonHuTe

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl

C npaBaMm, HeO6XOJJ,I/IMbIMVI and yCTaHOBKVI CnNcrTtemsbl.
8. Check needed Perl modules

Verify that all needed perl modules are installed on your system and install any modules
that might be missing.

shell> /opt/otrs/bin/otrs.CheckModules.pl

9. CxeMa obHoOBIeHUS:

Note: new tables created in the MySQL UPGRADING process will be created with the default
table storage engine setin your MySQL server. In MySQL 5.5 the new default type is InnoDB.
If existing tables, e.g. "users", have the table storage engine, e.g. MyISAM, then an error
will be displayed when creating the foreign key constraints.

You have two options: (1) you can change the default storage engine of MySQL back to
MyISAM so that new tables will have the same engine as the existing tables, or (2) change
the existing tables to use InnoDB as storage engine.

Any problems with regards to the storage engine will be reported by the otrs.CheckDB.pl
script, so please run it to check for possible issues.

shell> cd /opt/otrs/

# MySQL:
shell> bin/otrs.CheckDB.pl
shell> cat scripts/DBUpdate-to-3.3.mysql.sql | mysql -p -f -u root otrs

# PostgreSQL 8.2+:
shell> cat scripts/DBUpdate-to-3.3.postgresql.sql | psql --set ON ERROR STOP=on --single-
transaction otrs otrs

# PostgreSQL, older versions:
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shell> cat scripts/DBUpdate-to-3.3.postgresql before 8 2.sql | psql --set ON ERROR STOP=on --
single-transaction otrs otrs

Note: If you use PostgreSQL 8.1 or earlier, you need to activate the new legacy driver for
these older versions. Do this by adding a new line to your Kernel/Config.pm like this:

$Self->{DatabasePostgresqlBefore82} = 1;

3anycTuTe cueHapui nepemelleHmns (Kak nonab3osaTesnb 'otrs', a HE root):

shell> scripts/DBUpdate-to-3.3.pl

Do not continue the upgrading process if this script does not work properly for you.
Otherwise data loss may occur.

10Refresh the configuration and delete caches. Please run (as user 'otrs', NOT as 'root'):

shell> bin/otrs.RebuildConfig.pl
shell> bin/otrs.DeleteCache.pl

11llepe3anycTuUTe CEPBUCHI.

B T.4. (3aBUCALLME OT NCMOJIb3YIOLWUXCHA YCYr):

shell> /etc/init.d/cron start
shell> /etc/init.d/postfix start
shell> /etc/init.d/apache start

Tenepb Bbl MOXKeETe BOMTU B CUCTEMY.
12[lpoBepbTe YCTAaHOBJIEHHbIE MaKeThl

[MpoBepbTe B MeHea Kepe NakeToB BCE JIN MaKeThbl Mo Npe)XHeMy noMeyeHbl Kak NpaBusib-
HO YCTaHOBJIEHbI NN KaKne nmbo n3 Hnx Tpe6yr0T nepeyctaHoBKN UM XXe obHoBNEHMA.

The following packages are automatically uninstalled after the upgrade process (if they
where installed before):

OTRSPostMasterFilterExtensions

OTRSFreeTextFromCustomerUser

OTRSExternalTicketNumberRecognition

OTRSDashboardQueueOverview

OTRSImportantArticles

OTRSImportantArticlesITSM
OTRSDashboardTicketCalendar
OTRSMultiServiceSelect
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* OTRSMultiQueueSelect
* OTRSDynamicFieldMultiLevelSelection
* OTRSEventBasedTicketActions
* OTRSTicketAclEditor
* OTRSCustomerProcessSelection
* OTRSACLExtensions
* OTRSGenericStandardTemplates
* OTRSExtendedDynamicDateFieldSearch
» OTRSDashboardTicketOverviewFilters
13Check config settings of OTRSFreeTextFromCustomerUser

Note: This only applies if you used the package OTRSFreeTextFromCustomerUser
previously.

If you used this module previously, you need to reconfigure it. The module is automatically
uninstalled by the upgrading script as it is now a part of the OTRS framework.

If you want to keep using it, please enable the setting "Ticket::EventModulePost# # #930-
DynamicFieldFromCustomerUser" to activate this feature and configure the mapping in the
setting "DynamicFieldFromCustomerUser::Mapping".

1l4lmport your ACLs to the new ACL editor (optional)

In OTRS 3.3, there is a graphical editor for ACLs in the administration interface. You will
need to import your existing ACLs (e.g. in Config.pm or additional files) to the editor
by using bin/otrs.ImportACLsFromConfig.pl in order to make them available in the editor.
Please make sure to delete any ACLs from Config.pm (or other files) after successfully
finishing the import procedure. Also you will need to use the deploy button in the ACL
administration frontend in order to re-deploy the imported ACLs to your system.

15Update your web server configuration

Note: this applies only if you use the Apache web server, and do not use the configuration
file directly from the OTRS installation directory (e. g. with a symlink from the Apache
configuration directory).

Please update the the Apache configuration file for OTRS as there have been several
changes (see scripts/apache2-httpd.include.conf).

16Update and activate cronjobs

There are several OTRS default cronjobs in $OTRS_HOME/var/cron/*.dist. They can be
activated by copying them without the ".dist" filename extension. Do this to make sure
you get the latest versions of the cronjobs and new cronjobs as well.

shell> cd var/cron
shell> for foo in *.dist; do cp $foo “basename $foo .dist ; done
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Please check the copied files and re-apply any customizations that you might have made.

To schedule these cronjobs on your system, you can use the script Cron.sh. Make sure to
execute it as the OTRS system user!

shell> /opt/otrs/bin/Cron.sh start

17Monoaubi!
5. ObHoBneHue c nomowbio Windows Installer

If you installed OTRS on Windows, it is possible to upgrade seamlessly by downloading
the new Windows Installer and running it. The installer will automatically detect the OTRS
installation and perform an upgrade on it. The installer will stop the OTRS services and start
them after the installation is complete, so your users will experience downtime. Make sure
you plan some time for the upgrade. Always make sure you have a backup of your server
before you start the upgrade procedure!

5.1. Performing patch level upgrades on Windows

If you need to install a 'patch level' upgrade (i.e. from OTRS 3.3.1 to OTRS 3.3.2) on Windows
all you need to do is to download and run the new installer. Of course you should make sure
you have a backup in place before you start the upgrade!

5.2. Performing minor level upgrades on Windows

Minor upgrades (from OTRS 3.2 to OTRS 3.3) take a little more time as there is also a
database upgrade step involved. The installer will detect this and will automatically perform
the upgrade for you. After installation you should still perform steps 12, 13 and 14 of the
'regular' upgrading section.

Please note that if you have any additional packages such as Feature Add-Ons installed on
your OTRS system, you'll need to upgrade these as well. Make sure you obtain these before
you start the upgrade. After upgrade is complete you can upgrade these packages via the
Package Installer Web GUI. Packages from the 'standard' repositories such as Survey, FAQ and
ITSM can be upgraded from the Package Manager after the framework upgrade is complete.

6. lonoJsIHUTENIbHbIE NMPUJIOKEHUSNA

Ona paswuvpeHus pyHkUnoHanbHocTn OTRS-hpenMBOpKa, MOXKHO TakXXe YCTaHOBUTb A0MOo-
HUTesIbHble NaKeTbl NPUIOXKEHUN. DTO MOXXHO cAeflaTbh C MOMOLLbI0 MeHea)Kepa NakeToB 13
MaHenn AOMUHNCTPUPOBAHNSA, KOTOPLIA 3arpy>xaeT NPUSIOXKEHUS U3 OHJIaNH Peno3nTopus
W yrnpasnseT 3aBUCUMOCTAMU MeXOY 3TUMU NnakeTaMu. Tak>Ke NpUuoXKeHNs MOXHO YCTaHo-
BUTb N3 NIOKaJIbHbIX (DaNsIOB.

6.1. FAQ (YacTto 3apaBaemMbie Bonpochl)
The FAQ is the Knowledge Base component. It supports editing and viewing of FAQ articles.

Articles can be viewed and restricted to agents, customer users, or anonymous users. These
can also be structured into groups, and be read in different languages.
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naBa 3. NepBble Waru

The goal of this chapter is to provide a brief overview of OTRS and the structure of its web
interface. The terms 'agents', 'customers’, and 'administrators' are introduced. We also login
as the OTRS admininstrator and take a closer look at the user preferences available on every
account.

1. Be6-untepcenc pna areHtoB

AreHTckunin Beb-uHTepdenc No3BosaseT areHTaM OTBeYaTb Ha BOMPOCHI KJMEHTOB, CO34a-
BaTb HOBble 3asBKM A1 KJIMEHTOB U areHTOB, CO34aBaTb 3afBKM Ha OCHOBE TenedOHHbIX
3BOHKOB KJIMEHTOB, MMCaTb U pefakTupoBaThk 3anncyu FAQ-monyns, pefakTupoBaTb AaHHbIE
KJIMEHTOB 1 Tak gasee.

Mpegnonoxum, 41o OTRS pocTyneH no ccoisike http://www.example.com, Takmm obpasom,

areHTbl 1 OTRS-agMuHncTpaTopbl MoryT BonTu B OTRS Habpas B cTpoke bpaysepa cneay-
towmnn URL-agpec: http://www.example.com/otrs/index.pl (cM. PUCyHOK HMXe).

Welcome to OTRS

Login

Top of page Y

PucyHOK: AreHTCKni MHTepgevic, 3KpaH Bxoaa.

2. Monb3oBaTenbLCKUN BedO-uHTEphenc

Customers have a separate web interface in OTRS through which they can create new

accounts, change their account settings, create and edit tickets, get an overview on tickets
that they have created, etc.

Continuing the above example, the customer login screen can be reached by using the URL
http://www.example.com/otrs/customer.pl with a web browser (see Figure below).
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Company Support

Login

Not vet registered?

PucyHok: Mosb30BaTebCKUV BEb-MHTEpgeric, CTpaHuLa Bxoaa.

3. ObwepocTtynHbin Beb-uHTtepdenc

In addition to the web interfaces for agents and customers, OTRS also has a public web
interface which is available through the FAQ-Module. This module needs to be installed

separately. It provides public access to the FAQ system and lets visitors search through FAQ
entries without any special authorization.

In our example, the public web interface can be reached via either of the following URLs:
http://www.example.com/otrs/faq.pl , http://www.example.com/otrs/public.pl

Eile Edit View History Bookmarks Iools Help

<,: M i @ ﬁ [ http:#portal. otrs. defotrs/public. pl?Action=PublicFAQ&Subaction=Explarer ~| B G-

OTRSierg - Download - Documentation - Mailinglists

0|

((otrs))

The Ticket People

:é

Explorer: FAQ#
= EAQ quick search
Search

default comment EEEEESTEh]
Name | Comment subcategories  Article latest created article
OTRS Framework 4 19

Questions and answers aboutthe OTRS framework
Bugzilla 0 1

Reporting Bugs
EileManager Module 0 1

Aweb file system manager with download/upload option
Benchmark Module 0 1

Asimple benchmark application

PucyHok: Obwni Beb-nHTepgeic.

42


http://www.example.com/otrs/faq.pl
http://www.example.com/otrs/public.pl

OTRS

Real Services

4. NepBoe npuMeHeHue

Access the login screen as described in the section Agent web interface . Enter a user name
and password. Since the system has just been installed and no users have yet been created,
login as OTRS administrator first, using 'root@localhost' for username and 'root' for password.

NMpepynpexpeHue

[aHHble 4OCTYMNa 3TOro akkayHTa AeCTBUTESbHbI 418 KaXKA0W KONUM HOBOYCTaHOB-
neHHon cnctembl OTRS. UMeHHO Mo aTom npuydmnHe naposb OTRS-agMuMHUCTpaTopa
HeobXo4ANMMO N3MEHUTb KakK MOXHO BbiCcTpee. 3TO MOXXHO cAenaTb Nocje Bxoaa B
cucTemy C npaBamMm agMmMHUCTpaTopa nepenasa no ccoinike preferences.

Ecnu He xoTnTe BXoOUThb B cucteMy c npasaMmu OTRS-agMmHUCTpaTopa, NPOCTO BBEAUTEe
MMS 1 Naposib CBOero 0bbIYHOr0 areHTCKOro akkayHTa.

In case you have forgotten your password, you can request the system for a new password.
Simply press the link below the Login button, enter the mail address that is registered for
your OTRS account into the input field, and press the Submit button (see Figure).

Weicome to OTRS

Request New Password

Submit

Top of page Y

PucyHok: 3anpoc Ha BOCCTaHOBJIEHWE MNapoJis.

5. Beb-unrepdenc - o63op

Upon successfully logging into the system, you are presented with the Dashboard page (see
Figure below). It shows your locked tickets, allows direct access through menus to the queue,
status and escalation views, and also holds options for creation of new phone and e-mail
tickets. It also presents a quick summary of the tickets using different criteria.
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0 o 0 = o=
4 2 A O m w = ! Simulate RTL NETELS

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Dashboard

Reminder Tickets » Settings

Locked Tickets (0) ! 7 Day Stats
none —

Escalated Tickets
All (0) 1
none
New Tickets
All (1) 1
- Welcome to OTRS! 357d200
Open Tickels / Need Io be answered Upcoming Events

All(0) J none

OTRS News

PucyHok: lNaHenb yripaBrieHusi Beb-uHTepgerica areHToB

To improve clarity, the general web interface is separated into different areas. The top row of
each page shows some general information such the current username, the logout button,
icons listing the number of locked tickets with direct access to them, links to create a new
phone/e-mail ticket, etc. There are also icons to go to the queue, status, and escalation views.

Below the icons row is the navigation bar. It shows a menu that enables you to navigate to
different areas or modules of the system, letting you execute some global actions. Clicking on
the Dashboard button takes you to the dashboard. If you click on the Tickets button, you will
get a submenu with options to change the ticket's view, create a new ticket (phone/e-mail) or
search for a specific ticket. The Statistics button presents a menu that allows you to choose
from an overview of the registered statistics, creating a new one or importing an existing
one. The Customers button leads you to the Customer Management screen. By clicking the
Admin button, you can access all of the administrator modules, which allows you to create
new agents, queues, etc. There is also a Search button to make ticket searches.

If any associated applications are also installed, e.g. the FAQ or the Survey, buttons to reach
these applications are also displayed.

KpacHas nosnoca, KoTopasi HAX0AUTCA NoA NaHesbio HaBMrauMym npegHa3HavyeHa ans otob-
PaXKeHUs Pa3INYHbIX CUCTEMHbIX CO0bLLEeHNA. ECiv BOUTK B cucTeMy ¢ npaBamu OTRS-aa-
MUHUCTpaTOpa, byaeT BbiBeAeHO coobLeHe O TOM, YTO B CMCTEMe He cefyeT paboTaTb
C NpaBaMu aAMUHMCTpPaTOpPa.

Below the title of the section you are currently in, there are several subsections containing
relevant information about the screen you are working on, each one in a separate box.

These boxes contains the main part of each screen, usually they are displayed in one or
several columns, each box can store relevant information about the current screen like for
example instructions, advises, overviews, etc. Also is displayed the form or tool necessary
for performing the action associated to each screen, like for example, add, update or delete
records, check the log, change configuration settings, etc.

Finally at the bottom of the page, the site footer is displayed (see Figure below). It contains
links to directly access the OTRS official web site, or go to the Top of the page.
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Normally the icon row, navigation bar and footer are the same in all the screens over the
web interface.

PucyHoK: HYU>XHWV KOJIOHTUTY /.

6. The Dashboard

The Dashboard is the main page of the system, here you can get an overview about the
tickets and other stuff related to the ticket activity. It's thinking to be the starting point for
the daily work of an agent, by default it presents a quick summary of the tickets which are
pending, escalated, new, and open, among other information.

One of the most important features about Dashboard is that is completely customizable.
That means you that can configure each part as you want, showing or hiding elements. It's
even possible to relocate this elements within the same column by clicking on and dragging
the element's header, and dropping them elsewhere. Each element is named "Widget",
the system has some widgets ready to use out of the box, but the modular design of the
dashboard screen is prepared to integrate custom widgets easily.

The content of this screen is arranged in two main columns, on the left column you normally
can see information about tickets classified by their states like: reminder, escalated, new,
and open. On each of this widgets you can filter the results to see all of the tickets that you
are allowed to access, tickets you have locked, the ones that are located in agent defiend

queues, among other filters. There are also other kind of widgets in this column and they
are all described below.

Left column dashboard widgets.

 Ticket List Widgets
Widgets under this category share same overall behavior, look and feel. This widgets shows
a list of tickets on a determined state. the amount of tickets display on each list page can
be configured in widget options (they appear when you hover the mouse pointer over the
top right part of the widget). This widgets support the following filters:
¢ My locked tickets

The tickets that the logged agent has locked.

¢ My watched tickets

The tickets that the logged agent has in his/her watched list, requires Ticket::Watcher
setting to be turned on to be displayed.

¢ My responsibilities

The tickets that the logged agent is set as responsible, Ticket::Responsible setting is
required to be turned on in order to make this filter visible.

¢ Tickets in My Queues

The tickets that are on queues where the agent define as "My Queues".
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* All Tickets

All the tickets where the agent has access.
This widgets are:
* Reminder Tickets

Tickets that are set as pending and the reminder date has been reach.

Escalated Tickets
Tickets that are escalated.
* New Tickets
Tickets that have state "New".
* Open Tickets / Need to be answered
Tickets that have state "Open" and are ready for work with them.
Events Ticket Calendar
A calendar event (for this widget) is defined when a new ticket is created, the Events Ticket
Calendar feature has to be enabled, and it requires two new fields to be displayed in ticket
creation screens, one for the event start time and the other one for the end time, this times

determine the duration of the event.

This widget includes the following views: month, week and day, agents can scroll thru the
pages by using the right and left arrows.

As mentioned before just enabling the widget is not enough, a couple of "Date/Time"
dynamic fields for tickets should be added into the system (via Dynamic Fields link in
"Admin" panel) and set them up in the SysConfig for this widget, both Dynamic Fields should
be configured to be displayed on the ticket creation screens, they should be filled during
ticket creation or any other ticket action screen (e.g. Free Fields) to describe the time frame

for the calendar event (start and end time), the ticket zoom screen might be configured to
show this dynamic fields also, in case you consider it necessary.

Further  configurations for this  widget could be found under the
"Frontend::Agent::Dashboard::EventsTicketCalendar" SubGroup in the SysConfig:

» CalendarWidth

Defines the calendar width in percent. Default is 95%.
* DynamicFieldStartTime

Defines dynamic field name for start time.
* DynamicFieldEndTime

Defines dynamic field name for end time.
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* Oyepegu

Only the tickets on the queues specified in this setting will be considered in the calendar
view.

* DynamicFieldsForEvents

Defines the dynamic fields that will be displayed in the calendar event overlay windows.

¢ TicketFieldsForEvents

Defines the ticket attributes that will be displayed in the calendar event overlay windows.

* Ticket Queue Overview

This widget shows in a ticket count matrix where the rows represents queues and the
columns represents the ticket states, then on each cell the number of tickets on a defined
state that belongs on a particular queue is displayed.

The widget also shows a Totals row and a Totals column, the Totals row shows the sum of
the tickets for each state on all presented queues, while the Totals column represent the
sum of the tickets for each queue on all presented states.

The queues and states that are presented can be changed via Sysconfig.

By clicking any of the ticket count numbers a ticket search results page will opened letting
agents to have a more detailed overview of them.

In the right column is located an special widget that allow you to control the widgets you
want to show or hide, This is the Settings widget. Click on it's header to expand the section
and see all available widgets, as shown in Figure. Each widget name has a checkbox, Use
this checkboxes to define the visibility of the widgets in the dashboard (unchecked widgets
will not be shown) after you define the visibility options and click on 'Save' for storing your
changes. This section is fixed on the screen, this means you can't drag and drop it, or close it.

0 g0 g0 —
2 % A O m @ = ! Simulate RTL NEEES

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Dashboard

Reminder Tickets ¥ Settings

Locked Tickets (0) L Y] Product News
V| Reminder Tickets
7| Escalated Tickets
Escalated Tickets ) New Tickets
V| Open Tickets / Need to be answered
All {0) 1 V| 7 Day Stats
none ] Upcoming Events
Online

none

Y] OTRS News
New Tickets Save
All (1) 1
- Welcome to OTRS! 358d6h 7 Day Stats

Open Tickels / Need fo be answered

All(0) L

Upcoming Events -

PucyHok: Hactpoviku lNaHesnn YrnpaB/ieHus.

Right column dashboard widgets.
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» 7 Day Stats

It shows a graph of ticket activity over the past 7 days that includes 2 lines. One that is
usually blue color, represents the amount of created tickets per day and the second one,
usually orange and represents the closed tickets per day.

* Upcoming Events

Tickets on short for escalating or already escalated are listed here, info from this widget is
very helpful since you have the chance to know about tickets needs your attention and you
can decide in which ones you want to focus your effort on, set priorities or simply check
what's coming on.

e OTRS News

A complete list about OTRS activities and so important information about new product
releases or patches.

e Online

Here is showed a summary about the current agents logged the system, it also includes a
section for customers on-line, please notice this widget is normally hidden, it can be shown
using Settings widget described before.

7. YTtOo Takoe ouyepenb?

Ha dn3nyeckom ypoBHE OJ18 MOYTOBOIO fALMKa CO3[0aeTCa cneunanbHbii dann (MHorga ero
€LLle Ha3bIBalOT MOYTOBbLIN CNYJ1), B KOTOPbIA MOMELLAOTCA N XpaHATCHA BCe coobuieHuns. Ho-
Bble CO0BLLEHNS /IEKTPOHHOM MOYThl NPocTo A06aBNATCA B KOHel, 3Toro darna. Noyro-
Bas NporpaMmma, KOTopasa MCMNoJib3yeTCa ANS YTeHUS U HanncaHna NMcem (Takme nporpam-
Mbl elle Ha3blBAOTCA MOJIb30BaTENbCKUMKM NOYTOBbIMU areHTamum - MUA (Mail User Agent)
YyMTaeT 3TOT Pans n oTobparkaeT ero cogep>xmmoe.

Oyepean OTRS MOXXHO CpaBHUTbL C Inbox-hanaioM, B KOTOPOM XpaHATCA BXoAsLine cooblie-
HUS 3NIEKTPOHHON MOYThl, TaK KaK B HUX TOXXE MOXET XPaHUTCA MHOXXECTBO COOOLLLEHNNA.
Ouepean MMEKT MHOIF0 PYHKLUUN, CXOXKUX C TEMU, KOTOpble Npucywwmn Inbox-ganny. Kak
areHTbl Tak 1 NOJIb30BaTeNN, BCE AO/KHbI MOMHUTbL O TOM, B KaKOW o4epenmn CooepXXnTcs
3asBKa. AreHTbl MOryT OTKpbIBaTb, PeAaKTUPOBaTb 3asBKW, pa3MelleHHble B o4epenn, a
TakXe, nepemMeLLaTb UX N3 o4HON o4yepenmn B Apyryto. Ho 3a4em nepemellaTtb 3a9BKN?

Y106l 06bSACHUTL 3TO C BoNee NPAaKTUYECKON TOYKM 3PEHNSA faBalTe BCMOMHUM npumep C
KoMnaHnen Makcnma, KoTopas bblla onnucaHa B pa3aesie NpuMep cuctembl obpaboTkn 3a-
ABOK. Makcum ycTaHoBna OTRS 4T06bl 36aBUTCSA OT CyLLLECTBYHIOLWEr0 Xaoca B CUCTEME Moa-
OEPXXKN N NMPefoCcTaBUTb BOSMOXHOCTb CBOEN KOMaHAEe syylle ynpaBnaTb ciayxbon noa-
OEePXXKN KJINEeHTOB, MOKYMaloLwmnx BuAeoMarHNToOOoHbI.

One queue holding all requests is enough for this situation. However, after some time Max
decides to also sell DVD recorders. Now, the customers have questions not only about the
video recorder, but also about the new product. More and more emails get into the single
queue of Max's OTRS and it's difficult to have a clear picture of what's happening.

Max decides to restructure his support system, and adds two new queues. So now three
queues are being used. New messages arriving at the ticket system are stored into the old
queue titled "raw". Of the two new queues, one titled "video recorder" is exclusively for video
recorder requests, while the other one titled "dvd recorder" is exclusively for dvd recorder
requests.
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Max asks Sandra to watch the "raw" queue and sort (dispatch) the messages either into
"video recorder" or "dvd recorder" queue, depending on the customer request. John only has
access to the "video recorder" queue, while Joe can only answer tickets in the "dvd recorder"
queue. Max is able to edit tickets in all queues.

OTRS supports access management for users, groups, and roles, and it is easy to setup
queues that are accessible only to some user accounts. Max could also use another way to
get his requests into the different queues, with filter rules. Otherwise, if two different mail
addresses are used, Sandra only has to dispatch those emails into the two other queues,
which can't be dispatched automatically.

CopTunpoBKa BXOAALWMX COOBLEHN B pa3/InyHble O4EPEAN NMO3BOJISAET COXPaHATb CUCTEMY
MOAAEPXKKU B CTPYKTYPUPOBAHHOM U aKKypaTHOM Buae. MoCKObKY BalluX areHTbl HAXo4aT-
CA B pasHbIX Fpynnax n UMeT pa3/indHble npaBa gJ1a 4ocTyna K o4epeasMm, cMctemMma MoxxeT
6bITb ONTUMKN3NPOBaHa ele 6osnblie. O4epengn MoryT ObITb NCNOJSIb30BaHbI ANA onpeaene-
HUSA CTPYKTYPbl BCEN KOMMNaHUM a Takxe s onpeneneHus paboyero noTtoka npoLeccos.
MakcuM MOXeT K NnpuMepy co3a4aThb elle oAHY oYyepenb 1 Ha3BaTb ee "mpoaaxkn”, kotTopas
byneT comep)xaTb nogoyepenmn "3anpockl”, "npeanoxeHus", "3akasbl", "onnatel" u T.4. Ta-
KOW nmopxopn NoMoXXeT MakCcMMy CTPYKTYpMpOBaTb M ONTUMU3NPOBaTb Npouecc paboTbl C
TpaH3aKumnaMu.

YeM nydule CTPYKTYpUpOBaHHa CUCTEMa MO LEPXKKUN, TEM MeHbLLe BpeMeHu Tpe6yeTc9| aona
Pa3/INYHbIX 3ada\. 370 npmnBognT K YMEHbLUEHUIO pa6oqero BpemMeHNn, COOTBETCTBEHHO N K
YMEHbLUEHNIO OEHEXHbIX 3aTpaT. O‘-Iepeﬂ,l/l MOr'yT NMOMO4Yb ONTUMN3NPOBATb 6|/|3Hec—npou,e—
Cbl Ballen KOMMaHuMN.

8. What is the queue overview?

The queue overview offers a view of all queues in which tickets are present, and for which
the user has RW permissions.

The queue overview offers a variaty of options for daily work with OTRS. The first of theese is
the My Queue. In the Agent Preferences, or when administering agents, a set of queuse can
be defined for which the agent has been assigned to work within. All the tickets will appear
in this default view, when accessing the Ticket -> Queue View menu.

The second option offered by the Queue View is a drill down navigation into individual queues
and sub-queues containing tickets to be worked upon.

In both of the view types, the user also has the added ability to see either all unlocked tickets
(this is the default filter), or the user can then chooose to view all available tickets. Tickets
must be in one of the viewable state types to be shown in the queue view. Per default, these
are 'open, new, pending reminder, pending auto'.

There are visual alarms, to aid the user.

Visual Alarms

* Highlight Age 1: Sets the age in minutes (first level) for highlighting queues that contain
untouched tickets. Seen in above in the "Raw" queue.

» Highlight Age 2: Sets the age in minutes (second level) for highlighting queues that contain
untouched tickets. Seen in above in the "Postmaster" queue.
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» Blink: Activates a blinking mechanism of the queue that contains the oldest ticket. Not
supported in all browsers. In that case it will appear red, as seen in above in the "Junk"
queue.

* Bold: The current queue will be bolded, as seen above in the "My Queues".
9. Monb3oBaTesIbCKUE HACTPOUKHU

OTRS users such as customers, agents and the OTRS administrator can configure their
account preferences as per their needs. Agent can access the configuration screen by clicking
on their login name at the top right corner of the web interface (see Figure below), and
customers must click on the "Preferences" link (see Figure below).

}'n ,:n 2 LN = = ! ‘ou are logged in as Wigue! Hidalgo y EL-ell\Iam

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN e}

Edit your preferences
User Profile Email Settings Other Settings

Change password New ticket notification My Queu

No - [ Update

Junk

Misc
Update Postmaster

Raw

Ticket follow up notification

Language

English (United States)  ~

Update No ~ | Update T
~ [ Update
Spelling Dictionary
QueueView Refresh Time
English ~ [ Update cView will 2
\—I Ticket lock timeout nofification
syster off « [ Update
Skin No ~ [ Update
Default ~ | Update
Screen after new ticket
Theme Ticket move notification CreateTicket ~ | Update

Figure: Agent's personal preferences.

An agent can configure 3 different categories of preferences: user profile, email settings, and
other settings. The default posibilities are:

Mpocdpunb nonb3oBaTens

* /IaMeHeHne TeKyLwero napons.

* Bbibop fA3blka MHTepdenca.

* MMepeknyeHne Mexxay TeMamm nHTepgenca.
* IameHeHne TeMbl Beb-nHTEpdenca.

* AKTMBALMA N HACTPOMKa PYyHKLUN "BpeMs BHe odduca”.

HacTpouku 371IeKTPOHHOMU NOYThbI

i Bb|6ep|/|Te cobbITuA, npn HaCTynJIEHNN KOTOPbLIX, CUCTEMa O0JI)KHa OTCblJlaTb yBeOOMIJ1e-
HNA areHTaM Ha X eMensbl.

Opyrue HaCcTpoOMUKM

* B meHio "Moun O4vepegn" Bbibepnte Te ovyenenmn, KOTopble XOTUTe OTCNexXmBaTb bonee
BHMMaATEJIbHO.
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* YcTaHoBUTE BpeMs 06HOBNEHUA CTpaHuubl Ang wabnoHa oTobpa>keHUsa ovepenei.

* BbibepuTte cTpaHuLy, KOTOpas Ao/KHa 0TobparkaTCsi Noc/ie Co3AaHnsA 3a8BKMU.

Company Personal Support

Hew Ticket | My Tickets | Company Tickets | Searen

Interface language

*four language

Ticket overview

Refresn interval

S/MIME Certificate

SMIME Certificate
Upload

English (United States)

Update

off -

Update

Update

Browse_

HNumber of displayed tickets

Max. displayed tickets | 25

Update

Change password

New Password

Verify Password

Update

Figure: Customer's personal preferences.

Simulate RTL

EEEE Logout

KnneHT MoxeT BblbpaTb 53blk Beb-UHTepdenca cMcTeMbl, U3MEHATb BpeMsi 06HOBNEHMS
CTpaHuUbl B WabnoHe NpocMoTpa ovyepenen, BbibpaTb MakCUMasibHOE KOJIN4eCTBO 0TO6-
pa>kaeMblx 3a5BOK. KpoMe 3TOro TakXKe MOXXHO YCTaHOBUTb HOBbIN MapoJib.
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NaBa 4. AOMUHUCTPUPOBaHUe

1. NaHenb ynpasnexnua OTRS

1.1. OcHOBbI

The following system configuration settings are available to OTRS administrators by
accessing the Admin page of the OTRS web interface - adding agents, customers and queues,
ticket and mail settings, installing additional packages such as FAQ and ITSM, and much more.

Agents who are members of the admin group can access the Admin area by clicking the
Admin link in the navigation bar (see Figure below). Agents without sufficiently elevated
access rights will not be able to access this link.

2°2°2°¢c m & = Y

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Admin

Agent Management Customer Management Email Settings

Queue Settings Ticket Settings System Administration

PucyHok: CtpaHuua OTRS-agMuHUCTpaTopa.
1.2. AreHnTsbl, 'pynnbl u Ponu

1.2.1. AreHTnl

By clicking the link Agents, you get access to the agent management screen of OTRS (see
Figure below). Administrators can add, change or deactivate agent accounts. Furthermore
they can also manage agent preferences, including the language and notification settings
for the individual agent's interface.

NMpuMmeuyaHue

Y4yeTHasa 3anncb (akKkayHT) areHTa MoxXeT 6biTb AeaKTMBMPOBaHa, HO He yadaseHa.
[JeakTuBauNs OCYLLECTBASETCS NyTEM YCTAaHOBKW NapaMeTpa [enCTBUTENbHLIN B
3HaYeHNe He JeVICTBUTE/bHbIVI WV HE AENCTBUTEbHbIVI-BPEMEHHO.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Agent Management

Actions List

E3 Add agent USERNAME NAME EMAIL LASTLOGIN | VALID = CHANGED CREATED
el ——— g | O30 | CaRIED
o @ 10:38 10:38

Filter for Agents ‘"h el
:“ial o . 08/03/2010 4g 08032010 081032010

goy  miguel hidalgo@freedom.com valid oo o501

Costila
Admin root@insainost 08032010 L 03032010 DBIO3201D
OTRS @ 05:59 0557 0557

Note

Aftention: Don'tforgetto add a new agentto
groups andlor roles!

Top of page [

PucyHok: YnpaBrieHue AreHTtamu.

To register an agent, click on the "Add agent" button, enter the required data and press the
Submit button at the bottom of the screen, as shown in Figure.

2°2°2° 0 m w = !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Agent Management

Actions Add Agent
Go to overview r
Agustin
Note de lturbide

Agents will be needed to handle fickets agustin.deiturbide
Aftention: Don't forget to add a new agentto
groups andlor roles!

..................
agustin.deiturbide@freedom.com
valid -

English (United States)  +
English ~

Default ~

Standard -

®

Start 08 ~/ 03 »/2010 ~

=

PucyHok: [JobaBneHne HOBOro areHTa.

Mocne Toro, Kak HoBas y4eTHas 3aNnUCb areHTa Co3aHa, ero Hy>KHO caesiaTb Y1eHOM OLHOMN
WJIN HECKOJIbKUX FPyN WA posiein. 3a AOMNOSHUTENBHOM NHGOPMALIMEN O Fpynnax U ponsax
obpawanTech K pasgeny Fpynnbl u Ponn gaHHON rnasbl.

1.2.2. N'pynnsi
Ka)xaad y4eTHas 3annucb areHTa 40/KHa NpUHaanexaTb Mo KpanHen Mepe K 04HON rpynne

nnun ponu. Mocne yCTaHOBKM CUCTEMbI €CTb TPUW NMpeaonpeaeseHHbIX rpymnbl, KOTopble npu-
BedeHbl B Tabaunue 5-1.
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Tabnmua 4.1. MNpeponpepeneHHble rpynbl, AOCTYMHbI AJIA HOBOM
(TonbKo 4TO) ycTaHOBNIEHHOU cucTteMbl OTRS

Fpynna OnucaHue

admin ﬂ,OI‘IyCKaETCﬂ Ona BbINOJIHEHNA aAMUHNCTPa-
TWUBHbIX 3ada4 B cnuctemMe.

stats KoMneTeHTHble ONs reHepaunn CTaTUCTUKKN
n gocTtyna K Mmoayno ctatuctukm OTRS.

users AreHTbl OOJ/KHbI BXOAUTb B 3Ty rpynny c
npaBamMu Aas YTeHUs U 3anucu. Torga oHM
CMOrYT MOJIY4YUTb AOCTYN KO BCeM (hyHKLNAM
cucteMbl 06paboTKM 3asABOK.

NMpuMeuaHue

In a brand new OTRS installation, the users group initially does not have any members.
The agent 'root@localhost' belongs by default to the admin and stats groups.

YT06bl NepeiTn Ha CTpaHuLy yrnpaBieHWUs rpynnaMm, HaXKM1UTe B MaHesan agMUHUCTPUpPO-
BaHWSA CCbIKY [pynrbl (CM. HMXKeNnpmMBe4eHHbIN PUCyHOK).

2°2°2°0 m @ E !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q.

Group Management

Actions List

I3 Add group NAME COMMENT VALD GHANGED CREATED
Group of all admins. valid 08/03/2010 0557 08/03/2010 0557
Group for stats access valid 08/03/2010 05:57 08/03/2010 0557

Note Group for default access. valid 08/03/2010 0557 08/03/2010 05:57

Top o page Y

PucyHok: YrnipaBsieHue rpynamu.

NMpuMmeuyaHue

Kak B cniydyae c areHTamu, rpynna B OTRS mMoxxeT ObiTb TO/IbKO OEeaKTMBUPOBaHa,
HO He yaafeHa. [leakTuBaumsa oCyWeCcTBASAETCA NyTEM YCTaHOBKKU hiara [encTeun-
TeNbHbIN B 3HAYEHNE HE AENCTBUTE/IbHbIVI U HE AEVCTBUTE/IbHbLIN-BPEMEHHO.

YT106bI f0b6aBUTbL areHTa B rpynny, Win U3SMeHUTb MPUHANEXHOCTb areHToB K rpynne, nc-
MoONb3ynTe CCbINIKY Ha lMaHenun YnpasneHusa AreHTbl <-> [pynnbl (CM. HUWXenpuBeaeHHbIN
PucyHok).
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DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q,

Manage Agent-Group Relations

Filter for Agents Overview

AGENTS GROUPS

Filter for Groups

Top of page Y

PucyHoK: YnpassieHue rpyrnamu.

An overview of all groups and agents in the system is displayed on this page. You can also
use the available filters to find a specific entity. If you want to change the groups that an
agent is a member of, just click on the agent's name (see Figure below). To change the agents
associated with a group, just click on the group you want to edit (see Figure below).

2°2°2°0C m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Agent-Group Relations

Actions Change Group Relations for Agent “@

S0 10 ovsrview crovr [Oro  [Dwovemwro [lereare  [Clwote | [0 owner [ eriormy | [0 rw
o Ll a a L Ll la
=] o 0a 0a ] o ]

] ] 5] 5] ] ] ]
«
Reference

0
Read only access to the ficketin this group/queue
move._into
Permissions to move tickets into this group/queue.
create
Permissions to create tickets in this groupiqueue
note
Permissions to add notes to tickets in this group/queue.
owner
Permissions to change the owner of tickets in this group/queue:
priori
Permissions to change the ficket priority in this groupfqueue

Full read and write access to the tickets in this group/queue,

PucyHok: 3ameHeHue rpynnel, K KOTOpOVI rNnpuHaniIeXnT areHT.
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DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q,

Manage Agent-Group Relations

Actions Change Agent Relations for Group 2)

Go to overview ]

@ vl @
AGENT RO MOVE_NTO CREATE NOTE OWNER FRIORITY R

ci @ @ ci ci @ ]

Submit |or

Reference

Read only access to the ficketin this groupiqueus
move_into

Permissions ta move tickets into this group/queue
create

Permissions ta create tickets in this group/queue

note
Permissions to add notes to tickets in this group/queue

owner
Permissions to change the owner oftickets in this group/gueue.

priority
Permissions to change the ticket priority in this groupiqueue

PucyHok: I3meHeHune areHToB, BXOAALMUX B OrpeaesIeHHYo rpynry.
Each group has a set of rights associated with it, and each group member (agent) may have

some combination of these rights for themselves. A list of the permissions / rights is shown
in Table 5-2.

Tabnuua 4.2. NpaBa, cBa3aHHble ¢ OTRS-rpynnammu

MpaBa OnucaHue

ro MpaBa "TONbKO ONg 4TeHua" 3aABOK, 3anu-
cen n oyepenen 3Ton rpynnbl.

move into MNpaBa 0159 NnepeMelleHns 3a89BOK UK 3anu-
cem Mexnay o4depepsMu nnam gna obnacrtu,
npuHagnexxawen rpynne.

Create MpaBa onA co3faHUa 3a89BOK UM 3anucen B
oyepensax nam obnacTm rpynnel.

owner MpaBa ONs W3MeHeHUA BNagenbLa 3asBOK
Wan 3anucen B o4yepensax NpuHapekaljmx
3TOW rpynne.

priority MpaBa oNa U3MeHeHUs NpuopmuTeTa 3asaBOK
nnn 3anucen B odepeaun nam obnacTtu, npu-
HagJfiexkallen aTon rpynne.

rw MoNHbLIA [OCTYM K 3asBKaM WIW 3anucaMm B
oyepean unm obnactu, NpuHagnexxawen K
3TOn rpynne.

NMpuMeuyaHue

Mo ymonyaHuto, CnncokO4epeaen (QueueView) oTobparkaeT TOJIbKO 3as8BKM B O4e-
pefsx, K KOTOpbIM areHT MMeeT npaBa rw, T.e K 3asBKaM, C KOTOPbIMU OH A0/1>KEH
paboTaTb. ECM Bbl XOTUTE U3MEHUTL 3TO MOBeAEHME, Bbl MOXKETEe YCTaHOBUTb Na-
pameTp Ticket::Frontend::AgentTicketQueue# ##ViewAllPossibleTickets B 3Ha4eHune
la.
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Not all available permissions are shown by default. These additional permissions can be
added.

Tabnuua 4.3. Additional permission groups

MpasBa OnucaHue
stats Gives access to the stats page.
bounce The right to bounce an email message (with
bounce button in ticketZoom).
compose The right to compose an answer for a ticket.
customer The right to change the customer of a ticket.
forward The right to forward a messages (with the
forward button).
pending The right to set a ticket to pending.
phone The right to add a phonecall to a ticket.
responsible The right to change the responsible agent for
a ticket.
NMpuMmeuaHue
These permissions can be added by changing the
Ticket::Core::Ticket::System::Permission
1.2.3. Ponn

Roles are a powerful feature to manage the access rights of many agents in a very simple
and quick manner. They are particularly useful for large, complex support systems with a lot
of agents, groups and queues. An example below explains when they should be used.

Suppose that you have a system with 100 agents, 90 of them with access to a single
queue called "support" where all support requests are handled. The "support" queue contains
multiple sub queues. The other 10 agents have permission to access all queues of the system.
These 10 agents dispatch tickets, watch the raw queue and move spam messages into the
"junk" queue.

The company now opens a new department that sells some products. Order request and
acceptance, order confirmation, bills, etc. must be processed, and some of the company's
agents are supposed to do this using OTRS. The different agents have to get access to the
new gqueues that must be created.

Because it would take a long time to change the access rights for the individual agents
manually, roles that define the different access levels can be created. The agents can then
be added to one or more roles, with their access rights being modified automatically. If a new
agent account is created, it is also possible to add this account to one or more roles.

NMpuMeuaHue

Roles are really useful when dealing with complex organizations and when
maintaining larger OTRS installations. Proper care is advised though. Mixing Agent to
Group with Agent to Role mappings can make for a complex access control scheme,
that is difficult to understand and maintain. If you wish to use only roles and disable
the Agents <-> Groups option in the Admin area, you can do so by modifying the
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Frontend::Module###AdminUserGroup in the SysConfig. Be aware that this won't
remove already existing Agents to Group assignments!

Ons ynpaBsieHUsa ponsaMmu nepengnte rno ccoisike Posin B MNMaHenn AGQMUHUCTPUPOBAHMS (CM.
HUXenpueeaeHHbIN PUCYHOK).

2'2°2°0 m @ E !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS o

Role Management

Actions List

ﬁ Add role NAME COMMENT VALID CHANGED CREATED

- Member of the help deskte].] valid 08/03/12010 14:37 08/03/2010 14:37
Supenisor of the IT deparf..] valid 08/03/2010 14:29 080312010 14:29
Member of the senice desk(..] valid 08/03/2010 14:37 08103/2010 14:38

Note

Top of page Y

PucyHo: YripasrieHue Possmu.

NMpuMmeuyaHue

Kak B cnly4ae € areHTOM 1 rpynnaMu, OAHa>KAbl CO34aHHbIE PO MOTyT ObiTb AeakK-
TUBUPOBAHbLI, HO HE yAasieHbl. YTOObl OTKIOYUTbL, YCTaHOBUTE ONUUIO encTBUTENb-
HbIl B 3HAYE€HNE HE AEeVICTBUTEJIbHbLIN WIN HE AENCTBUTE/IbHbIVI-BPEMEHHO.

MpueeneH o0630p BCex ponen B cucteMe. HaXxxMmmTte Ha nmsa ponn, 4Tobbl 0OTpefakTUpoBaTb
ee HacTponku. Mo ymony4yaHuio, B HOBOW, TOJIbKO 4TO yCTaHOBNeHHON cucteme OTRS HeTy
npegonpegeneHHblx ponen. Ytobbl co3fgaTb HOBYIO, HaXMUTe KHonky "HdobaBuTb ponb",
BBeAUTE BCe HeobxoamMble AaHHble U HAaXKMUTE KHOMNKY OTnpaBuUTb (CM. HUXXenpuBeaeH-
HbI PUCYHOK).

2°2°2° 0 m w = !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Role Management

Actions Add Role

Go to overview IT supenvisor
wvalid -

Supervisor of the IT department

[Submit | or

Note

Top of page Y
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PucyHok: [JobasrieHne HOBOV pPOJIN.

YT106bI MONYy4YNTb CANUCOK BCEX POJIEN N areHTOB B CUCTEME, MepengnTe no ccbiike Ponn <->
AreHTbl B [laHennn ADMUHNCTPUPOBaHNA. TakxKe, 0159 MOUCKA KOHKPETHOro 3J1eMeHTa MOXXHO
NCnofb3oBaTb puabTpbl. ECM HEOOX0AMMO N3MEHUTb POJIN CBSiI3aHHble C onpefeneHHbIM
areHToM, NPOCTO KJIMKHUTE Ha UMSA areHTa (CM. HKenpueeaeHHbI PUCYHOK). YTobbl nsme-
HUTb areHToB, CBA3AaHHbIX C POJIbIO, HAXKMUTE Ha POJib, KOTOPYIO HYXKHO OTpefaKTMpoBaTb
(cM. HMXXenpueepeHHbIN PUCYHOK).

a'n ,{n An O m & E ou are as\'u;\.&\ﬂua\;v.Lt=l\\\am

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS fo)

Manage Role-Agent Relations

Actions Change Role Relations for Agent (4)
Ga to averview roLE [FlAcIvE
s
Filter

[ submit Jor

Top of page Y

Figure: 3meHeHue Posievi, cBI3aHHbIX C AFEHTOM.

‘!*u ,’D 2°0 = & = 1 You are logoed in as k \-jbr:\H\.:algr.[r.ilmam

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q.

Manage Role-Agent Relations

Actions Change Agent Relations for Role @)

60 to overview CrEe [0 acmve

Filter

Top of page Y

Figure: 13meHeHne AreHToB, CBsi3aHHbIX C KOHKPETHOWV PoJiblo.

Y1066l NONYYNTHL CAUCOK BCEX POJSIEN N rpynn CUCTEMbl, NepengnuTe no ccolike Ponn <->
pynnbl Ha MNMaHenn YnpasrseHusa. Ha skpaHe NoABUTCA CTpaHULa, NpuBedeHHas HMXKe Ha
PucyHke. [1na noncka KOHKPETHOro 3/1eMeHTa TakXXe MOXKHO NCMN0J1b30BaTb PUALTPLI.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Manage Role-Group Relations

Filter for Roles Qverview

ROLES GROUPS

Filter for Groups

Top of page L1

Figure: YnpaBaeHune oTHoLeHUaMu Poau-Irpynriebl.

YT10o6bl ONpenennTb pasnMyHbie npasa 4OCTYyNna A9 Poau, HAXXMUTE Ha UMS POV UAK rpyn-
nbl (CM. HYXe PucyHoK 5.13 1 5.14, cOOTBETCTBEHHO).

2°2°2°0 m & = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Manage Role-Group Relations

Actions Change Group Relations for Role (3)
EDU IR crowr [ ro [Owovewo [Clereare  [Cwoe [ owner O erormy | O rw
Ll 0a 0a ] Ll L]
] o o s il 1
Filter

Note:

Reference

o
Read only access to he ficket in this group/queue.

move_into
Permissions to move tickets into this group/queue

create
Permissions to create tickets in this group/queue
priori
Permissions to change the ficket priority in this groupfqueue

Full read and write access to the tickets in this group/queue,

Top of page [

PucyHok: IameHeHune cBs3Tn mexay pynnovi n Posibio.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Role-Group Relations

Actions Change Role Relations for Group @)
E T ROLE ro [Cwovemto | [creare | Cnowe [ owner [ erormy [ rw
[E] [] [] [a] [E] ]
o o L] o o
Filter B ] 0 ] 5] ]
«
Note Reference

0
Read only access to the ficketin this group/queue

move_into
Permissions to move tickets into this group/queue
create
Permissions to create tickets in this groupiqueue

priority
Permissions to change the ticket priority in this group/queue.

Full read and write access to the tickets in this groupiqueue

Top of page Y

PucyHok: N3meHeHne oTHoweHus Poau K pyrine.
1.3. KnueHTtbl u I'pynnbl KnueHtos

1.3.1. KnueHTbl

OTRS supports different types of users. Using the link "Customers" (via the navigation bar, or
the Admin page), you can manage the accounts of your customers (see Figure below), who
can log into the system via the Customers interface (customer.pl). Through this interface,
your customers can not only create tickets but also review their past tickets for new updates.
It is important to know that a customer is needed for the ticket history in the system.

2°2°2° 0
Ty X o

DASHBOARD TICKETS STATISTICS  TOMERS ADMIN Q,

Customer Management

Actions List
search | USERNAIE NANE EMAL CUSTOMERD LASTLOGN VALD
Ignacio Lopez
5 ignacio.lopez@freedom.com Independence valid
Raydn E pec P
B A Leona Vicario leona com valid
S ——. 08/0212010
Vicente Guerrero  vicente. com valid
Database Backend ~ 06:05

Note

Customer will be needed to have a customer
history and to login via customer panel

Top of page [Y

PucyHok: YripaBsieHue KJIMeHTamu.

Ha)aB Ha MMSA KJMeHTa, No 3aperucTPUPOBaAHHBLIM KJIMEHTAM MOXXHO NPOM3BOANTb MOWUCK,
pelakTUPOoBaTh UX AaHHble. TakXKe eCTb BO3MOXXHOCTb U3MEHUTb KIMeHTCKU back-end, 3a
6onee noapobHOM MHMoOpMaLMen obpalllanTeck K raBe BHELIHNE XPaHWINLLA AaHHbIX.

YT06bl CO30aTb HOBYH YYETHYK 3amnncCb KJMEHTa, HaXXMUTe KHoMky "[obaBuUTb KaMeH-
Ta" (CM. HMXKenpunBe[eHHbI PUCYHOK). HeKoTopble nons ABnsaTcA 06a3aTeNbHbIMK, T.€ OHU
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DOJIXKN coaep>XaTb AaHHble, MO3TOMY €CJi Bbl OCTaBUTE UX NMYCTbIMU, OHN 6yﬂ,yT BblOoeneHbl
KpPaCHbIM LLBETOM.

2°2°2°0C m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN

Customer Management

Actions Add Customer
Go to overview W,
Ignacio
Note Allende
Customer will be needed to have a customer ignacio.allende
history and to login via customer panel.
ignacio.allende@freedom.com

Independence

valid -

PucyHok: [lobaBieHue KJaNeHTa.

KNneHT MOXXeT MoJsly4nTb OOCTYN K CUCTEME NMyTem BBOAa JiormHa n napons. CustomerlD
HY>XeH ON8 naeHTUMKaumMn KameHTa u ero 3asaBoK. NoCKONIbKY afgpecc 3/IeKTPOHHOM Mo-
YTbl ABNASETCH YHUKAJIbHbIM, €0 MOXXHO MCMN0JIb30BaTb B KAaYeCTBE YHUKAJIbHOIO UOETHTU-
dukaTopa (ID).

NMpuMmeuyaHue

Kak n B calydae C areHTamu, rpynnamMmum n poasMmu, cCucTemMa He No3BosISeT yaansaTbh
KJINEHTOB, @ TOJIbKO AEaKTMBUPOBATb UX, YCTAaHOBUB oNuuto [encTBUTENbHbIN B 3Ha-
YeHne HedenCcTBUTE IbHbLIN W HEAENCTBUTE/IbHbIVI-BPEMEHHO.

1.3.2. N'pynnbl Knunenrtos

KnuneHTbl Tak)xe MoryT 6biTb fo06aBneHbl B rpynny, YTO MoXXeT 6blTb MOJIe3HO, ecaun Bbl
XOTUTE 06befeHNTb HECKOJIbKUX KJIMEHTOB TOW XKe KOMMaHuM Ans AOoCTyrna K O4HON nuau
HEeCKoNbKUM o4vyepenam. CHavyana cosfanTe rpynny, B KOTopyto 6yayT BXOAUTb KJINEHTHI,
ONs 3TOro nepenguTe no ccoinke Moaynb YnpasneHusa Fpynnamu . 3atem gobasbTe oyepe-
an 1 BbiIbepuTe HOBYIO Fpynny AN 3TUX ovepenen.

Cnepyowmm warom byaeT BKAOYEHUE MOAAEPXKKUN KIIMEHTOB FPynMbl. 9TO MOXHO CAeNaTb
NCNoJsib3ysa KOHMUrypaumoHHbIn napameTp CustomerGroupSupport B SysConfig. Ucnonb3ys
napameTp CustomerGroupAlwaysGroups MOXXHO yKa3aTb Fpynmnbl N0 YMOJIYaHUIO, K KOTO-
pbiM ByeT npnHagfiiexxaTb HOBbIA NOJSIb30BaTe b, TakuM 06pa3oM Kakaasa HoBas yYeTHas
3anucb bypet nobaBnATca B 3Ty rpynny.

Mepengs no ccoinke "KnneHTbl <-> [pynnbl" Bbl MOXKETE yNpaBiAaTb OTHOLWEHUAMN KOH-
KPEeTHOro nosib30BaTeNsa K pa3HbiM rpyrnnam (CM. HUXKenpuBeaeHHbIN PUCYHOK).
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DASHBOARD TICKETS STATISTICS CUSTOMERS

Manage Customer-Group Relations

Actions Search Result:

Search | CUSTOMERS (4) GROUPS

Filter for Groups

Customer Default Groups:

GROUPS

users

info

No changes can be made o these groups

Top of page L1

PucyHok: YripaBssieHue oTHOLUEHUAMU KaneHT-Ipyrina.

Onsa onpefeneHns passiNyHbIX rPymnn, B KOTOpble OOJIKEH BXOAUTb KAMEHT, u HaobopoT,
Ha)XMUTEe Ha COOTBETCTBYIOLLEEe NMSA N0JIb30BaTENA UK Fpynnbl (CM. HYXe PUCYHOK 5.16 u
5.17, COOTBETCTBEHHO).

2°2°2°0

DASHBOARD TICl

Manage Customer-Group Relations

Actions Change Group Relations for Customer (ignacio.allende)
Go to overview rousk e Fl ol Pl
] [&]

Edit Customer Default Groups B &l

Customer Default Groups:

Filter for Groups GROUPS
users
info

No change:

Reference

o
Read only access to the ticket in this group/queue.

Full read and write access 1o the tickets in this group/queue

Top of page L1

PucyHok: NismeHeHue cBsa3u mexay [pyrnovi u KIneHToM.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Customer-Group Relations

Actions Change Customer Relations for Group (2)
Sotooerview CUSTOMER (4)
search |
Note: or

Reference

o

w
Full read and write access to the tickets in this groupiqueue

Read only access to the ticket in this group/queue.

Top of page Y

PucyHok: IameHeHune cBsizn mexxay KaneHToMm v Fpynnou.

1.4. Ouepepm

Ncnonb3ya ccbiiky "O4vepenn”, Haxopswytocsa B [laHenn AQMUHUCTPUPOBaHUSA, MOXKe-
Te ynpaBaATb o4epeasaMn CUCTEMbI (CM. HMXKenpuBedeHHbI PUCYHOK). B HOBOW, TOJIbKO
yCTaHoBseHHoON cucteMme OTRS cyuwecTByeT 4 npeponpenesieHHbIXx odyepegwn: Junk, Misc,
Postmaster n Raw. Ecim He ncnonb3yloTcsa paHee onpefesieHHble GuabTpbl U NpaBuia, Bce
BXxoasLwmne coobueHnsa coxpaHaoTca B odepeamn "Raw". O4epeab "Junk" ncnonbsyetcsa gns
XpaHeHns cnam-coobLieHnn.

2°2°2° 0 m w = !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Manage Queues

Actions List

B Add queue HauE GrouP
- users
users
users
users

COMMENT

All junk tickets

All misc tickets

Post master queue

All defaultincoming ticke[..]

PucyHok: YripaBsieHue o4yepensmu.

VALD
valid
valid
valid
valid

CHANGED
08/03/2010 05:57
08i03/2010 05:57
08/03/2010 05:57
08i03/2010 05:57

CREATED
08/03/2010 05:57
08/03/2010 05:57
08/03/2010 05:57
08/03/2010 05:57

Top of page [

34eCb MOXKHO [06aBNSiITb M KOPPEKTUPOBATb oyepenmn (CM. HUXKenpuBeAeHHbI PUCYHOK).
Mo>XHO onpeaenuTb rpynny, KoTopas AO/KHa MCMoJIb30BaTh ovyepelb. TakXe oyepenb
MO>XHO YCTAHOBUTb KaK MoA-o4Yepenb y)Ke CyLlecTBYoLLEN odepeaun.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Manage Queues

Actions Add Queue

Go to overview Support

admin ~

1220

300 § e

PucyHok: [lobaBsieHne HOBOW o4Yepeamn.

Ona oyepean MOXXHO onpeneniTb BpemMs pa3b/loKMpoBKKY - ecniv areHT 3ab/10KkMpoBan 3a-
ABKY M He 3aKpbl/l ee [0 UCTeYeHuUst BpeMeHun BJIOKMPOBKK, 3asiBKa byaeT aBTOMaTU4YeCKN
pa36JIoKMpoBaHa 1 AOCTYMNHA O/ APYrUX areHToB.

ECTb Tpn Tnna HaCTpOEK 3CKasalunun BPpEMEHWN, KOTOPbIE MOryT ObiTb CBSA3aHbl HA YPOBHE
oyepepen:

Sckanauuna - Bpems NepBoro OTKJ/IMKa

» After creation of the ticket, if the time defined here expires without any communication
with the customer, either by email or phone, the ticket is escalated.

Sckanauusa - Bpemsa obHoBneHnns

* If there is a customer followup either via e-mail or the customer portal, that is recorded in
the ticket, the escalation update time is reset. If there is no customer contact before the
time defined here expires, the ticket is escalated.

Sckanauuna - Bpems pewueHusn
* EC/in 0o nucrteyeHms OroBopeHoOro spemMeHn 3asdBKa He 3aKpbiTa - OHa 3CKaJIMpyeTCA.

Ncnonb3ysa onuunto 'Ticket lock after a follow-up', MoXxHO onpepgennTb byaeTt nn 3as89BKa yCTa-
HOBJ/IeHa B 3Ha4YeHuMe '3abnokmnpoBaHa' 4ng CTaporo Baagenbua, ecnm oHa 6bisia 3akpbiTa a
MOTOM OTKpbITa 3aHOBO. Takoe NoBefeHMeE FrapaHTUPyeT, 4TO nocaenytouwas 3asaska byneTt
obpabaTbiBaTbCA areHTOM, KOTOpbIA paboTan C 3TON 3as9BKON paHee.

The parameter for the system address specifies the email address that will be used for
the outgoing tickets of this queue. There is also the possibility to associate a queue with a
salutation and a signature, for the email answers. For more detailed information, please refer
to the sections email addresses, salutations and signatures.
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NMpuMeuaHue

Kak B cniy4ae Cc areHTamum, rpynnamMmm n KJneHTamm, o4epenn He moryT ObiTb yaane-
Hbl, @ TOJIbKO OTKJIIOYEHbI, MYTEM YCTAaHOBKM onuuun "[encTemTesibHaga" B 3Ha4YeHne
HeaencTBUTEeIbHasa NI HeAENCTBUTE/IbHasA-BPEMEHHO.

1.5. Salutations, signatures, attachments and templates

1.5.1. NMNpuBeTcBTHUSA

A salutation is a text module for a template. Salutations can be linked to one or more queues,
as described in the section about queues. A salutation is used only if a ticket from a queue
the salutation is linked to, is answered. To manage the different salutations of your system,
use the "Salutations" link of the admin area (see Figure below).

2°s°

DASHBOARD TICKETS STATISTICS CUSTOMERS

Salutation Management

Actions List

(3 Ada salutation WANE CoumENT VAUD | cANGED CREATED
$Standard Salutation, wvalid 08/03/2010 05.57 08/03/2010 05:57

Top of page Y

PucyHok: YripaBsieHue rnpuBeTCBUAMM.

[Mocne ycCTaHOBKM B cCuUCTeMe eCTb OOHO MpegornpeneneHHoe npueBeTcTBue: "system
standard salutation (en)".

To create a new salutation, press the button "Add salutation", provide the required data and
submit it (see Figure below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Salutation Management

Actions Add Salutation

Go to averview Example of salutation

- B sze B 2- Source =
Hello <OTRS_CUSTOMER_DATR_UserFirstnames,
Here is some information about your ticket
The current owner of the ticket <OTRS_TICKET_TicketNumber> is: <OTRS_OWNER UserFirstnamey.
We expect to solve your issue in less than 24 hours

Thank you and feel free to contact us if you have any question.

PucyHok: HobaBseHne HOBOro rpuBEeTCTBUA.

B npuBeTCTBMAX MOXKHO UCMNOJIb30BaTb NepeMeHHble. Korga Bbl OTBe4YaeTe Ha 3adaBKYy, UMe-
Ha nepemMeHHbIX 6yD,YT 3aMeHeHbl Ha NX 3Ha4YeHnA.

The different variables you can use in templates are listed in the lower part of the salutation
screen. If you use, for example, the variable <OTRS_LAST NAME> the last name of the
ticket's sender will be included in your reply.

NMpuMmeuyaHue

Kak 1 B cily4ae c gpyrmmm cyHocTamm cuctembl OTRS, NpMBETCTBUS HE MOXXHO yaa-
NATb, TONIbKO OEaKTUBUPOBaTb UX, YCTAHOBMB NapameTp eNncTBUTENbHbLIN B 3Ha4Ye-
HNe He AEeVICTBUTE/IbHbIV NN HE AENCTBUTE/bHbIVI-BPEMEHHO.

1.5.2. Moanucmu

Another text module for a template is the signature. Signatures can be linked to a queue, as
described in the section about the queues. Please note that a signature will only be appended
to a template text, if it has previously been linked to a queue. You can manage the signatures
in your system by accessing the "Signatures" link of the Admin page, (see Figure below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Signature Management

Actions List

(&3 Add signature NAME COMMENT VALD CHANGED CREATED
Standard Signature. valid 08/03/2010 0557 08/03/2010 0557

Top of page [

PucyHok: YripaBseHue rnoanncsamu.

B HOBOW, TONbLKO yCTaHoOBAeHHON cncteme OTRS eCcTb 0OfiHa NpeAyCTaHOBAEHHAs NOAMUCH:
"system standard signature (en)".

YT106bI CO30aTb HOBYIO MOAMUCH, HAXKMUTE KHOMKY "J[lobaBUTb Noannck", BBEOUTE BCE HEOD-
XOAMMbI JaHHbIE N HAXKMUTe KHOMKY "OTnpaBnTb" (CM. HUXXENpUBELEHHbI PUCYHOK).

2°2°2°0c mw E

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Signature Management

Actions Add Signature

m

Go to averview Signature example

= || For =) || size =AY S | Source E|

Itis our pleasure o serve you

Receive kind greetings,
<OTRE_CURRENT_UserFirstname= <0TRS_CURRENT_UserLastname>

PucyHok: [JobaBneHne HOBOV rnoarucu.

Like salutations, signatures can also contain dynamic content, such as the first and last name
of the agent who answers the ticket. Here too, variables can be used to replace the content
of the signature text for every ticket. See the lower part of the signatures screen for the
variables which can be used. If you include the variable <OTRS_LAST _NAME> in a signhature
for example, the last name of the agent who answers the ticket will replace the variable.
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NMpuMeuaHue

Kak n B ciy4yae C NpmMBEeTCTBUAMM, NOAMNUCKA HE MOryT ObiTb yAaseHbl, TOJIbKO Ae-
aKTUBMPOBAHbLI NyTEM YCTaHOBKMW NMapameTpa 0encTBUTENbHbIN B 3HAYEHUA HE 4eu-
CTBUTEJIbHbIVi U HE AEVCTBUTE/IbHbLIN-BPEMEHHO.

1.5.3. BnoxeHusn
You can also optionally add one or more attachments to a template. If the template is
selected, the attachments will be attached to the message composition window. If necessary,

the agent can remove the attachment from an individual template before sending it to the
customer.

Mcnonb3ysa ccbiiky "BrnoxxeHna" Ha NaHenn AQMUHUCTPUPOBAHUS, MOXKHO 3arpys3mnTb BJ1O-
eHunsa B 6a3y AaHHbIX CUCTEMbI (CM. HMXXeNnpuBeaeHHbI PUCYHOK).

2°2°2°0C m @ = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Attachment Management

Actions List

3 Add attachment NAME FILENAME COMMENT VALD | CHANGED CREATED DELETE

Justa sample of vaig UBI03M2010 0810312010

att]. ] 2322 2322 L
08/0312010 0810312010

Another sample vaid o g i

Top of page [

PucyHok: YripaBreHune BJ10XKEHUSIMU.

To create a new attachment, press the button "Add attachment"”, provide the required data
and submit it (see Figure below).

2°2"2°0C m w = I

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Attachment Management

Actions Add Attachment

Go o overview Sample 3

C\Intel\Logs\IntelGFX lo

valid -

Just another sample.

[ submit Jor

Top of page [Y
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PucyHok: [JobaBieHue HOBOIro B/IOXKEHMUS.

If an attachment is stored it can be linked to one or more templates. Click on the "Attachment
<-> Templates" link of the Admin page (see Figure below).

Figure: Linking Attachments to Templates.

To associate different attachments with a specific template and vice versa, click on
the corresponding template name or attachment (see below the Figures 5.27 and 5.28,
respectively).

Figure: Change Attachment relations for a Template.

Figure: Change Template relations for an Attachment.

1.5.4. Templates

To speed up ticket processing and to standardize the look of answers, you can define
templates in OTRS. A template can be linked to one or more queues and vice versa.

There are different kind of templates that are used in different parts of OTRS and they have
its own purpose, the following is the list of possible template types:

* Answer: To be used as a ticket response or reply

* Create: To be used in New Phone or Email ticket

» Forward: To be used to forward an article to someone else

* PhoneCall: To be used in the Phone Call Inbound and Outbound screens

Answer templates can be accessed in two ways, from the ticket zoom screen in the article
menu, or on a quicker way: from any ticket overview large screen such as Status View or
Ticket View. For a fresh OTRS installation, the "empty answer" template (Answer) is set as
the default for every queue.

As soon as Forward templates are added and assigned to queues, the "Forward" button in
ticket zoom (that normally leads to a empty text forward screen) will change into a selection
control, the selection is filled with the added Forward templates, by choosing one of the
templates, the forward screen will be shown prefilled with the template text and attachments
(similar to the reply selection box with the Answer templates).

Creating templates of type Create and PhoneCall will make visible the "Text Template"
selection box in their respective screens, choosing a template for the list will populate the
"Text" and "Attachment" fields (if available in the template). Notice that any previous change
in the Text or attachments will be overwritten by selecting a template.

Clicking the "Templates" link on the Admin page brings you to the Template management
screen (see Figure below).

70



OTRS

Real Services

Figure: Template management.

To create a new template, click on the "Add template" button, provide the required data
(make sure to select the appropriate template type) and submit it (see Figure below).

Figure: Adding a template.

To add/remove templates to one or more queues, click on the "Templates <-> Queues" link
on the Admin page (see Figure below). You can also use filters to get information regarding
a specific entity.

Figure: Template-Queue relations management.

To define the different templates that will be available for a queue and vice versa, click on
the corresponding template or queue (see below the Figures 5.32 and 5.33, respectively).

Figure: Change Queue relations for a Template.

Figure: Change Template relations for a Queue.

When choosing a template, additional information could be added to the template text, this
depends on the template type:

PhoneCall and Create templates does not add any content to the template text, however
New Email Ticket screen adds the queue assigned signature to the resulting email body (this
screen has a separated box to visualize the signature).

Answer templates text when selected also included the salutation associated with the queue,
then the text of the template, then the quoted ticket text, and finally the signature associated
with the queue.

Forward templates are similar to Answer templates, but they does not include the salutation
part.

1.6. ABTO OoTBeTbI

OTRS allows you to send automatic responses to customers based on the occurrence of
certain events, such as the creation of a ticket in a specific queue, the receipt of a follow-
up message in regards to a ticket, the closure or rejection of a ticket, etc. To manage such
responses, click the link "Auto responses" on the Admin page (see Figure below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Auto Response Management

Actions List
a Add auto response NAME TYPE COMMENT VALID CHANGED CREATED
At oo g 080312010 0810312010
D 05:57 05:57
Ao resect g 080312010 0810312010
b 05:57 05:57
auta replyinew valid 08/03/2010 08/03/2010
ticket 05:57 05:57
TR valid 08/03/2010 08/03/2010
P 0557 05:57
Top of page 1

PucyHok: YrnpaBrieHne ABTOMaTU4e€CKUMU OTBETaMu (aBTO-0TBETAaMMU).

To create an automatic response, click on the button "Add auto response", provide the needed
data and submit it (see Figure below).

2°2°2°0c m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Auto Response Management

Actions Add Auto Response

I

Go to overview Auto response sample 1

Your ticket is being processed

=l - P lsze Mla-rs- < Source E]

Hello <OTRS_CUSTOMER_REALNAMES,

This is an automatic response to let you know that your requestis being processed
“You will have news in the next 48 hours
Thank you,

Your OTRS team

PucyHok: [lobaBieHne ABTOMaTU4YECKOro 0TBEeTa (aBTOOTBETA).

The subject and text of auto responses can be generated by variables, just as in signatures
and salutations. If you insert, for example, the variable <OTRS_CUSTOMER_EMAIL[5]> into
the body of the auto answer, the first 5 lines of the customer mail text will be inserted into
the auto answer. You will find more details about the valid variables that can be used at the
bottom of the screen shown in the Figure.

[Ns KaXx0oro aBTo-0TBETA MOXKHO YKa3aTb CreunanbHoe cobbiTe, Npyu HaCTyNaeHUn KoTo-
poro 3TOT aBTO-0TBET byneT oTchinaTcs. MNpenonpeneneHHble cobbITUS, AOCTYMNHbIE NoCse
HOBOW yCTaHOBKW npuBeneHbl B Tabnnyy 5-3.
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Tabnuua 4.4. CobbiTA AN ABTOMaTUYECKUX OTBETOB

Ha3BaHue OnucaHue

auto reply Co3paHue 3a8BKUW B onpeneneHHon ovepenn.

auto reply/new ticket OTKpbITUE y>Ke 3aKPbITOW 3asBKK, Hanpumep
eCc/In KJINeHT OTBeYaeT Ha onpeneneHHyo
3a5BKY.

auto follow up MpueM BXoOALLMX 3a5BOK.

auto reject ABTOMaTUYECKNI OTKA3 OT 3aABKU, CAENAHH-
HbI CUCTEMON.

auto remove YpoaneHne 3asBKO, 3aBEPLUEHHbBIX CUCTEMOWN.

NMpuMmeuyaHue

As with other OTRS entities, auto responses too cannot be deleted, only deactivated,
by setting the Valid option to invalid or invalid-temporarily.

To add an auto response to a queue, use the "Auto Response <-> Queues" link on the Admin
page (see Figure below). All system events are listed for every queue, and an auto answer
with the same event can be selected or removed via a listbox.

2°2°2°0 m w £ !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Manage Queue-Auto Response Relations

Filter for Queues Overview

QUEUES AUTO RESPONSES

Filter for Auto Responses

Top of page Y

PucyHok: YripaBseHue cBA3bio O4epenb-ABTOMaTUYECKU OTBET.

To define the different auto responses that will be available for a queue, click on the
corresponding queue name (see Figure below). It is also possible to edit an existing auto
response - to do so, click on the response and edit in the same manner as editing a new
auto response.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Manage Queue-Auto Response Relations

Actions Change Auto Response Relations for Queue (3)

Go to overview default reply (after new ticket has be

defaultrejectinew licket created (afte =

defaultfollow up (after a ficket follow ~
defaultreject (after follow up and reje =

[ Update |

Top of page [

PucyHok: V13ameHeHne cBA3U mexay ABTOMaTUYeCKUM OoTBeTOM U Oqepegbfo.

1.7. Appeca 3/1eKTPOHHOW NOYThbI

To enable OTRS to send emails, you need a valid email address to be used by the system.
OTRS is capable of working with multiple email addresses, since many support installations
need to use more than one. A queue can be linked to many email addresses, and vice versa.
The address used for outgoing messages from a queue can be set when the queue is created.
Use the "Email Addresses" link from the Admin page to manage all email addresses of the
system (see Figure below).

2°2°2°0c m & = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

System Email Addresses Management

Actions List
[ Add system address EMAIL ADDRESS DISPLAY NAME COMMENT VALD | CHANGED CREATED
Standard 08/0212010 08/03/2010
OTRS System e vala e
Note Postmaster Example valid 08/0412010 08/04/2010
team account 03:52 03:52
Example 08/04/2010 08/04/2010
Supportteam e valld e o

Top of page Y

PucyHok: YrnipaBaeHune CUCTEMHbIMU AapecaMu S1eKTPOHHOU [104ThlI.

If you create a new mail address (see Figure below),you can select the queue or sub queue
to be linked with it. This link enables the system to sort incoming messages via the address
in the To: field of the mail into the right queue.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

System Email Addresses Management

Actions Add System Email Address

Go to overview

Note

misc@mycompany.com

Miscteam

Misc -
wvalid -

Just an email example

[ submit |or

Top of page [

PucyHok: [JobaBneHue aapeca 3/1IeKTPOHHOM MOYTbl CUCTEMBI.

NMpuMeuaHue

Kak n gpyrue cywHoctn OTRS, emeinn agpeca He MoryT 6biTb yAasieHbl, TOJNIbKO fAe-
AKTMBMPOBaHbI, YCTAaHOBUB OMNUNIO [LeNCTBUTENbHbLIA B 3HAaYeHNE HE AENCTBUTE/b-
HbIVi WIN HE AEVICTBUTEJIbHbIN-BPEMEHHO.

1.8. YBepoMneHusn

OTRS allows notifications to be sent to agents and customers, based on the occurrence
of certain events. Agents can set the system events for their own notifications via the

preferences link.

Through the "Agent Notifications" link on the Admin page, you can manage the notifications
of your system (see Figure below). You can use filters to list only certain notifications.

Notification Management

Filter for Language List

Filter for Notification

Note

LANGUAGE
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Arabic (Saudi Arabia)
Bulgarian (Bbnrapeku)
Bulgarian (Bnrapcku)
Bulgarian (Bbnrapeku)
Bulgarian (Bnrapcku)
Bulgarian (Bbnrapeku)
Bulgarian (Bnrapcku)
Bulgarian (Bbnrapeku)
Bulgarian (Bnrapcku)
Bulgarian (Bbnrapeku)
Bulgarian (Bnrapcku)
Catala
Catala
Catala
Catala
Catala
Catala

tal

NOTIFICATION

PucyHok: YrnipaBsieHue yBeoM/IeHNSMU.
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You can customize the subject and the text of the notifications. Click on the notification you
want to change from the list, and its content will get loaded for editing (see Figure). Please
note that there is a notification with the same name for each of the available languages.

2°2°2°0 m @ = !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Notification Management

Actions Edit Notification
Go to averview es_MXzAgent:AddNote
New note! (<OTRS_CUSTOMER_SUBJECT[24]=)
Note

B I U S =i

il

| Source =
Hi <OTRS_UserFirstname=,

<OTRS_CURRENT_UserFirstname> <0TRS_CURRENT_UserLastname= added a new note to ticket
[<OTRS_TICKET_TicketNumber>]

Note:
<OTRS_CUSTOMER_BODY>

<OTRS_CONFIG_HitpType>:/i<OTRS_CONFIG_FODN>
I<OTRS_CONFIG_ScriptAlias=index pl?Action=AgentZoom&TickelD=<OTRS_TICKET TicketiD=

Your OTRS Notification Master

PucyHok: HacTporika yBe4OMIEHN.

Just as with signatures and salutations, it is possible to dynamically create the content of a
notification, by using special variables. You can find a list of variables at the bottom of the
screen shown in the Figure.

Tak>e eCTb BO3MOXHOCTb CO3[aBaTb YyBeAOMJIEHNS OCHOBaHble Ha CUCTEMHbIX COObITU-
AX. MoxXHO NoapobHO yKa3aTb KOrga u KoMy Takoe yBegomseHve byneT oTnpasaeHo. Bbl-
6paTbk MOXXHO U3 6ONbLLUIOrO KONMYECTBa NapaMeTpoB, TakKMX Kak: rpynna(bl) nony4aTens,
areHT(bl), ponb(un), agpecc(a) 31eKTPOHHOM MOYThIl, TUM COBLITUA, KOTOPLIN FrEHepupyeT yBe-
JOoMNeHve, TUN 3as8BKN, COCTOAHUE, NPUOPUTET, odepedb, 6nokuposka, cepsuc, SLA n 1.4.

In order to see a list of all event based notifications, click on the link "Notifications (Event)"
on the Admin page (see Figure).

2°2°2°0c mw E

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Notification Management

Actions List

(3 Add notification NAME COMMENT VALD | CHANGED CREATED DELETE

My comment valid 111612010 22:32 1111612010 22:32 ]
Trigger when an article ba[..] valid 1116/2010 22:33 111162010 22:33 o
Top of page Y

PucyHok: YnpasneHus YesegomaeHnamu, basvpyroLmnxcsa Ha CobbiTusax.
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As shown in Figure, you can create a new notification by clicking on the Add button (see
Figure).

2°2°2°0 m w £ !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Notification Management

Actions Add Notification
Go to overview = HName:

Agent (All with write permissions) ~

Agent (Cwner)

Agent (Responsible)

Customer

Hidalgo y Costilla Miguel (miguel.hidalgo) -
OTRS Admin (root@localhost)

Test1 Test1 (example-user212928)

Test1 Test1 (example-user273255) -
admin -

fill-up-group11004052

fill-up-group 1758577

fill-up-group11825080

fill-up-group13216349

fillup-group13897477 ~

*Event  AnticleBounce -
ArticleCreate
ArticleFreeTextUpdate
ArticleSend s

PucyHok: Pernctpauuns YsegomneHns, oCHoBaHoro Ha Cobbituu.
Please note that the content of the event based notifications can also be dynamically created
by using the special variables listed at the bottom of the screen shown in the Figure.
1.9. SMIME
OTRS can process incoming S/MIME encoded messages and sign outgoing mails. Before this

feature can be used, you need to activate it and change some configuration parameters in
the SysConfig.

The "S/MIME Certificates" link on the Admin page allows you to manage your S/MIME
certificates (see Figure below). You can add or remove certificates, and also search through
the SMIME data.

2 2°
L %

DASHBOARD TICKETS STATISTICS CUSTOMERS

SIMIME Management

Actions Resulis
search | TYPE SUBJECT HASHIFINGERPRINT CREATE/EXPRES DELETE
No data found
[E3 Add private key

3 Aad certificate

Note

Top of page Y

PucyHok: YnpasseHue S/MIME.
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1.10. PGP

OTRS handles PGP keys, which allows you to encrypt/decrypt messages and to sign outgoing
messages. Before this feature can be used, you need to activate it and change some

configuration parameters in the SysConfig.

Through the "PGP Keys" link on the Admin page, it is possible to manage the key ring of the
user who shall be used for PGP with OTRS (see Figure below), e.g. the local OTRS user or the
web server user. It is possible to add and remove keys and signatures, and you can search
through all data in your key ring.

,'D 2 0 1: O m & = 1 ‘ou are logged in as Migue! Hidalgo y E-.sm\am
DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,
PGP Management
Actions Result
Search | TYPE IDENTIFER BT KEY FINGERPRINT CREATED EXPRES DELETE

No data found
3 Add PGP key

Note

Top of page Y

PucyHok: YripasnieHue PGP.

1.11. CocTtosiHMA

Through the "States" link on the Admin page, you can manage the different ticket states you
want to use in the system (see Figure below).

. " = :
DASHBOARD | TICKETS | STATISTICS | CUSTOMERS - Q

State Management
Actions List
B Addstate NAME Tvee coMMENT VALD | CHANGED CREATED
080312010 0800312010
closed Ticketis ciosedsucl.]  valld e
0810312010 0810312010
Note closed Ticketis ciosedunsl.]  valld s
080312010 080312010
merged Statefor mergeatiel.] vy 0 e
0810312010 0810312010
new Newtcketcreated .1 vaid o0 s
080312010 080312010
open Open tickets. a2 e
0810312010 0810312010
pending auta Ticketispeningfol.]  valid s
080312010 080312010
pending auta Ticketispeningfol.]  valig e
P ponango ] vaig | OO0 w030t
removed Customer removed g 8032010 080312010
ticf..] 0557 0557
Top of page ¥

PucyHok: YripaBsieHue COCTOSHUMAMMU.
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Mocne ycTaHOBKK B cucteme ByayT crepylolme npeayCcTtaHOBAEHHbIE COCTOSHUSA:
* 3aKpblTa yCnewHo

* 3aKpblTa HeyCrnewHo

* obbegeHeHHble

* HOBas

* OTKpbITas

* O)XKMAaHWe aBTO 3aKpbiTue+

* O)XMAaHue aBTO 3aKpbiTue-

* O)XXWAaHWe HaNoMWHaHne

* yhaJsieHHas

Ka>x[goe coCcTosiHMe CBSA3aHO C TUMOM, KOTOprI7I HYXXHO YKa3aTb KOrga co3gaeTcda HOoBOe
cocTosHue. lo YMO/IHaHUIO €CTb TaKne TUnbl COCTOSHUI:

* 3aKpblTas
* obbegeHeHHble
* HOBas
* OTKpbITas
* OXXWAaHMe aBToO
* OXXWOaHWe HaNnoMUHaHue
* yhAaJsieHHas
1.12. SysConfig

Ccbinka SysConfig - yka3sbiBaeT Ha MeCT,0 rae XpaHnTcs 60/bLLUNHCTBO KOHUIypaLMOHHbIe
napameTtpoB OTRS.

The SysConfig link on the Admin page loads the graphical interface for system configuration
(see Figure below). You can upload your own configuration files for the system, as well as
backup all your current settings into a file. Almost all configuration parameters of the OTRS
framework and installed applications can be viewed and changed through this interface.
Since all configuration parameters are sorted into groups and sub groups, it is possible
to navigate quickly through the vast number of existing parameters. It is also possible to
perform a full-text search through all of the configuration parameters.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

SysConfig

Actions Result
Search ‘ Please enter a search term to look for settings.

Framework (367) ~
Select group

£ Export settings

£ Import settings

Top of page [

PucyHok: papudeckunii uHTepgerc A8 HacTporiku cuctemsl (SysConfig).

Bonee noppobHo rpadmyeckmuin nHTepdenc ana HaCTPOMKU CUCTEeMbl pacCMaTpMBaeTCsa B
rnaese "HacTpowka cucrtemsbl 4yepes Beb-uHTepdenc" .

1.13. Ucnonb3oBaHMe NOYTOBbLIA ALLUKOB

There are several possibilities to transport new emails into the ticket system. One way is to
use a local MTA and the otrs.PostMaster.pl script that pipes the mails directly into the system.
Another possibility is the use of mail accounts which can be administrated through the web
interface. The "PostMaster Mail Accounts" link on the Admin page loads the management

console for the mail accounts (see Figure below). OTRS supports the mail protocols: POP3,
POP3S, IMAP and IMAPS.

L°2°2°0 m @ E !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Mail Account Management

Actions List

{3 Add mail account HOST/USERNAME TYPE COMMENT VALD CHANGED CREATED DELETE
No data found.

RUN NOW

Note

Top of page Y

PucyHok: YripaBsieHne rno4ToBbIMy ALLUNKAMU.

See the section about PostMaster Mail Accounts for more details.
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1.14. Filtering incoming email messages

OTRS has the capability to filter incoming email messages. For example, it is possible to put
certain emails automatically into specified queues, or to set a specific state or ticket type for
some mails. The filters apply to all incoming mails. You can manage your filters via the link

"PostMaster Filter" on the Admin page (see Figure below).

TICKETS

STATISTICS CUSTOMERS ADMIN Q,

PostMaster Filter Management

Actions List

NAME | DELETE
No data found

3 Aad ilter

Note

PucyHok: YripasseHue ¢puibTpamuy PostMaster.

A filter consists of one or more criteria that must be met in order for the defined actions to be
executed on the email. Filter criteria may be defined for the headers or the body of an email,
e.g. search for specific header entries, such as a sender address, or on strings in the body.
Even regular expressions can be used for extended pattern matching. If your filter matches,
you can set fields using the X-OTRS headers in the GUI. These values will be applied when
creating the ticket or follow-up message in OTRS. The Table 5-4 lists the different X-OTRS

headers and their meaning.

Note: You also can use X-OTRS-FollowUp-* headers to set values for follow up emails.

Tabnuua 4.5. DyHKUuUM pas3nuiHbix X-OTRS-3aronoBkos

Ha3BaHue Bo3MO)XXHble 3HaYeHMS:

OnucaHue

X-OTRS-Priority: 1 o4eHb HU3KWIA, 2 HU3KWA,
3 HOpMasibHbIN, 4 BbICOKUN, 5

0OYeHb BbICOKOW

YcTaHaBnuBaeT
3a8BKW.

npuopuTeT

X-OTRS-Queue: Ha3BaHne ovyepegn B cucTe-

Me.

Sets the queue where the
ticket shall be sorted. If
set in X-OTRS header, all
other filter rules that try to
sort a ticket into a specific
queue are ignored. If you use
a sub-queue, specify it as
"Parent::Sub".

X-OTRS-Lock: 6,10KMpoBaTh,

BaTb

pa3bi0knpo-

YcTaHaB/MBaeT COCTOSHME
610KMpOBaHUS 3a5IBKW.
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Ha3BaHue

Bo3MO)XXHbIe 3HaYeHuSA:

OnucaHue

X-OTRS-Ignore:

Yes nnn True

Ecam 3ToT X-OTRS 3aronoBok
ycTaHoBsieH B "Yes", Bxons-
wme coobuweHna byayTt non-
HOCTbIO UTHOPMPOBATCS N HN-
Korga He monagyT B CUCTEMY.

X-OTRS-State: HoBas, OTKpbITas, 3aKpbl-|YCcTaHaB/AMBaeT cheaylouee
Tas  YCMewmHo, 3aKpblTas|COCTOAHME 3asBKU.
HeyCreLwHo, ...

X-OTRS-State-PendingTime: |Hanpumep 2010-11-20|Sets the pending time
00:00:00 of a ticket (you also

should sent a pending state
via X-OTRS-State). You can
specify absolute dates like
"2010-11-20 00:00:00" or
relative dates, based on the
arrival time of the email.
Use the form "+ $Number
$Unit", where $Unit can be
's' (seconds), 'm' (minutes),
'h'  (hours) or 'd" (days).
Only one wunit can be
specified. Examples of valid
settings: "+50s" (pending in
50 seconds), "+30m" (30
minutes), "+12d" (12 days).
Note that settings like "+1d
12h" are not possible. You can
specify "+36h" instead.

X-OTRS-Type:

Mo ymoJYaHuo (B 3aBUCUMO-
CTW OT HaCTpPOEK)

Sets the type of a ticket (if
Ticket::Type is activated).

X-OTRS-Service:

(B 32aBMCMMOCTMN OT HAaCTpPOEK)

Sets the service of a ticket
(if Ticket::Service is active).
If you want to set a sub-
service you should specify it
as "Parent::Sub".

X-OTRS-SLA:

(B 3aBMCMMOCTM OT HACTPOEK)

YcTtaHaBnumBaeT SLA gnsa 3a-
ABKM (ecnnm akKTuBMPOBaHa
nogaepxxka Ticket::Service).

X-OTRS-CustomerUser: CustomerUser YCcTaHaBIMBAET KJIMEHTCKOro
rnosib3oBaTensa ONs 3asBKU.
X-OTRS-CustomerNo: CustomerNo YcTtaHaBnuBaeT ID nosb3oBa-

Tena ona 3adBKU.

X-OTRS-SenderType:

areHT, cucrtema, KJIIMEHT

YcTaHaBAuBaeT Tun OoTrnpa-
BUTENA 3aABKN.

X-OTRS-ArticleType:

email-external, email-
internal, email-notification-
ext, email-notification-int,
phone, fax, sms, webrequest,

YcTaHaBAMBaeT TUM CTaTbU
0151 BXOOALLNX 3a5BOK.
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Ha3BaHue Bo3MO)XXHbIe 3HaYeHuSA: OonucaHue

note-internal, note-external,
note-report

X-OTRS-DynamicField- B 3aBucmMocTm oOT KOH(u-|Saves an additional info

<DynamicFieldName>: rypauum OuHamunydeckux [llo-|value for the ticket
nen (TekcTt: Notebook, OaTa:|on <DynamicFieldName>
2010-11-20 00:00:00, Konu-|{Dynamic Field.
yecTBoO: 1)

X-OTRS-Loop: True Ecnm 3T1oT X-OTRS 3arosioBok

YyCTaHOBJIEH, TO OTMpaBuTe-
o coobuieHne HenoCTaBns-
€TCS HM 0QHOro aBTOMaTM4ye-
CKOro oTBeTa (3awmTa OT 3a-
LbIKTMBAHNS).

You should specify a nhame for every filter rule. Filter criteria can be specified in the section
"Filter Condition". Choose via the listboxes for "Header 1", "Header 2" and so on for the parts
of the messages where you would like to search, and specify on the right side the values
you wish to filter on. In the section "Set Email Headers", you can choose the actions that
are triggered if the filter rules match. You can select for "Header 1", "Header 2" and so on
to select the X-OTRS-Header and set the associated values (see Figure below). Filter rules
are evaluated in alphabetical order, and are all executed except if the "Stop after match"
setting has been set to "Yes" in one of the rule (in this case evaluation of the remaining filters
is cancelled).

2°2°2°0C m @ = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

PostMaster Filter Management

Actions Add PostMaster Filter

Go to averview My sample filter

No -
Note: Filter Condition
From .

*@independence.com

Set Email Headers
X-OTRS-Queue -
Special queue

PucyHok: [lobaBneHune ¢punibTpoB PostMaster.

Mpumep 4.1. CopTupoBaHue cnamMa B onpenesieHHylo oyepenb

A useful filter rule would be to let OTRS automatically move mails marked for spam ,by using
a spam detection tool such as SpamAssassin, into the "Junk" queue. SpamAssassin adds the
"X-Spam-Flag" header to every checked mail. When the mail is marked as spam, the Header
is set to "Yes". So the filter criteria would be "X-Spam-Flag: Yes". To create a filter rule with
this criteria you can insert the name as, for example, "spam-mails". In the section for "Filter
Condition", choose "X-Spam-Flag:" for "Header 1" from the listbox. Insert "Yes" as value for
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this header. Now the filter criteria is specified. To make sure that all spam mails are placed
into the "Junk" queue, choose in the section for "Set Email Headers", the "X-OTRS-Queue:"
entry for "Header 1". Specify "Junk" as value for this header. Finally add the new filter rule
to activate it for new messages in the system.

There are additional modules, that can be used to filter incoming messages more specifically.
These modules might be useful when dealing with larger, more complex systems.

1.15. BbinonHeHue aBTOMaTU3MPOBaHHbIX 3agaHuMK € noMmowbio GenericAgent

The GenericAgent is a tool to execute tasks automatically. The GenericAgent, for example,
can close or move tickets, send notifications on escalated tickets, etc.

Click the link "GenericAgent" on the Admin page (see Figure below). A table with all
automated jobs in the system is displayed. These jobs can then be edited, run manually or
removed entirely.

,‘D ,‘u 2°0 m & = 1 ou are logged n a5 Migue! Hidaigo y Costila [f)

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Generic Agent

Actions List

E3 Addjob NAME LAST RUN VALID DELETE RUN HOW!
valid
valid

=

PucyHok: Crincok 3agaHuvi ana GenericAgent.

Click the "Add job" button to create a new job. You first need to supply a name. Then you can
specify how the job will be executed: automatic at fixed times (like a cronjob, this mode will
operate on all tickets found by the ticket filter) or based on ticket events (right after a single
ticket was modified, if it matches the ticket filter). Note that if you manually run event based
jobs from the overview screen, they will operate on all tickets fund by the ticket filter.
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2°2°2°0C m @ = !

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Generic Agent

Actions Job Settings

Go to overview *Jobname: | Sample job 4

will not run automatically.
atleast one value

PucyHok: Co3zgaHue 3afnaHuii a1 GenericAgent.

For every job, you can specify a ticket filter, for example to only operate on tickets in a certain
qgueue. All filter criteria must be met for a job to be run on a ticket.

Finally, the ticket can be modified by setting various ticket fields like a new queue or state.
It is possible to attach a note to the ticket(s) or run a execute a customized module. You
also have the option to delete the ticket(s) from the database. This can be useful to purge
outdated or invalid data from the system.

NMpepynpexpeHue

If you use the ticket delete function, all affected tickets and their attachments will be
removed from the database and cannot be restored!

After editing a job, OTRS will return to the overview screen. There you have the possibility
to run any job manually. If you choose to run a job, you will first see all tickets which will be
affected when the job actually is run. This list helps you to verify that the job is working as
intended. At this point no changes have been made to these tickets yet. Only if you confirm
the screen the job will be executed.

1.16. dnneKTpoHHasA NoYTa aaMUHUCTpaTopa
OTRS administrators can send messages to specific users or groups. The "Admin Notification"

link on the Admin page opens the screen where the agents and groups that should be notified
can be selected (see Figure below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Admin Notification

Send Administrative Message o Agents

admin@example.com

agustin.deiturbide ~
foxavier.mina
miguel hidalgo
root@localhost

admin ~
stats
users

Help desk
IT supenisor
Senice desk

* Subject

PucyHok:. OnoBeLyeHusi AAMUHUCTPATOPOM.

MO>XHO yKa3aTb OTrpaBuTens, TeMY N TEKCT yBeOOMJIeHUA. TakXe MOXHO Bbl6paTb areH-
TOB, rpynnbl N POJIN, KOTOPbIE O0J/1>KHbI MOJYHNTb coobueHue.

1.17. YnpaBneHue ceaHCcaMm

You can see all logged in users and their session details by clicking the "Session Management"
link in the admin area (see Figure below).

2°2°2°0 m @ = !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Session Management

Actions List

SESSION TYPE USER KILL
Agent Miguel Hidalgo y Costilla
Customer  Leona Vicario
Customer Ignacio Lépez Raydn

Moo N oW

Kill all sessions

Top of page Y

PucyHok: YripaBreHne CeaHCamu.

Some statistics about all active sessions are displayed, e.g. how many agents and customer
users are logged in and the number of active sessions. Any individual session can be removed
by clicking on the Kill this session link on the right-hand side of the list. You also have the
option to Kill all sessions, which can be useful if you want to take the system offline. Detailed
information for every session is available, too (see Figure below).
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2°2°2°0 m @ E T
DASHBOARD TICKETS STATISTICS CUSTOMERS
Session Management
Actions Detail View for SessioniD - 105b77fe2de2a3d4i78ed8780bc6817717 - Miguel Hidalgo y Costilla
Go to overview KEY VALUE
- ChangeTime 2010-08-03 06:01:50
Kill this session CreateTime 2010-08-03 06:01:50 =
—_— OutOfOfficeEndDay 4
outofofiiceEndhonth 8
OutOfOfficeEndYear 2010
outofoficestartDay 3
OutOfOfficeStarthlonth 8
outofoficeStartyear 2010
SessioniD 105b77fe2de2a3d4M78ed87806c6B17717
UserChallengeToken 443105769205c0299¢0¢21301007 2606
UserEmail miguel.hidalgo@freedom.com
UserFirstname Higuel
UserlD 2
UserisGraupRofadmin] Yes
UserlsGroupRolstats] Yes
UserlsGraupRofusers] Yes
UserlsGroup[admin] Yes
UserisGroup(stats] Yes
UserlsGrouplusers] Yes
UserLanguage en
UserLastLogin 1280935411
UserLastLoginTimestamp 2010-08-04 10:23:31
UserLastPw 0000000
UserLastRequest 1280935483
UserLastname Hidalge y Costilla
UserLagin miguel hidalgo
lizac:

PucyHok: lNoapobHas nHpopmaLmsi 0 ceccuu.

1.18. CucTeMHbIN XXypHan

The "System Log" link on the Admin page shows the log entries of the system, reverse
chronologically sorted with most recent first (see Figure below).

0 0 2 =
LA = B
DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q
System Log
[ THE PRORTY | FACLITY MESSAGE
Wed
Aug 4 Removed SessionlD
102351 "ONe OTRSCEHO 106277 104115052caB65a75506097cT3
2010
Wed
Aug 4 User: miguel hidalgo authentication ok
ti OTRS-CG10
102z "0 (REMOTE_ADDR: 192.158.56.1).
2010
Wed
Aug 4 Removed SessionlD
102312 "ONe OTRSCEHO 10241456909215848205560eb7 42695307
2010
Wed
Aug 4 CustomerUser: ignacio.lopez Authentication ok
ti OTRS-CG10
101238 "0 (REMOTE_ADDR: 192.158.56.1).
2010
Wed
Aug 4 N CustomerUser: leona.vicario Authentication ok
1gr2e7 MR OTRE-CGI-10 (REMOTE_ADDR: 192.168.56.1)
2010
Wed
Aug 4 N Removed SessionlD
10:11:05 poice OREAEEHD 107bdfaba2fled4abe496011619fc31921
2010
Wed
Aug 4 N User: agustin deiturbide authentication ok
ga10s MO OTRE-CGI-10 (REMOTE_ADDR: 192.168.56.1)
2010 -

PucyHok: CUCTEMHbIV XYypPHall.

Ka)xiasi CTpoKa B XypHaJie COAEP>XXUT: BPEMS, MPUOPUTET, KOMMOHEHT CUCTEMbI U Heno-
CpenCcTBEHHO CaMy 3anuchb.

NMpuMmeuyaHue

System logs are available via the web interface only on Linux / Unix systems. On
Windows systems, you can see the logs using a text editor by opening the file
[install dir]Jotrs\var\log\otrs. log.
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1.19. SQL 3anpochl

The "SQL Box" link on the Admin page opens a screen that lets you query the content of the
tables in the OTRS database (see Figure below). It is not possible to change the content of
the tables, only 'select' queries are allowed.

2°2°2°0c m @ = 1

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

SQL Box

Note Options

SELECT * FROM

40

HTML ~

Top of page Y

PucyHok: SQL-3arnpocsl.
1.20. MeHep>Xep nakeToB
Using the "Package Manager" link on the Admin page, you can install and manage packages

that extend the functionality of OTRS (see Figure below). See the Additional applications
section for a discussion on the extensions that are available from the OTRS repositories.

2’2’2

DASHBOARD TICKETS STATISTICS CUSTOMERS

Package Manager

Actions Online Repository

Browse_ HAME VERSION VENDOR DESCRITION ACTION
Install Package 094 The iPhoneHandle Package
[Master] httpftp otrs org/ -
R N Local Repository
Update repository information

NAME VERSION VENDOR DESCRIFTION STATUS ACTION
No data found

Top of page Y

PucyHok: MeHea>xep nakeTos.

MeHep>xep lNakeToB MO3BOJIAET NMPOCMOTPETL NakeTbl pacwmpeHna OTRS BmecTe C HOMe-
pamMun nx BepCcun, yCTaHOBJIEHHbIE Ha cepBepe B AaHHbIA MOMEHT.

MakeTbl MOXKHO YCTaHOBUTb M3 yAasIeHHOro XocTa, 4J1a 3Toro, B pasgene OHsaviH Perno3u-
TOPUY HY>XXHO BbIBpaTb PENO3UTOPUN N HaXKaTb KHOMKY O6HOBUTbL MHOPMAaLINIO U3 Pero3u-
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TopmsA. Bce mocTynHble nakeTbl OyayT oTobparkeHbl B COOTBETCTBYOLWeNn Tabnanue. B npa-
BOW 4YacCTn CTpaHuubl oTobparkaloTca OOCTYMHble MakeTbl. YTobbl yCTaHOBUTbL MakeT, Ha-
XXMUTE Ha CCblIKy YcTaHoBuTb. [ocne ycTaHOBKM NakeT ByneT oTobpakaTbCca B pa3fene
Local Repository.

To upgrade an installed package, the list of available packages in the online repository will
show Upgrade in the Action column for any package that has a higher version than the one
that is installed locally. Just click Upgrade and it will install the new package version on your
system.

In some cases, such as when your OTRS system is not connected to the Internet, you can
also install those packages that you have downloaded to a local disk. Click the Browse button
on the Actions side bar, and select the .opm file of the package on your disk. Click Open
and then Install Package. After the installation has been completed, the package is displayed
in the Local Repository section. You can use the same steps for updating a package that is
already installed.

B o0cobbix cnyyasix, MOXHO HacTpouTb MeHemxep [lakeToB, Hanpumep, AN WUC-
MJb30BaHUS MPOKCU-CEPBEPA, WAM JIOKaJIbHOMO perno3nTopusa. nepengs no CCbljike
Framework:Core::Package, nmpoCcTO MNOCMOTpUTE Ha WMewLMecs BapuaHTbl B danne
SysConfig.

1.21. Beb6-cepBuUchI

The Web Services link leads to the graphical interface where web services (for the OTRS
Generic Interface) are created and maintained (see Figure below).

You are logged in as Miguel Hidalgo y Coslila m

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Genericlnterface Web Service Management - Overview

Actions Web Service List

B Add web service MHAME DESCRIFTICN REMOTE SYSTEM PROVIDER TRAMSFORT REQUESTER TRAMSPORT VALIDITY
Ne data found.

Top of page [

PucyHok: Mpachmnydecknii nHTepgeic 4158 Beb-cepBncos.
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The graphical interface for web services configuration is described in more detail in the

section "Web Service Graphical Interface".

1.22. OuHaMmuuyeckue MNMons

Dynamic Fields is the place where you setup and manage custom fields for tickets and articles

(see figure below).

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q,

Dynamic Fields Management - Overview

Actions Dynamic Fields List
Article
- NAME LABEL ORDER

i new field for object: Article My Field 1

My Field 2

Ticket My Field 3
- My Field 4
new field for object: Ticket My Field §
My Field 6

My Field 7

~ o oo e oW N =

PI/IC_)/HOK.' CTpaHl/lLla C HEKOTOPbLIMU ANHAMUYECKNMWN TOJIAMU.

TYPE

Text
Textarea
Checkbox
Dropdown
Multiselect
Date

Date/ Time

OBJECT
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket

The dynamic fields configuration is described in more detail in the section "Dynamic Fields

Configuration".

Each dynamic field type has its own configuration settings and therefore its own configuration

screen.

NMpuMmevyaHue

In the OTRS framework, dynamic fields can only be linked to tickets and articles by

default, but they can be extended to other objects as well.
2. HacTtpouka Cucremsl
2.1. KoHdurypauumoHHbie pannsl OTRS

Bce KoHGurypaunoHHble dannbl OTRS xpaHATca B aupektTopun Kernel n ee noganpekTo-
puax. HeT Heobxo4NMOCTU U3MeHATb apyrue dannbl kpome Kernel/Config.pm, moTomMy 4To
OoCTaJibHble hannbl OyayT naMeHeHbl, nocne obHoBEHNA CUCTEMbI. [POCTO CKONMUPYNTE KOH-
durypaumoHHble napameTpbl U3 apyrux dannos B Kernel/Config.pm n nameHnTe ux B Co-
OTBETCTBMW C BalUMMM NOTpebHOCTAMU. ITOT hana HUKorga He byaeTt 3aTpPoOHYT BO BpeMs
0b6HOBNEHUS, TaK YTO HAaCTPOMKU, KOTOPbLIE Bbl MPOM3BESIN BPYYHYIO Oy AyT COXpaHEeHHbI.
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B kaTanore Kernel/Config/Files ecTb HeEKOTOpbIE Apyrue annbl, KOTOpblie NepenatTcs,
Korpga 3anyckaeTcs cTpaHuua Bxona B OTRS. Ecnuv ycTaHOBNEHbI AOMNOJIHUTEIbHbIE MPUJIo-
»eHunsa, Takme kak FAQ (HABO) nnmn MeHep)xep Painsios, TO X KOHPUIYpaLNOHHbIEe dansbl
Tak)Xe MoryT 6bITb HangeTbl N0 YyKa3aHHOMY NyTW.

If the OTRS web interface is accessed, all .xml files in the Kernel/Config/Files
directory are parsed in alphabetical order, and the settings for the central framework
and additional applications will be loaded. Afterwards, the settings in the files Kernel/
Config/Files/ZZZAAuto.pm, Kernel/Config/Files/ZZZAuto.pm and Kernel/Config/
Files/ZZZProcessManagement.pm (if it exists) will be evaluated. These files are used by
the graphical interface for system configuration caching and should never be changed
manually. Lastly, the file Kernel/Config.pm that contains your individual settings and
manually changed configuration parameters, will be parsed. Reading the configuration files
in this order makes sure that your specific configuration settings are used by the system.

2.2. HacTpomkKa cucteMbl Yepes rpacdpuieckun Beb-unrepdeic

Since OTRS 2.0, nearly all configuration parameters of the central framework or additional
installed applications, can be changed easily with the graphical interface for system
configuration. Log in as OTRS administrator and follow the SysConfig link on the Admin page
to execute the new configuration tool (see Figure below).

2°2°2°0 m w £ !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

SysConfig

Actions Result
Search ‘ Please enter a search term to look for settings.

Framework (367) ~
Select group

£ Export settings
& Import settings

Top of page [

PucyHok: pagpunydeckni MTHTepgEeNc A1 HACTPOUKN CUCTEMBI.

Mockonbky B HacTosilee BpeMsa B OTRS nmeetcs 6onblue 600 napamMeTpoB KOHMUrypauum,
€CTb HECKOJIbKO pa3J/InyHbIX cnocoboB BbICTPOro AoCTyna K CneununyecknM HacTpOnKaM.
MNcnonb3ya MOIHOTEKCTOBBLIA MOUCK MOXXHO MPOCMOTPETb BCE KOH(UrypaunoHHbIe napa-
MeTpbl Ha NpegMeT COBMaAeHUs C onpeaesieHHbIM Kto4eBbiM C/TI0BOM. [MOJTHOTEKCTOBbIN MO-
VCK ULLET COBMadeHns He TOJIbKO B Ha3BaHUAX KOHPUIYPaLNOHHbBIX MapaMeTpoB, HO TakXe
M B NX ONMNCaHMAX. DTO NO3BONAET HANTU TOT UM UHHOM 3IEMEHT [Aa)Xe B TOM CjlyHae ecnun
€ero Ha3BaHMe Hen3BecHO.

Kpome 3Toro, BCe napaMmeTpbl KOHpUrypaumm oTCOPTMPOBaHbI MO OCHOBHLIM rpynnam 1 nog-
rpynnam. naBHaa rpynna npeacrtasnaseT cobon Npuno)KeHue CoocTosdlmne U3 noarpynn
"Framework" ona rnasHoro OTRS-cpenmBopka, "Ticket" gna cuctembl 06paboTku 3a4BOK,
"FAQ" - 0N CMCTEMbl OTBETOB 1 BOMPOCOB U Tak ganee. Moarpynnbl MOryT 6bITb AOCTYMHbI
ecnn NpunoxeHue BblibnpaeTca U3 cnncka rpynn "Beibopop rpynn" KHOMKa HaxkaTa.
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Kaxgbln napaMeTp KOHpUrypaunum mMoxxeT bbiTb "BK/OYEH" MM "BbIKAOYEH" C MOMOLLbIO
dnaxka. Ecnm napameTp "BbikatoyeH" (hna)Kok He BbibpaH) cnctema byneTt urHopmposaTb
3TOT NapamMeTp WUIM UCMNOoJb30BaTb HAaCTPOMKM MO yMonYaHuIo. Tak)xe, BOCMNO/b30BaBLUNb
KHOMKOW "BOCCTaHOBUTBL" MOXHO MEPEKIYNTCA MeXOY N3MEHEHHbIM 3Ha4YeHUeM KOHMpU-
rypauvoHHOro napameTpa 1 ero 3Ha4yeHneMm rno yMoa4aHuio.

ECNn HY>KHO COXPaHUTb BCE U3MEHEHUS, BHECEHHbIe B KOH(PUTypaL Mo CUCTEMbI, Hanpumep,
nns 6bICTPON HAaCTPOMKM HOBOW YCTAHOBKW, MOXKHO BOCMOJIb30BaTbhCS KHOMKOW "IKCropTu-
poBaTb HAaCTPOWKK", KoTopas co3aacTt .pm-dansa. YTobbl BOCCTAHOBUb CBOU COBCTBEHHbLIE
HaCTPOWKKM, HaXXMUTe KHOMKY "IMnopTupoBaTb HacTpPomkn" u BbibepuTe .pm-ann c Ha-
CTPOMKaMmM CO34aHHbIMUN paHee.

NMpuMmeyaHue

M3 3a coobparkeHnin 6e3zonacHOCTU, NapaMeTpbl KOHPUrypaLuum coegnHeHns c 6asomn
OaHbIX HE MOryT BbITb M3MeHeHbl B SysConfig. X HY>KHO yCTaHOBJIEHbI BPYYHYIO B
danne Kernel/Config.pm.

3. Pe3epBHOE KONUpoOBaHUe CUCTEMbI

B 3Ton rnase onucbiBaeTCs pe3epBHOE KOoMMpoBaHe N BOCCTaHOBJ/IEHNE OaHHbIX OTRS.

3.1. Pe3epBHOE KOonupoBaHue

EcTb OBa TunNa AaHHbIX A1 PE3epPBHOro KOMUPOBaHUS: alsibl MPUIOXKEHUS (Hanpumep,
dannbl B /opt/otrs) u OaHHbIe, XpaHsallMecs B 6a3e gaHHbIX.

To simplify backups, the script scripts/backup.pl is included with every OTRS installation.
It can be run to backup all important data (see Script below).

linux:/opt/otrs# cd scripts/

linux:/opt/otrs/scripts# ./backup.pl --help

backup.pl <Revision 1.1> - backup script

Copyright (c) 2001-2005 Martin Edenhofer <martin@otrs.org>

usage: backup.pl -d /data backup/ [-c bzip2|gzip] [-r 30] [-t nofullbackup]
linux:/opt/otrs/scripts#

CueHapwii: Monyd4eHe rnoMmoLym o MexaHnu3mMe pe3epBHOro kornvposaHumsi OTRS.

Onsi co3paHns pe3epBHO KOMWKY BbINOJIHATE KOMaHAy, NpuBeAeHHYyo B CLLeHapun HUXKE:

linux:/opt/otrs/scripts# ./backup.pl -d /backup/

Backup /backup//2010-09-07 14-28/Config.tar.gz ... done
Backup /backup//2010-09-07 14-28/Application.tar.gz ... done
Dump MySQL rdbms ... done

Compress SQL-file... done

linux:/opt/otrs/scripts#

CueHapuii:Co3gaHne pe3epBHOV KOMUM.

Bce paHHble xpaHATCa B anpekTopun /backup/2010-09-07 14-28/ (cM. CueHapuin HUxXe).
Kpome Toro gaHHble coOXxpaHeHsbl B hanne ¢ pacwumpeHuem .tar.gz.

linux:/opt/otrs/scripts# ls /backup/2010-09-07 14-28/
Application.tar.gz Config.tar.gz DatabaseBackup.sql.gz
linux:/opt/otrs/scripts#
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CueHapwii: lNpoBepKa ¢harizioB pe3epBHOV KOMUU.
3.2. BoccTaHOoBNEeHue
[ns BOCCTaHOBJIEHNA pe3epBHOMN KOMUN, COXPaHEHHbIe AaHHbIEe NPUIOXEHUNSA A0JIKHbI ObITh

3anmncaHbl 06paTHO B KaTaslor yCTaHOBKU, HanpuMep /opt/otrs. ba3a gaHHbIX Tak)Xe 40J1XK-
Ha bbITb BOCCTaHOB/IEHA.

A script scripts/restore.pl (see Script below), which simplifies the restore process, is
shipped with every OTRS installation. It supports MySQL and PostgreSQL.

linux:/opt/otrs/scripts# ./restore.pl --help

restore.pl <Revision 1.1> - restore script

Copyright (c) 2001-2005 Martin Edenhofer <martin@otrs.org>
usage: restore.pl -b /data backup/<TIME>/ -d /opt/otrs/
linux:/opt/otrs/scripts#

CueHapuii: [osy4yeHne cripaBKu O MEXaHM3Me BOCCTaHOBJIEHUS.

Data that is stored, for example, in the directory /backup/2010-09-07 14-28/, can be
restored with the command specified in the script below, assuming the OTRS installation is
at /opt/otrs.

linux:/opt/otrs/scripts# ./restore.pl -b /backup/2010-09-07 14-28 -d /opt/otrs/
Restore /backup/2010-09-07 14-28//Config.tar.gz ...

Restore /backup/2010-09-07 14-28//Application.tar.gz ...

create MySQL

decompresses SQL-file ...

cat SQL-file into MySQL database

compress SQL-file...

linux:/opt/otrs/scripts#

CueHapuini: BoccTtaHoBsieHue aaHHbIX OTRS.

4. HacTpOMKM 3J1IEKTPOHHOM NOUThI
4.1. OTnpaBkKa / noJsly4yeHue 3JIeKTPOHHOM NMOYThbI

4.1.1. OTnpaBKa NoO4Tbl

4.1.1.1. yepe3s Sendmail (no ymonuyaHuio)

OTRS MoXeT 0TnpaBfsATb COOBLEHNS INEKTPOHHOW MoYThl Yepe3 Sendmail, Postfix, Qmail
or Exim). Mo ymon4yaHuio nucnonbsyetcsa Sendmail, oH gonxxeH pabotaTb Npu yCTaHOBKU CU-
CTeMbl "3 KopobKkn".

MapameTpbl sendmail MOXKHO HacTpoUTbL Yepe3 rpadunyvecknin Beb-mHTepdenc onsa KoOHPU-
rypauun (Framework::Core::Sendmail)

4.1.1.2. Yepe3 SMTP-cepBep unm smarthost

OTRS MO>XeT oTCbilaTb COOBLWEHNSA 2NEKTPOHHOW NMo4YThl Yepe3 SMTP ( Simple Mail Transfer
Protocol / RFC 821) nnan Secure SMTP. BO3MO>XHO Bbl 3aXOTUTE UCMOJIb30BaTb 3TY OMNUWMIO Ha
He-unix-cncremax (Hanpmmep Ha Windows).

MapameTpbl HacTponkm SMTP-cepBepa MOryT 6bITb CKOHPUIypMpoBaHHbI Yepe3 SysConfig
(Framework::Core::Sendmail). Ecnn y Bac HeTy SMTPS B Ka4yecTBe onuumn, 3HaA4YUT Bbl NPO-
MyCTUAX YCTaHOBKY COOTBETCTBYOLWMX Perl-moaynein. B Takom cnydae, obpaTutech noxxa-
JNIyrcTa K 3Ton "YcTaHoBKa Perl-moaynein Heobxoaumbix ans padbotel OTRS" MHCTPYKLMMN.
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4.1.2. Nony4yeHue coobLLEHUNA 3/IEKTPOHHOM NOUTHI

4.1.2.1. YyeTHble 3aMNnucCMm 3JIeKTPOHHOM NOUYThbl HaCTpaMBaeMblie Yepes
rpacpumyeckumn nonb3oBartenbckum nHitepdenc OTRS

OTRS nossonfeT rnosiydaTb COOOLLEHUA 3/IEKTPOHHOW MOYTblI Yepes3 MoYTOBble aKKayHTbI
POP3, POP3S, IMAP, n IMAPS.

ONna HacTPOWKM MOYTOBbIX aKKAYHTOB BOCMOJIb3YUTECb CCbIIKOW "Tlo4TOBble AKKAYyHTbI
PostMaster" Ha cTpaHuUe agMUHUCTPUPOBAHUNS.

If a new mail account is to be created (see Figure below), then its mail server name, login
name and password must be specified. Also, you need to select the mail server type, which
can be POP3, POP3S, IMAP or IMAPS. If you don't see your server type available as an
option, the required Perl modules are missing on your system. In that case, please refer to
"Installation of Perl modules required for OTRS" for instructions.

2°2°2°0 m w £ !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Mail Account Management

Actions Add Mail Account

Go to overview POP3 =~

miguel hidalgo
Nete . Passuoid esssssssesesse

mail.independence.com

Yes

Dispatching by email To:field.  +
Postmaster ~

valid -

Example of mail account

Submit | or

Top of page [

PucyHok [JobaBsieHne y4eTHOW 3aruncu 3J1€KTPOHHOM MOYThl.

Ecnn ans onuum "Trusted" BbiIbpaHo 3HavYeHne "a", 6yayT oLeHNBaTbLCA U BbIMOJHATCS J1t0-
6ble X-OTRS-3aronoBKu, NpMcoeanHeHHble K BXxoaauwemMy coobuieHunto. MNockonbky X-OTRS-
3arosI0BOK MOXXET BbIMOJIHATbL HEKOTOpPbIE AENCTBUA B cucteme 06paboTkm 3a8BOK, TO ANA
M3BECHLIX oTnpasuTenen onuyuto Trusted Hy>KHO YCTaHOBUTb TOJIbKO B 3Ha4vyeHne a. X-OTRS-
3aronoBku ucnonbsytca B8 OTRS mopynem dunsTpaunm . bonee nogpobHo X-OTRS 3aro-
JIOBKW paccMaTpuBaloTcsa B 3Ton Tabnuue. Jliobble CO3AaHHbLIE U BbIMOJIHEHHbIE MpaBua
dhuabTpaunum He3aBUCMMbI OT NapaMeTpoB HaCcTpokun Trusted.

MO>XHO KOHTPO/INPOBaTb pacnpeaesieHnemM BXoaaLmx coobueHnin, ecam oHN SO KHbI COp-
TUPOBATCA Mo o4epensax nin cogepxmmomy nong "Komy". Ecnun onga Amncnetdyepusaunmn Bbl-
B6paHa onuunsa "OncneTyepusaumsa no BbibpaHHOM ovepenun"”, To BCe Bxoasdlme cooblieHns
BynyT oTCOpTMPOBaHbI B yKa3aHHOW o4epenun. B Takom cny4ae agpecc, C KOTOpPOro oTrpasu-
n coobuieHne He yynTbiBaeTcsa. Ecnn gna aucnetyepusaumm BbibpaHa onuma "OucneTtye-
pu3auna eMmennos no nonto Komy", cuctema gna BXoAAWNX eMeNIoB MPoOBEPSET, CBA3aHa /in
3Ta o4epenb C afpeCcoM 3JIEKTPOHHOM NoYThl B Nosie Komy. Nepenasa no ccbiike YnpassaeHue
E-mail-agpecamu B NMNaHenn AADMUHUCTPUPOBAHNS, MOXXHO CBA3aTb ONpeaesieHHbIN agpecc C
oyepepnbto. ECnm He HaMAEeHO HUKaKOoM CBA3K Mexxay agpecoM B nose "Komy" To coobuieHne
ByneT coxpaHATca B cucteme B "Raw" ovepenn, kotopasd ectb PostmasterDefaultQueue no
YMOJIHaHUIO NOCA€e YCTAaHOBKN CUCTEMBbI.
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Bce gaHHble 4N y4eTHbIX 3anucen 3/IeKTPOHHOW NoYTbl COXpaHATCca B 6a3e gaHHbIX OTRS.
CkpunT otrs.PostMasterMailbox.pl, KoTopbIi HaxoaAnUTCA B gupekTopun bin Bawen cu-
ctembl OTRS, ucnonb3yeT HacTporku B 6aze gaHHbIX U Nosy4aeT noYTy. Bbl Mo)XeTe BbINOJI-
HUTb pann ./bin/otrs.PostMasterMailbox.pl Bpy4Hyto 4TOb6bl NPOBEPUTHL YTO BCE BaLUU
HacCTpPOMKK No4YThl paboTaloT NpaBUJIbHO.

Ons obbI4HOM YCTAaHOBKU, C MOMOLLbIO hara 3agaHuin cron job postmaster mailbox BbI-
H6opka emennoB byaeT BbINOAHATCA Kakable 10 MUHYT. ONn8 Nnoay4YeHUs AONOSIHUTENbHOMN
nHopMaLummn 06 N3IMeHeHUN 3aJaHUI NIaHMPOBLLMKA 3aa4 cron jobs, obpaTuTech K rnase
"HacTponka npanupoBLUinKa 3agad cron jobs ong OTRS".

NMpuMmeuyaHue

Mpwn nonydennn no4vtbl OTRS yaanseT noyty ¢ POP nnn IMAP cepBepa. HeTy Takown
onumun, Kotopas 6bl MO3BONAIA XPaHUTb KOMKMIo coobLLLeHNsA Ha cepBepe. Ecnm Bbl BCce
Ke XOTUTEe 4YTobbl Takasd BO3MOXXHOCTb MPUCYTCTBOBAJa, CKOpPen BCEro Hy>KHO BOC-
Mosb30BaTbCA NpaBuaaMn Nnepeagpecaumm Ha NOYTOBbIN cepBep. OpaTuTechb NoOXa-
JIYNCTa K AOKYMEHTauMn No BallemMy no4ToBOMYy CepBepy.

4.1.2.2. Yepe3 KOMaHAOHYIO CTPOKY NporpaMMmbl U HanpuMmep, procmail
(otrs.PostMaster.pl)

Ecnu ona nonyvyeHns aneKTpoHHOM noYTbl B OTRS HETY BO3MOXXHOCTU MCNOb30BaTb y4eT-
Hble 3anMncuK, To 3Ty NPobaeMy MOXKHO pPeLlnThb C MOMOLLLIO MPOrpaMMbl KOMaHOHOW CTPOKU
bin/otrs.PostMaster.plOHa NpuHMMaEeT coobLieHNa SINEKTPOHHON NoYThl Yepe3 STDIN un
HanpaBnseT nx HenocpeacTBeHHo B OTRS. 3T0 3HA4YNT 4TO eMelnbl bynyT goctynHbel B OTRS
koraa MDA (Mail Delivery Agent - AreHT 0OCTaBKW MOYThl) BbIMOJIHAET 3Ty NMpOrpaMmmy.

Ona TtectupoBaHma bin/otrs.PostMaster.pl 6e3 MDA, BbIMO/HUTE KOMaHAY NPUBELEHHYIO
B JIMCTUHIE€ HUXXENMPUBELEHHOIO CLIEHapuUS.

linux:/opt/otrs# cd bin
linux:/opt/otrs/bin# cat ../doc/sample mails/test-email-1l.box | ./otrs.PostMaster.pl
linux:/opt/otrs/bin#

CueHapuii: TectupoBaHune PostMaster 6e3 MDA.

Ecnn coobueHna 3neKTpOHHOM NoYThl oTobparkatoTcsa B QueueView, 3Ha4YUT Ballbl HACTPOM-
ku paboTatoT.

Procmail - 3TO 04eHb pacnoCcTpaHEHHbIN PUALTP INEKTPOHHON MOYThl B cpefe Linux. OH
yCTaHaB/MBaeTCa Ha B6onbWUHCTBE cucteMm. Ecnm HeT, nepenaute no ccbinke procmail
homepage.

Ona HacTpomkm procmail gna OTRS (TpebyeTcs CKOHGUIYPUPOBAHHLIA TPaHCMOPT-
Hbln areHT MTA, Hanpumep sendmail, postfix, exim or gmail), ncnonbsynte ddann
~otrs/.procmailrc.dist, ckonupynTe ero B .procmailrc a 3aTem gobaBbTe CTPOKU U3
HUXXenpueeLeHHOro cLueHapus.

SYS HOME=$HOME
PATH=/bin:/usr/bin:/usr/local/bin

Pipe all email into the PostMaster process.

10
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|| $SYS_HOME/bin/otrs.PostMaster.pl

CueHapuni: Hactpovika procmail gns OTRS.

Bce emennbl oTcblNlaemble nokanbHoMy OTRS-nonb3oBaTento 6yayT obpabaTtbiBaThcs bin/
otrs.PostMaster.pl u noTom oTobpaxaTbca B QueueView.

4.1.2.3. Nony4yeHue 371eKTPOHHOM NOUTbI NO NpoTtokony POP3 unu
IMAP u o6paboTka pnsa otrs.PostMaster.pl

[na Toro 4ToObl NONYYNTh 3JIEKTPOHHYIO MOYTY C Ballero No4YToBOro cepeepa vyepes POP3

nnu IMAP 1 coxpaHuUTb ee Ha KOMMbloTepe Ha KoTopoM ycTaHoBneH OTRS, ons siokanbHOro
aKKayHTa uam B procmail, nepengnte no ccoinke fetchmail.

NMpuMmeuyaHue
PaboTarowmm n ckoHUrypmpoBaHHbin SMTP Heobxoaum gna pabotel OTRS.
Mo>xHO ncnone3osaThb hann . fetchmailrc.dist B pomawHen aupektopum OTRS n ckonu-

poBaTb ero B .fetchmailrc. U3aMeHNTb ero B COOTBETCTBUM C Balwnmm TpeboBaHmnaMN (CM.
HVxe Mpumep 7-1).

Mpumep 4.2. .fetchmailrc

#poll (mailserver) protocol POP3 user (user) password (password) is (localuser)
poll mail.example.com protocol POP3 user joe password mama is otrs

He 3abynbTe yctaHoBuTb.fetchmailrc to 710 ("chmod 710 .fetchmailrc")!

W3 luctuHra 7-1 Boiwe, . fetchmailrc, Bce emennbl 6yayT nepeHanpaBJ/ieHbl B JIOKaJbHbIN
OTRS-akKayHT, ecsn BbinosiHeHa koMaHaa fetchmail -a. YcTaHoBMTe 3Ty KOMaHAy B Nna-
HUPOBLUMKE 3a[ay cronjob ecsim xoTUTe N3BNEeKaTb eMesibl MOCTOSAHHO.

4.1.2.4. dunbTpauuns/paccoinka moaynamum OTRS/PostMaster (ansa
bonee CNOXXKHOM gucneTyepusaumm)

Ecnun Bbl ncnonbsyete meton bin/otrs.PostMaster.pl nnu bin/otrs.PostMasterMailbox.pl, To ¢
Moaysnem hunbTpaunm PostMaster MoXxHO BCTaBuUTb nan moauduumposaTb X-OTRS 3arono-
BoK. C nomoubto X-OTRS-3arosioBKoB, cucteMa o6paboTkn 3assBOK MOXXET Bbl3blBaTb HEKO-
Topble OENCTBMA 418 BXOAALWMX COOBLLEHM, COPTUPOBATL NX B ONpPeAeNeHHbIE 04epean,
naKn, HanpuMmep, N3MeHATb NpuopuTeT unn ID-knmneHTa. bonee nogpobHyo MHGOPMaLnio O
X-OTRS-3aronoBkax MOXHO HalTu B rnaBe aobaBneHMe akkayHTOB 3N1IEKTPOHHOW NOYThlI B
MaHenn ADMUHUCTPUPOBAHUA.

EcTb HEKOTOpbIE NpeayCcTaHOBAEHHbIE MOAY/IM (PUIbTPALNN:

NMpuMmeuyaHue

Ha3BaHue 3a4aHuA (Hanpumep $Self-> {'PostMaster::PreFilterModule'}-
>{'JobName'}) 0o/mKHO BbITb YHUKasIbHbIM!

Kernel::System::PostMaster::Filter::Match moaynb no ymon4aHuio gaa rnpoBepKW coBnage-
HNA 3aroJIOBKOB onpenesieHHbIX eMmennos (Hanpumep "OT", "Komy", "Tema", ...). OH MoXxeT
yCTaHaB/AMBaTb HOBble 3arosioBkn email (Hanpumep X-OTRS-Ignore: ga nan X-OTRS-Queue:
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spam) ecaun coBnafatoT Npasuaa coBnageHus. 3agaHmsa ns Mpumepa 7-2 moryT 6bITb Npo-
nncaHbl B Kernel/Config.pm

Mpumep 4.3. TMNMpumep 3apaHua pna Moayna dQunbTpauum
Kernel::System::PostMaster::Filter::Match

# Job Name: 1-Match
# (block/ignore all spam email with From: noreply@)
$Self->{'PostMaster::PreFilterModule'}->{'1-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
From => 'noreply@',

1,
Set => {

'X-0TRS-Ignore' => 'yes',
1

i
# Job Name: 2-Match
# (sort emails with From: sales@example.com and Subject: **QRDER**
# into queue 'Order')
$Self->{'PostMaster::PreFilterModule'}->{'2-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
To => 'sales@example.com',
Subject => '**QRDER**',

}
Set => {

'X-0TRS-Queue' => 'Order',
+

1

Kernel::System::PostMaster::Filter::CMD moaynb No ymMoja4aHuio s nosyvYeHus eMennos
ONs BHEWHNX KoMmaHa. BeiBog nepenaetcsa B STDOUT mn ecnm pesynbTaT UCTUHHA, TO yCTa-
HaB/IMBaETCA HOBbIN 3aronoBok (Hanpumep X-OTRS-Ignore: ga nan X-OTRS-Queue: spam).
Mpumep 7-3 MoXXeT 6bITb ncnosb3oBaH B Kernel/Config.pm

MpuMmep 4.4. TMNpumep 3apaHua pna  Moayna QuabTpauum
Kernel::System::PostMaster::Filter::CMD

# Job Name: 5-SpamAssassin
# (SpamAssassin example setup, ignore spam emails)
$Self->{'PostMaster: :PreFilterModule'}->{'5-SpamAssassin'} = {
Module => 'Kernel::System::PostMaster::Filter::CMD',
CMD => '/usr/bin/spamassassin | grep -i "X-Spam-Status: yes"',
Set => {
'X-0TRS-Ignore' => 'yes',
Vs

1

Kernel::System::PostMaster::Filter::ExternalTicketNumberRecognition is a default module
that adds the possibility to parse external identifiers, in the email subject, the body or both
using regular expressions. It then stores this value in a defined dynamic field. When an email
comes in, OTRS will first search for an external identifier and when it finds one, query OTRS
on the pre-defined dynamic field field. If it finds an existing ticket, it will update this ticket,
otherwise it will create a new ticket with the external reference number in the separate field.

OTRS SysConfig already provide 4 different settings to setup different external ticket
numbers. If more settings are needed they need to need to be added manually. The following
example can be used in Kernel/Config.pm to extend SysConfig settings.
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Mpumep 4.5, Example job for the filter module
Kernel::System::PostMaster::Filter::ExternalTicketNumberRecognition

# Job Name: ExternalNumber
# External Ticket Number Reconition, check for Incident-<number> in incoming mails subject
and
# body from the addeesses <sender>@externalticket.com, if number is found it will be stored
in
# the dynamic field 'ExternalNumber' (that need to be setup in the Admin Panel).
$Self->{'PostMaster::PreFilterModule'}->{'000-ExternalTicketNumberRecognition5'} = {
'FromAddressRegExp' => '\\s*@externalticket.com',
'NumberRegExp' => 'Incident-(\\d.*)"',
'SearchInSubject!' = '1l"',
'SearchInBody' = '1l"',
'TicketStateTypes' => 'new;open'
‘DynamicFieldName' => 'ExternalNumber',
'Module' =>
'Kernel: :System::PostMaster::Filter::ExternalTicketNumberRecognition',
‘Name' => 'Test External Ticket Number',
'SenderType' => 'system',
}i

Configuration Options
* FromAddressRegExp

This is an optional setting. Only mails matching this "From:" address will be considered for
this filter. You can adjust this setting to the sender address your external system uses for
outgoing mails. In case this address can differ, you can set this option to empty. OTRS will
in that case not check the sender address.

* NumberRegExp

This is a mandatory setting. This setting contains the regular expression OTRS will use
to extract the ticket number out of the subject and/or ticket body. The default regular
expression will match occurrences of for example 'Incident-12354' and will put the part
between parentheses in the dynamic field field, in this case '12354'.

* SearchlnSubject

If this is set to '1', the email subject is searched for a ticket number.
* SearchinBody

If this is set to '1', the email body is searched for a ticket number.
» TicketStateTypes

This is an optional setting. If given, it will search OTRS only for open external tickets of
given state types. The state types are separated with semicolons.

* DynamicField

This is a required setting. It defines the dynamic filed that is used to store the external
number (the field name must exist in the system and has to be valid).

* SenderType

This defines the sender type used for the articles created in OTRS.

98



OTRS

Real Services

KoHe4HOo, Tak)Xe eCTb BO3MOXXHOCTb pa3paboTkm ceBomx cobcTBeHHbIX PostMaster-mogynen
hunbTpauunn.

4.2. be3onacHOCTb 3JIEKTPOHHOM No4Thl ¢ PGP
OTRS has the capability to sign or encrypt outgoing messages with PGP. Furthermore,

encrypted incoming messages can be decrypted. Encryption and decryption are done with
the GPL tool GnuPG. To setup GnuPG for OTRS, the following steps have to be performed:

1. YctaHoBKa GnNuPG c moMOLblO MEHEO)KEPA MaKeTOB Ballen onepaLunoHHONW CUCTEMBI.
2. HacTtponTte GnuPG gnsa ncnonb3oBaHusa ¢ OTRS. Onsg GnuPG 1 NpnBaTHOro KJk4Ya HY>XHO

co3paTb HeobxognMmble onpektopun. B KOMaHAOHOW CTPOKM 4S9 NOJib30BaTeNs 'otrs' Hyx-
HO BbIMOJIHNTb KOMaHAOY N3 HNXernpmneegeHHoOro cueHnpusa.

linux:~# su otrs

linux:/root$ cd

linux:~$ pwd

/opt/otrs

linux:~$ gpg --gen-key

gpg (GnuPG) 1.4.2; Copyright (C) 2005 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

gpg: directory "/opt/otrs/.gnupg' created
gpg: new configuration file " /opt/otrs/.gnupg/gpg.conf' created
gpg: WARNING: options in " /opt/otrs/.gnupg/gpg.conf' are not yet active during t
his run
gpg: keyring "/opt/otrs/.gnupg/secring.gpg' created
gpg: keyring "/opt/otrs/.gnupg/pubring.gpg' created
Please select what kind of key you want:
(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1024 bits.
ELG-E keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)
Requested keysize is 2048 bits
Please specify how long the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Ticket System

Email address: support@example.com

Comment: Private PGP Key for the ticket system with address support@example.com
You selected this USER-ID:

"Ticket System (Private PGP Key for the ticket system with address support@examp
le.com) <support@example.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O
You need a Passphrase to protect your secret key.
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Passphrase: secret
Repeat passphrase: secret

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

o B S
B L L
....... e ainta

Not enough random bytes available. Please do some other work to give
the 0S a chance to collect more entropy! (Need 280 more bytes)

B o R A o R e R o
L L
B o o o 2 2 i
........................................................... Stttt+<t++++. ... ...
............. +++++N

gpg: /opt/otrs/.gnupg/trustdb.gpg: trustdb created
gpg: key 7245A970 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0g, O6n, Om, 0f, 1lu

pub  1024D/7245A970 2006-02-03

Key fingerprint = 2ED5 BC36 D2B6 BO55 7EE1 5833 1D7B F967 7245 A970

uid Ticket System (Private pgp key for ticket system with addre
ss support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

CueHapwii: HacTtpovika GnuPG.

Kak rnoka3aHo B HMXEeNnpuBeAeHHOM CLeHapun, HAaCTPONKKN MO YMOJTHaHUIO MOryT 6biTb
NpUMeHeHbl A8 60/bLIMHCTBA U3 HEOOX0AMMbIX NapaMeTpPoB. MPaBUIbHO A0JIKHbI ObITb
yKa3aHbl TO/IbKO MNapoJib U 3HA4YEHUA A5 BJAafdenbla Kioya.

3. Tenepb OTRS rotos gns ncnonb3oBaHua PGP. Yepes MNMaHenb AGQMUHNCTPUPOBAHUSA OT-
KponTe nHtepgemnc SysConfig u Hanaute ccoinky "PGP". 13 pe3ynbTaToB Noucka Bbibe-
pute nogrpynny Crypt::PGP.

Ha cTpaHuue c PGP-HacTponkamun, PGP posnxkeH 6biTb akTuBupoBaH ans OTRS (nepsas
onuuns). TakXXe HY>XHO YCTaHOBUTb UNPOBEPUTb NYTb K gpg-nporpaMmme.

CnenyrowmMm HYXHO N3MEHNTb KOHPUIYypPaLNOHHbIN NapameTp (PGP::Options). Ncnonb3y4
3TN KOHPUTYpPaLMOHHbIE HACTPOMKN MOXXHO ONpeaennTbL NapamMeTpbl, KOTopble ByayT mc-
MoJ1b30BaTbCA OJ15 Ka)K40ro Bbl30Ba gpg noJsib3osBaTtenem 'otrs'. KaTanor ¢ KoHpuUrypaum-
OHHbIMU (harnamu gnsa GnuPG ABnseTCs o4eHb BaXKHbIM. B npumepe ncnonbsyetca /opt/
otrs/.gnupg. 9Ta anpekTomnps 6bina cozgaHa Ha MePBOM LWare KoHpurypaunm PGP.

Mcnonb3ya cregyowmnin KoHdurypaunoHHoeln napametp (PGP::Key::Password), MO>XHO
yKasaTb napbl 4ns kao4den ID n ux naponu gns cobCTBEHHbIX 3aKPbIThIX KNKOYEN. [TOCKOb-
Ky MapTHepbl N3BHEe MUWYT 3alndpoBaHHble COOBLWEHNS B CUCTEMY 3a8BOK UCMOJb3YS
Baw ny6aunyHbIn ko4, OTRS MoxeT pacwmngpoBaTb 3TN coobeHns ¢ nomowbio ID/na-
posien yKa3saHbIX 34€ecChb.

Kak nofy4nTb UaeHTUGUKaTop Ballero cobCTBEHHOro 3aKpbIToro Kito4a? ID Ballero cob-
CTBEHHOIr0 3aKPbITOro UAeHTUMUKaTopa oTobparkaeTcs BO BpeMs reHepauum (CM. Bbille
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war 1). Tak>xe eCTb BO3MOXHOCTb Noay4uTb ID, yKazaB KOMaHAYy U3 HNXKENPUBELEHHOIO
CLUeHapus BbI3BaHHYIO C MpaBaMu rnoJsib3oBaTens 'otrs':

linux:~# su otrs

linux:/root$ cd

linux:~$ pwd

/opt/otrs

linux:~$ gpg --list-keys

/opt/otrs/.gnupg/pubring.gpg

pub  1024D/7245A970 2006-02-03

uid Ticket System (Private pgp key for ticket system with
address support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

CueHapuwii: MonyveHune ID Bawero cobCTBEHHOO NPUBaTHOMO KJOYa.

NoentndukaTop (ID) 3aKpbITOro KJa4a MOXXHO HAaWTN B CTPOKE, KOTOpPas Ha4YMHaAeTCs C
"sub". 3To wecTHaguaTepu4Hoe NMpeacTaB/ieHME CTPOKWU, OJINHOMW B BOCEMb CMMBOJIOB,
Hanpumep "52B97069". Maposb, KOTOPbLIN HYXXHO YKa3aTb OJ1S 3TOro KJl4a B CUCTeme
06paboTKM 3a9BOK TAaKOM XKE Kak AaHHbIe Mpu reHepaunmn KJ4en.

Mocne Toro, Kak 3Tu AaHHble bbbl BBEOEHbI, HAXKMUTE KHOMKY "O6HOBUTL" 4TO6LI COXpa-
HUTb HacTponku. Tenepb OTRS roToB NPUHUMaTL U paclINpPOBbLIBaTh 3alUN(pPOBaHHbIE
coobuieHuns.

4. N HaKoHeLl, HY>XHO UMMOPTUPOBATb OTKPLITbIN KJIOY KMEHTa. 3TO rapaHTUpPyeT, 4To 3a-
LWNPOBaHHbIE COODOLLEHNS MOTYT ObITb OTNPaB/IEHbl 3TOMY KNMEHTY. ECTb ABa cnocoba
UMMOPTMPOBATb OTKPLITbIN KJOY KJIMEHTA.

MepBbii cnocob - ykasaTb OTKPbITbIN KJOY KNMeHTa B Be6-uHTepderice ynpaBneHns Kau-
eHTamu.

BTopas BO3MOXHOCTb 3ak/ilo4aeTcs B onpefesieHun Ki4ven nocpefcTBOM HACTPOMKU
PGP, koTopasa goctynHa 4Yepes lMaHenb AOMUHUCTPUpPOBaHUA. B npaBoli cTopoHe 3Ton
CcTpaHuLbl oTobparkatoTCa BCe UMNOPTUPOBaHHbIE OTKPbIThIE KJI0YU KJIMEHTOB. Nocse To-
ro kak PGP akTneBmpoBaH 1 CKOHUIypupoBaH, 34eCb TakXe 0o/KeH oTobparkaTca BaLl
COBCTBEHHbIN OTKPbLITHIN KAKOY. B NeBon YacTu cTpaHunubl HacTpoek PGP MO>XHO NMpon3Bo-
OUTb NOWCK MO KJ4YaM. Tak>Ke, HOBbIN OTKPbITbIN KJo4Y MOXeT BbITh 3arpy>XeH B cucTe-
My 13 canna.

®annbl C OTKPbITHIM KJIHO4YEM, KOTOPble HY>KHO uMnopTuposaTb B OTRS AOJ/IKHbI COOTBET-
CTBOBaTb (harinam kn4den GNUPGP. B 60n1bLIMHCTBE C/ly4aeB, KoY COXpaHaeTcs B hane
kak "ASCIl armored key". OTRS no3sonsieT paboTaTb C 3TUM hopMaTOoM.

4.3. be3onacHOCTb 3JIEKTPOHHOM No4Tbl ¢ S/MIME

At first glance, encryption with S/MIME seems a little more complicated than with PGP. First,
you have to establish a Certification Authority (CA) for the OTRS system. The subsequent
steps are very much like those needed with PGP: configure OTRS, install your own certificate,
import other public certificates as needed, etc.

B 6osblUMHCTBE Cny4aeB HacTporka S/MIME npon3soanTca 3a npenenamm seb-nHtepdeinca
OTRS, n pgomkaHa ocyw,ecTBaAaTca B 0607104Kke onepauMoHHON CUCTEMbI C MpaBaMmn MOJb30-
BaTens 'otrs'. MIME koHdwurypaumsa nog Linux ocHoBaHa ya SSL (OpenSSL). MNMo3ToMmy, CHa-
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YaJla NpoBepbTe YCTAaHOBJ/IEH /I B Bawen cucteme naket OpenSSL. OpenSSL-nakeT conep-
XKUT CKPUMNT, KOTOpbIA Ha3biBaeTcs CA.pl, 0asa co3gaHunsa cepTudukaTa, Bce Hanbosnee Bax-
Hble Warn, HY>KHO npofenaTh UMEHHO C HUM. [1na ynpolweHua npoueaypsbl y3HanuTe, roe B
dannoson cncteme Haxogntca cueHapum CA.pl n BBegnTe NyTb K €r0 MECTOMOJIOXKEHUIO B
nepemMeHHyo nyten 060104KK (CM. HNXKENPUBEAEHHbIA CLEeHapun).

otrs@linux:~> rpm -ql openssl | grep CA
/usr/share/ssl/misc/CA.pl

otrs@linux:~> export PATH=$PATH:/usr/share/ssl/misc
otrs@linux:~> which CA.pl

/usr/share/ssl/misc/CA.pl

otrs@linux:~> mkdir tmp; cd tmp

otrs@linux:~/tmp>

CueHapwii: Hactpovika S/MIME.

CueHapuin Bbllle NokKasbliBaeT, YTo Oblsla co3haHa HOBa BPEMEHHas AuMpekTopus ~/tmp, B
KOTOPOWN XPaHATCSA CreHepupoBaHHbIE CEPTUPUKATSI.

Ona cospaHna cepTudunkaTa, Npoaesnante chepyowme onepaunm B KOMaHOHOW CTpokKe
(npeanonoxxunm, 41o OTRS-agMMHUCTPATOP AOJIKEH co3faTb SSL-cepTudumkaT C uenbto Te-
CTUpoBaHUS N obyvyeHnsa. B cnyyae, ecnm y Bac yxe ecTb SSL-cepTudukaTt ans wndpoBsa-
HWUSA, NCMOJIb3YNTE ero n NponycTuTe caeayrwme warn):

1. Co3pnaHune cobctBeHHoro LleHTpa CepTtudukaunnm (Certification Authority) ansa SSL. Bbl
OOJKHblI MOATBEPOUTb 3aNpoC Ha CoBCTBEHHbIN SSL-cepTudmnkaT (CM. HUKenpuBeaeH-
HbI CLLeHapun).

otrs@linux:~/tmp> CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate ...
Generating a 1024 bit RSA private key

R Eaa

...... ++++++

riting new private key to './demoCA/private/cakey.pem'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:DE
State or Province Name (full name) [Some-State]:0TRS-state
Locality Name (eg, city) []:0TRS-town
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Your company
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:0TRS Admin
Email Address []:otrs@your-domain.tld
otrs@linux:~/tmp> ls -la demoCA/
total 8
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
-rw-r--