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Overview

The ZyWALL 2 Plus is a firewall with VPN, bandwidth management, content filtering and many other features.
You can use it as a transparent firewall and not reconfigure your network nor configure the ZyWALL'’s routing
features. This guide covers the initial connections and configuration needed to start using the ZyWALL in your
network.

See the User’s Guide for more information on all features.

You may need your Internet access information.
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This guide is divided into the following sections.
1 Hardware Connections 5 NAT
2 Accessing the Web Configurator 6 Firewall
3 Bridge Mode 7 VPN Rule Setup
4 Internet Access Setup and Product Registration 8 Troubleshooting
1 Hardware Connections
You need the following.
ZyWALL Computer Ethernet Cables Power Adaptor
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Do the following to make hardware connections for initial setup.
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DIALBACKUP RESET L LAN10100M ————'  WAN10/100M
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1 Use an Ethernet cable to connect a LAN port to a computer.
2 Use another Ethernet cable to connect the WAN port to an Ethernet jack with Internet access.

Note: Use the blue console cable if you want to connect the CONSOLE port to your computer. Use the
black dial backup cable if you want to connect the DIAL BACKUP port to an analog modem.
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3 Use the included power adaptor to connect the power socket (on the rear panel) to a power outlet.

o LT = T - D= = N = I = I = I B,
ZyXEL PWR ACT 1 2 3 4 10/100M ZyWALL 2 Plus

b LAN 10/100M WAN INTERNET SECURITY APFLIANCE

4 Look at the front panel. The PWR LED turns on.-The ACT, LAN-and WAN LEDs turn on and stay on if the
corresponding connections are properly made.

2 Accessing the Web Configurator

Use this section to configure the WAN interface for Internet access.

1 Launch your web browser. Enter 192.168.1.1 (the 2 Click Login (the default password 1234 is already
ZyWALL'’s default IP address) as the address. entered).

If the login screen does not display, see Section
7.1 to set your computer’s IP address.

J File Edit ‘iew Favorites Tools Help 2y00RE 2 Phus

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

Enter Password and click Login.

3 Change the login password by entering a new 4 Click Apply to replace the ZyWALL's default
password and clicking Apply. digital certificate.

Use this screen to change the password. Replace Factory Default Certificate

New Password: T The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
: using your ZyWALL's MAC address that will be
Retypa.te, Sanfime: L specific to this device.

Enm  Em
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5 The HOME screen opens.

The ZyWALL is in router mode by default. Continue to the next step if you want to use routing features
such as NAT, DHCP and VPN.

Go to Section 3 if you prefer to use the ZyWALL as a transparent firewall.

6 Check the Network
Status table. If the
WAN status is not
Down and there is an
IP address, go to
Section 5.

If the WAN status is
Down (or there is not
an IP address), click
Internet Access and
use Section 4 to
configure WAN.

3 Bridge Mode

ZyXEL

HOME
REGISTRATION
NETWORK
SECURITY

ADY ANCED

LOGS

MAINTENKNCE

LOGOUT

Wizards for WAN and ¥PN Quick Setup

Internet Access I

Device Information

Systern Name:
Firmware Version:
Routing Pratocol:
Device Mode:
Firewall:

Systern Time:
Mearnory

Sessions:

Network Status

VRN

Y4.00(%0.0)b2 | 07/25/2005

P
Router
Disabled

2005-07-28 03:26:03 GMT

o s

AN LooM/Full 172.23.23.27 255,255 255.0 DHCP dlisnt Renew
Dial Backup Down 0.0.0.0 0.0.0.0 MR Dial
=] 100M/Full 192.1681.1 255.255,255.0 DHCP server  N/A

IF Alias 1 Disabled 0.0.0.0 0.0.0.0 WTZS T

IF Alias 2 Disabled 0.0.0.0 0.0.0.0 WTrs S
Y 11mM 10.10.2.1 255,255 255.0 DHCP server /A
DMz 100m/Full 0.0.0.0 0.0.0.0 Static /A

Showe Statistics Shiowy DHCP Table WPN Status I

Hewe (7)

When you set the ZyWALL to bridge mode, it functions as a transparent firewall. Do the following to set the

ZyWALL to bridge mode.
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1 Click MAINTENANCE in the
navigation panel and then
Device Mode.

2 Select Bridge and configure a
(static) IP address, subnet
mask and gateway IP
address. These apply to the
ZyWALL's LAN and WAN
interfaces.

3 Click Apply. The ZyWALL
restarts.

General Password

Time and [, .
Date :“DBUICE Mode F/W Upload

Backup &

Restore BT

Device Mode

Router

Device Mode Setup

The ZyWaLL restarts automnatically after you change the device mode and click "Apply".

* Router
IP Address

(See LAN and WAN)

i Bridge
IP Address
IP Subnet Mask

Gateway [P Address [u] 0 o 1]
Apply Reset |

4 Internet Access Setup and Product Registration

1 Click Internet Access in the HOME screen to open the Internet access wizard.

Enter the Internet access information exactly as given to you.

If you were given an IP address to use, select Static in the IP Address Assignment drop-down list box and

enter the information provided.

Note: The fields vary depending on what you select in the Encapsulation field. Fill them in with the

information provided by the ISP or network administrator.

Click Apply when you are done.
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* Ethernet Encapsulation WIZARD - Internet Access

Configure a Roadrunner service in the
NETWORK WAN screens (use the WAN tab)_ ISP Parameters for Internet Access

WAN IP Address Assignment

* PPP over Ethernet or PPTP Encapsulation

Select Nailed-Up when you want your connection up all the time (this could be expensive if your ISP bills you
for Internet usage time instead of a flat monthly fee).

To not have the connection up all the time, specify an idle time-out period (in seconds) in Idle Timeout.
WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPF over Ethernet ¥ M

frassnnns

i
|

|
I
fo

PPTP Configuration

WAN IP Address Assignment

WAN IP Address Assignment
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2 Click Next to display the screen where you
can register your ZyWALL with myZyXEL.com
(ZyXEL'’s online services center) and activate
the free content filtering trial application.
Otherwise, click Skip and then Close to
complete Internet access setup.

INTERNET ACCESS

Product registration and service activation for free

3 If you already have an account at
myZyXEL.com, select Existing
myZyXEL.com account and enter account
information. Otherwise, select New
myZyXEL.com account and fill in the
fields below to create a new account and
register your ZyWALL. Click Next.

INTERNET ACCESS

Device Registration

ol

esti@zyxel com

4 Wait for the registration progress to finish.

5 The following screen displays if the registration
was not successful. Click Return to go back to
the Device Registration screen and check your

settings.

INTERNET ACCESS

INTERNET ACCESS
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6 Click Close to leave the wizard screen when
the registration and activation are done.

Note: If you want to activate a standard i e

service with your iCard’s PIN number SR R
(license key), use the e
REGISTRATION Service screen.
See the user’s guide for details.

Clozse

5 Firewall

You can use the ZyWALL without configuring the firewall.

The ZyWALL'’s firewall is pre-configured to protect your LAN from attacks from the Internet. By default, no
traffic can enter your LAN unless a request was generated on the LAN first.

If you are using the ZyWALL in router mode, continue with the next section. For bridge mode, skip to Section
7.

6 VPN Rule Setup

A VPN (Virtual Private

T T T A —
Network) tunnel gives you a ™ ocal Network § TRemote Network 1
secure connection to another | I- i waise | ’i 1
computer or network. = | MyZywALL Pec Router | = - ]
— o 3—\ VPN Tunnel e 45:4:/,_,7
A gateway policy identifies the & _ \ﬁ A l
IPSec routers at either end of a | ésmswm PoLioy A 1
VPN tunnel. L___A___ i---------n-nn--n--------i L—————_ﬂ

A network policy specifies
which devices (behind the
IPSec routers) can use the
VPN tunnel.

NETWORK POLICY

----------------------------l----------------------------------"
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This figure helps explain the main fields in the wizard screens.

© Local Network | FRemote Network

Ll .

Remote

N

[ ]
ﬂ

|
|
—d—\_ VPN T ! \* i

= =

L?;i gldetwork | KA | Remote Network
ress IP Address

—————— ] My ZyWALL Remote — — ————— —

Gateway Address
1 Click VPN in the HOME screen (you may need to scroll up to see the link) to open the VPN wizard.

Note: Your settings are not saved when you click Back.

2 Use this screen to configure the gateway policy. 3 Use this screen to configure the network policy.
Name: Enter a name to identify the gateway policy. Leave the Active check box selected.
Remote Gateway Address: Enter the IP address or Name: Enter a name to identify the network policy.
domain name of the remote IPSec router. Select Single and enter an IP address for a single IP
address.
' Select Range IP and enter starting and ending IP
i e addresses for a specific range of IP addresses.
Select Subnet and enter an IP address and subnet
My ZyWALL fonao mask to specify IP addresses on a network by their

subnet mask.

Remate Gateway Address  [Aranchotrice com

Network Policy Propert:

¥ active
Narne ITest

Network Policy Setting

Local Netwark " =ingle © Range IP ' Subnst
Starting IP Address 192 . 168 . 1 . O

Ending [P Address / Subnet
Mask

et

285 . 255 . 285 . 0

Remote Network " single { Range IP ' Subnet

Starting IP Address G 11 I

Ending IP Address / Subnet 55 . 0 . 0 . 0
Mask

10
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Note: Make sure that the remote IPSec router uses the same security settings that you configure in
the next two screens.

Negotiation Mode: Select Main Mode for identity protection. Select Aggressive Mode to allow more
incoming connections from dynamic IP addresses to use separate passwords.

Note: Multiple SAs (security associations) connecting through a secure gateway must have the same
negotiation mode.

Encryption Algorithm: Select 3DES or AES for stronger (and slower) encryption.
Authentication Algorithm: Select MD5 for minimal security or SHA-1 for higher security.
Key Group: Select DH2 for higher security.

SA Life Time: Set how often the ZyWALL renegotiates the IKE SA (minimum 180 seconds). A short SA life
time increases security, but renegotiation temporarily disconnects the VPN tunnel.

Pre-Shared Key: Use 8 to 31 case-sensitive ASCII characters or 16 to 62 hexadecimal ("0-9", "A-F")
characters. Precede a hexadecimal key with a "0x” (zero x), which is not counted as part of the 16 to 62
character range for the key.

Encapsulation Mode: Tunnel is compatible with NAT, Transport is not.
IPSec Protocol: ESP is compatible with NAT, AH is not.
Perfect Forward Secrecy (PFS): None allows faster IPSec setup, but DH1 and DH2 are more secure.

4 Use this screen to configure IKE (Internet Key 5 Use this screen to configure IPSec settings.

Exchange) tunnel settings.

Encapsulation Mode # Tunnel € Transport
IPSec Protacal ' Esp  aH
Encryption Algorithm © pEs O pEs { 3DES [ MULL
Encryption algorithm @« pEs ¢ aEs ¢ 3DES 5 -
! Authentication Algorithm & sHa1 ¢ MDS
Authentication Algorithm sHa1 * MDS

Megotiation Maode % Main Mode " Aagressive Made

54 Life Time 25800 (Seconds)
Key G Lol -

S R [2HE L2 Perfect Forward Secrecy
SA Life Time 25500 (Seconds) (FFS)

Pre-Shared Key [12345678

® Nore T DH1 © DHz

Back | Nest |

11
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6 Check your VPN settings. Click Finish to save the

settings.

Gateway Policy Proparty

Mame Test
Gateway Policy Setting
My ZyWALL 0.0.0.0

Remote Gateway Address

Metwark Policy Property
Active

Branchoffice com

Tes

Mame Test
Hetwork Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remnote Network

Starting IP Address

Subnet Mask

255.255.255.0

10,000
255.0.0.0

IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By

User Name

Password
Hegatiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group H1
SA Life Time 28800 (Seconds)
Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm DES
Authentication &lgorithm
S5A Life Time
Perfect Forward Secrecy [PFS)

Tunnel Mode
ESP

HAt
23800 (Seconds)
None

Back | Finish

6.1 Using the VPN Connection

7 Click Close in the final screen to complete the
VPN wizard setup. Continue with the next section
to activate the VPN rule and establish a VPN
connection.

Congratulations. The ¥PN wizard configuration is
complete.

iZheck our exciting range of ZyXEL products at
http v 2y el .com

Hawing VPM access problems?

1. Verfy your settings in this wizard,

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct.

3. If vou still have problems, please contact
customer support,

Close I

Use VPN tunnels to securely send and retrieve files, and allow remote access to corporate networks, web
servers and e-mail. Services work as if you were at the office instead of connected through the Internet.

For example, the “test” VPN rule allows secure
access to an web server on a remote corporate
LAN. Enter the server’s IP address (10.0.0.23 in
this example) as your browser’s URL. The
ZyWALL automatically builds the VPN tunnel
when you attempt to use it.

Click SECURITY, VPN in the navigation panel
and then the SA Monitor tab to display a list of
connected VPN tunnels (the “test” VPN tunnel is
up here).

VPN Rules (IKE) YPN Rules (Manual)

SA Monitor Global Setting

Local Remote Encancutation IPSec
Network | Network F Algorithm

Tunnel

| SHA1

Fefresh Disconnect |

12
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7 Troubleshooting

Problem Corrective Action

None of the LEDs | Make sure that you have the power adaptor connected to the ZyWALL and plugged in to an
turn on. appropriate power source. Check all cable connections.

If the LEDs still do not turn on, you may have a hardware problem. In this case, you should
contact your local vendor.

Cannot access Check the cable connection between the ZyWALL and your computer or hub. Refer to
the ZyWALL from | Section 1 for details.
the LAN.

Ping the ZyWALL from a LAN computer. Make sure your computer’s Ethernet card is
installed and functioning properly.

In the computer, click Start, (All) Programs, Accessories and then Command Prompt. In
the Command Prompt window, type "ping" followed by the ZyWALL'’s LAN IP address
(192.168.1.1 is the default) and then press [ENTER]. The ZyWALL should reply. Otherwise,
refer to Section 7.1.

If you've forgotten the ZyWALL'’s password, use the RESET button. Press the button in for
about 10 seconds (or until the PWR LED starts to blink), then release it. It returns the
ZyWALL to the factory defaults (password is 1234, LAN IP address 192.168.1.1 etc.; see
your User’s Guide for details).

If you've forgotten the ZyWALL's LAN or WAN IP address, you can check the IP address in
the SMT via the console port. Connect your computer to the CONSOLE port using a console
cable. Your computer should have a terminal emulation communications program (such as
HyperTerminal) set to VT 100 terminal emulation, no parity, 8 data bits, 1 stop bit, no flow
control and 9600 bps port speed.

Cannot access Check the ZyWALL'’s connection to the Ethernet jack with Internet access. Make sure the
the Internet. Internet gateway device (such as a DSL modem) is working properly.

Click WAN in the navigation panel to verify your settings.

Cannot establish | Make sure the ZyWALL and the remote IPSec router use the same VPN settings. Click VPN
a VPN connection |in the navigation panel to configure advanced settings.

Access a web site to check that you have a successful Internet connection.

7.1 Set Up Your Computer’s IP Address

This section shows you how to set up your computer to receive an IP address in Windows 2000, Windows NT
and Windows XP. This is ensures that your computer can communicate with your ZyWALL.
1 In Windows XP, click Start, Control Panel.
In Windows 2000/NT, click Start, Settings, Control Panel.
2 In Windows XP, click Network Connections.
In Windows 2000/NT, click Network and Dial-up Connections.

13
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3 Right-click Local Area Connection and then click Properties.
4 Select Internet Protocol (TCP/IP) (under the General tab in Windows XP) and click Properties.

5 The Internet Protocol TCP/IP Properties screen
opens (the General tab in Windows XP). Select the

Internet Protocol (TCP/IP) Properties e |

General
Obtain an IP address automatically and Obtain DNS |
A H *f'ou can get |P zettings assigned automatically if your network, supports
server address aUtomatlca"y Optlons' this capability. Otherwise, vou need to ask vour network. administrator for
. th iate [P settings.
6 Click OK to close the Internet Protocol (TCP/IP) A
Properties window. l(: Obtain an |P address automaticall ]
7 Click Close (OK in Windows 2000/NT) to close the ¢ Use the following IP address:
Local Area Connection Properties window. 1P 2z e
8 Close the Network Connections screen. e IEREEE
Default gateyay: I = : :

' Obtain DNS server address automatically

—{ " Usze the follawing DNS server addreszes:

Ereferred DHE server: I . . .
Alternate DHE server I . . :

Advanced... |
| ()8 I I Cancel |

Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.
3 Select the certification you wish to view from this page.

14
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Ubersicht

Die ZyWALL 2 Plus ist eine Firewall mit VPN, Bandbreitenmanagement, Content Filtering und vielen anderen
Funktionen. Sie kdnnen sie als transparente Firewall verwenden, ohne das Netzwerk neu zu konfigurieren
oder die ZyWALL 2 Plus im Routing Modus betreiben. In dieser Anleitung finden Sie eine Beschreibung der
Anschliisse und der Konfiguration, die notwendig sind, damit Sie die ZyWALL in lhrem Netzwerk verwenden
kénnen.

Eine ausfuhrliche Beschreibung aller Funktionen finden Sie im Benutzerhandbuch.

Bitte halten Sie die Daten fur lhren Internetzugang bereit.

BEDDEERDS - VPN
Lan (E WAN
o SN m o m
— ( Internet b o S Al |
== [ s | |
- L\_J = 2 sy
== \l—‘--cct/emet 1____\_
it \_)
Diese Anleitung ist in die folgenden Abschnitte aufgeteilt.
1 AnschlieRen der Hardware 5 Firewall
2 Zugriff auf den Web-Konfigurator 6 Einstellen der VPN-Regeln
3 Bridge Mode 7 Problembeseitigung
4 Einrichten des Internetzugriffs und
Produktregistrierung
1 AnschlieBen der Hardware
Sie bendtigen folgendes:
ZyWALL Computer Ethernetkabel Netzteil

16
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Wenn Sie das Gerét installieren, missen Sie die Hardwaregerate folgendermalien anschlielen.

I . oot

ilol

DIALBACKUP RESET L LAN10100M ————'  WAN10/100M

L

-

- @

1 Verbinden Sie den LAN-Anschluss mit einem Ethernet-Kabel mit einem Computer.
2 Schlielen Sie mit einem anderen Ethernet-Kabel den WAN-Port an Ihr ADSL Modem oder lhren Router.

Hinweis: Schlielen Sie falls benétigt, den Konsolenanschluss (CONSOLE) mit dem blauen
Konsolenkabel an den Computer an. Verbinden Sie, falls bendétigt, den Anschluf? fir DIAL
BACKUP mit lhrem externen Modem oder lhrem ISDN Adapter.

17
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= =] =]
R A/ A B 7 A 8 [°°°7T7
PWR ACT 1 2 3 4 10/100M ZyWALL 2 Plus |

———— LAN 10/100Mm WAN INTERNET SECURITY APPLIANCE

3 Schliessen Sie den Netzanschluss des Gerats (an der Riickseite) mit dem mitgelieferten Netzteil an eine
Netzsteckdose an.

4 Sehen Sie sich das vordere Bedienfeld an. Die PWR-LED beginnt zu leuchten. Die LEDs ACT, LAN und

WAN beginnen zu leuchten und bleiben an, wenn die entsprechenden Verbindungen richtig hergestellt
wurden.

2 Zugriff auf den Web-Konfigurator

In diesem Abschnitt wird beschrieben, wie die WAN-Schnittstelle fir den Internetzugriff konfiguriert wird.

1 Starten Sie lhren Internetbrowser. Geben Sie als 2 Klicken Sie auf Login (Einloggen) (das

Adresse 192.168.1.1 (die IP-Standardadresse Standardpasswort 1234 ist bereits vorgegeben).
des ZyWALL) ein.

Wenn das Loginfenster nicht angezeigt wird, lesen

Sie in Abschnitt 7.1 nach, wie Sie die IP-Adresse ZyWALL 2 Plus
lhres Computers einstellen kénnen.

Enter Password and click Login.
J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1

18
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3 Andern Sie das Passwort, indem Sie ein neues 4 Klicken Sie auf Apply (Ubernehmen), um das
Passwort eingeben und auf Apply (Ubernehmen) Standarddigitalzertifikat der ZyWALL zu ersetzen.
klicken.

Replace Factory Default Certificate
Use this screen to change the password.

New Password: -

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm: |

5 Das Fenster HOME wird angezeigt.

StandardmaRig befindet sich die ZyWALL im Routermodus. Wenn Sie Routingfunktionen wie NAT, DHCP
oder VPN verwenden méchten, gehen Sie weiter zum nachsten Schritt.

Gehen Sie zu Abschnitt 3, wenn Sie die ZyWALL als eine transparente Firewall verwenden mochten.

19
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6 Prifen Sie die
Netzwerkstatus ZyXEL
tabelle. Wenn der
Status von WAN nicht Sy
Down ist und eine |P- [==mree
Adresse angegeben  EHEiba
ist, gehen Sie zu ADVANCED
Abschnitt 5. s

MAINTENAIICE

HOME

Wenn der Status von i
WAN Down ist (oder
keine IP-Adresse
angegeben ist),
klicken Sie auf
Internet Access
(Internetzugriff) und
konfigurieren Sie mit
Abschnitt 4 WAN.

3 Bridge Modus

Wizards for WAN and ¥PN Quick Setup

Internet Access

Device Information
Systern Name:
Firmware Wersion:
Routing Protocal:
Device Mode:
Firewall:

System Time:

PN

4.00(RD.0)b2 | 07/25/2005

i
Router

Disabled

2005-07-28 03:26:03 GMT

Mernory: m
Sessions: I
etwork Status
AN 100K/Full 172.2323.27 [255.255.255.0 DHCP client Renew
Dial Backup Dawn 0.0.0.0 0.0.0.0 A Dial
= el 100M/Full 192.168.1.1 [255.255.255.0 DHCP server  N/A
1P Alias 1 Disabled 0.0.0.0 0.0.0.0 A A
1P Alias 2 Disabled 0.0.0.0 0.0.0.0 NAA N/
WLAN 11M 10.10.2.1 255.255,255.0 DHCP server  [N/A
DMz 100M/Full 0.0.0.0 0.0.0.0 Static N/
Showe Statistics Showw DHCP Takle I WPN Status

0)

Wenn Sie bei der ZyWALL den Bridge Modus einstellen, funktioniert sie als transparente Firewall. Bei der
ZyWALL wird der Bridge Modus folgendermafien eingestellt:

20
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1 Klicken Sie in der

Navigationsleiste auf
MAINTENANCE (Wartung) General Password TinD'I:t:nd Device Mode F/W Upload BRa:sktuo?'e& Restart
und dann auf Device Mode
(GeratemOdus) Device Mode Router
2 Wahlen Sie Bridge evice | Setup
(tl’anspar‘enter‘ MOdUS) und The ZyWALL restarts autornatically after you change the device mode and click "Apply".
konfigurieren Sie eine R
(statische) IP-Adressen, IP Address (Ses LA snd WAN)
Subnetmaske und eine T Bridge
Gateway-IP-Adresse fir die IP Address
LAN' Und WAN' IP Subnet Mask
. Gat 1P Addi
Schnittstelle der ZyWALL. S
3 K!icken Sie auf Apply Reset |
(Ubernehmen). Die

ZyWALL wird neu gestartet.

4 Einrichten des Internetzugriffs und Produktregistrierung
1 Klicken Sie im Fenster HOME auf die Option Internet Access, um den Assistenten fur den Internetzugriff
aufzurufen.
Geben Sie die Daten fiir den Internetzugriff so ein, wie Sie sie erhalten haben.

Wenn lhnen eine IP-Adresse gegeben wurde, wahlen Sie im Listenfeld IP Address Assignment (IP-
Adressenzuweisung) die Option Static (Statisch) und geben Sie dort die Daten ein.

Hinweis: Je nachdem, was Sie im Feld Encapsulation wahlen, dndert sich die Eingabemaske. Geben
Sie dort die Daten ein, die Sie von Ihrem Internetdienstanbieter oder Netzwerkadministrator
erhalten haben.

Wenn Sie die Eingabe beendet haben, klicken Sie auf Apply (Ubernehmen).

21
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» Ethernet Encapsulation

Konfigurieren Sie Internetzugang in den NETWORK
WAN (Netzwerk-WAN) Fenstern (auf der
Registerkarte WAN).

* PPP over Ethernet or PPTP Encapsulation

WIZARD - Internet Access

ISP Parameters for Internet Access

WAN IP Address Assignment

Wahlen Sie Nailed-Up, wenn die Verbindung dauerhaft aufrecht erhalten werden soll (nur fir FLAT Rates
oder Volumenbasierte Tarife geeignet, nicht fir Zeitabhangige Internettarife).

Wenn die Verbindung nicht dauerhaft stehen soll, miissen Sie bei Idle Timeout (Leerlaufausschaltzeit) eine

Leerlaufausschaltzeit (in Sekunden) festlegen.

WIZARD - Internet Access

ISP Parameters for Internet Access

PFF over Ethernet v |

|

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

WAN IP Address Assignment

22
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2 Klicken Sie auf Next (Weiter), um das Fenster
aufzurufen, in dem Sie lhr ZyWALL mit
myZyXEL.com (ZyXELs Online-
Servicezentrum) registrieren und das
kostenlose Inhaltsfilter-Testprogramm
aktivieren kénnen. Oder Sie klicken auf Skip
(Uberspringen) und dann auf Close
(Schliessen), um das Einrichten des
Internetzugriffs abzuschliessen.

tiv:

You can register ZyWALL on http: e zyxel com and activate "Free Trial" of
Content Filtering serdice on your ZyWALL.

Click "Mext” to activate these senices far FREE.

3 Wenn Sie bei myZyXEL.com bereits ein
Konto haben, wahlen Sie Existing
myZyXEL.com account (Bestehendes
myZyXEL.com-Konto) und geben Sie die
Daten zum Konto ein. Anderenfalls wahlen
Sie New myZyXEL.com account (Neues
myZyXEL.com-Konto) und fiillen Sie die
Felder unten aus, um ein neues Konto zu
offnen und die ZyWALL zu registrieren.
Klicken Sie auf Next (Weiter).

0+ Mew myZy¥EL.com account o Existing myZy»EL.com account

User Name ZywaLL
s (Type username and password fram 6 to
Password 20 characters.)
Confirm Password rarart
E-Mail Address I;ES‘I@ZYXE\ com
Country [Taiwvan =
Back I IMext

4 Warten Sie ab, bis die Registrierung
abgeschlossen ist.

5 Im folgenden Fenster wird angezeigt, wenn die
Registrierung nicht erfolgreich durchgefuhrt
wurde. Klicken Sie auf Return (Zuruck), um
zum Fenster Device Registration (Gerat
registrieren) zurtickzukehren. Priifen Sie noch
einmal Ihre Einstellungen.

Register on myZyXEL.com server in Progress

This may take up to 40 secands, Please wait...

Register Message

You must type a email in the email field!

Return I
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6 Klicken Sie auf Close (Schliessen), um
nach der Registrierung und Aktivierung den

Assistenten zu verlassen. s
Installation is complete

Hinweis: Wenn Sie mit der PIN-Nummer Device Registration:  Registered
(Lizenzschliissel) auf lhrer iCard G
einen Standarddienst aktivieren
modchten, gehen Sie zum Fenster = |

REGISTRATION. Ausfuhrliche
Informationen finden Sie im
Benutzerhandbuch.

5 Firewall

Die ZyWALL wird mit einer sinnvollen Grundkonfiguration ausgeliefert. Eine Anpassung des Regelwerks bei
dem ersten Einsatz ist nicht unbedingt nétig.

Die Firewall die ZyWALL ist so vorkonfiguriert, dass sie Ihr LAN vor Angriffen aus dem Internet schiitzt. Bei
der Standardeinstellung kénnen keine Daten in Ihr LAN.

Wenn Sie die ZyWALL im Routermodus verwenden, fahren Sie mit dem nachsten Abschnitt fort. Weiter mit
dem Bridge Modus geht es in Abschnitt 7.

6 Einstellen der VPN-Regeln

Mit einem VPN-Tunnel (Virtual s o o I ——
Private Network) haben Sie I- Local Network-i Remote Network 1
eine sichere Verbindung zu | R |
Remot

anderen Computern oder | [!_ = Wy Z el L |P89?R°Oiter= — )
Netzwerken. = !—Q‘j_\_ VPN Tunnel NI &= )_,E‘ =
Eine Gateway-Policy i ! QGATEWAY POLICY 4 |
identifiziert an jedem Ende e R |
eines VPN-Tunnels die IPSec-

Router.

In einer Netzwerk-Policy ist
festgelegt, welche Gerate

(hinter den IPSec-Routern)

den VPN-Tunnel benutzen dirfen.

LTI LT L]
Yeveveverveer

NETWORK POLICY
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Diese Abbildung soll die Hauptfelder in den Assistentenfenstern erlautern.

rR:mote Network

© Local Network |

[
=
||
== o _
Local Network |
P Address

Remote
IPSec Rou

VPN Tunnel

Remote Network
— P Address _

« 1/

My ZyWALL Remote — —

Gateway Address

1 Klicken Sie im Fenster HOME (Anfang) auf VPN (mdglicherweise missen Sie die Seite scrollen, um den
Link sichtbar zu machen), um den VPN-Assistenten zu 6ffnen.
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Hinweis: Wenn Sie auf Back (Zurlick) klicken, werden Ihre Einstellungen nicht gespeichert.

2 In diesem Fenster konnen Sie die Gateway-Policy 3 In diesem Fenster kdnnen Sie die Netzwerk-Policy

konfigurieren.

Name: Geben Sie einen eindeutigen Namen ein, um
die Gateway-Policy zu bezeichnen.

Remote Gateway Address (Remote-

Gatewayadresse): Geben Sie die IP-Adresse oder
den Domainnamen des IPSec-Routers ein.

Gateway Policy Propert

[rest

MNarme

Gateway Policy Setting

jonon

My ZyWALL

Remote Gateway Address  [BranchOffice.com

konfigurieren.

Lassen Sie die Markierung im Kontrollfeld Active
(Aktiv).

Name: Geben Sie einen Namen ein, um die
Netzwerk-Policy zu bezeichnen.

Wahlen Sie Single (Eine) und geben eine IP-
Adresse fiir eine einzelne IP-Adresse ein.

Wahlen Sie Range IP (IP-Bereich) und geben Sie
die Anfangs- und End-IP eines bestimmten Bereichs
von |P-Adressen ein.

Wahlen Sie Subnet (Subnetz) und geben Sie eine
IP-Adresse und eine Subnetmaske ein, um die IP-
Adressen eines bestimmten Netzwerk anhand ihrer
Subnetmaske festzulegen.

Network Policy Property

v active
Marne

Network Policy Setting

- Single - Range IP £ Subnet
192 (188 T 1 L 0

Test

Local Hetwork
Starting IP Address

Ending IP Address / Subnet 555 . 255 . 055 . O
Mask

Rermote Metwork " single © Range IP ©* Subnet

Starting IP Address 105 £ 0 F | 5 sl
Ending IP Address / Subnet 25 . 0 . 0 . 0
Mask
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Hinweis: Stellen Sie sicher, dass der Remote-IPSec-Router dieselben Sicherheitseinstellungen
verwendet, die Sie in den zwei folgenden Fenstern festlegen.

Negotiation Mode (Negotiation-Modus): Wahlen Sie Main Mode (Tunnelendpunkte haben fest IP
Adressen) firr den Identitatsschutz. Wahlen Sie Aggressive Mode (Tunnel von Secure Clients zur
ZyWALL), wenn mehrere eingehende Verbindungen von dynamischen IP-Adressen verschiedene Passworter
benutzen sollen.

Hinweis: Wenn mehrere SAs (Security Associations) durch ein Sicherheitsgateway verbunden sind,
missen diese denselben Negotiation-Modus haben.

Encryption Algorithm (Verschliisselungsalgorithmus): Wahlen Sie 3DES oder AES fiir eine starkere
Verschlisselung.

Authentication Algorithm: Wahlen Sie MD5 flr eine minimale Sicherheit oder SHA-1 flr eine héhere
Sicherheit.

Key Group: Wahlen Sie DH2 flr eine héhere Sicherheit.

SA Life Time (SA-Dauer): Legen Sie fest, wie oft die ZyWALL die IKE SA wieder verhandelt (mindestens 180
Sekunden). Eine kurze SA-Dauer erhoht die Sicherheit, bei der Verhandlung wird aber voriibergehend der
VPN-Tunnel getrennt.

Pre-Shared Key: Geben Sie hier 8 bis 31 ASCII-Zeichen (GroR- und Kleinschreibung beachten) oder 16 bis
62 Hexadezimalzeichen ("0-9", "A-F") ein. Setzen Sie einem Hexadezimalschlissel ein "0x” (Null x) voran,
wird dieses nicht als Teil des 16 bis 32 Zeichen langen Schlissels betrachtet.

Encapsulation Mode: Tunnel (Tunnel) ist kompatibel mit NAT, Transport (Transport) nicht.

IPSec Protocol: ESP ist kompatibel mit NAT, AH nicht.

Perfect Forward Secrecy (PFS): None (Keine) ermdglicht ein schnelleres Einrichten des IPSec, DH1 und
DH2 bieten aber mehr Sicherheit.

4 |In diesem Fenster werden die IKE- 5 In diesem Fenster werden die IPSec-Einstellungen
Tunneleinstellungen (Internet Key Exchange) konfiguriert.
konfiguriert.
Encapsulation Made % Tunnel O Transport
. A (: ) ~ . IPSec Protocal * Esp © aH
e A Encryoton lgeribm @ DES © as © apes UL
e 8 S Authentication Algorithm  sHa1  MDS

Key Group & DHL © DH2 34 Life Time 28300 (Seconds)
Perfect Forward Secrecy

A Life Time 26600 (Seconds) (PFS)
Pre-Shared Key fr2sase7a

“ Mone ¢ DH1 © DHz

Back | Next |
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6 Prufen Sie Ihre VPN-Einstellungen. Klicken Sie 7 Klicken Sie beim letzten Fenster auf Close
auf Finish (Fertig stellen), um die Einstellungen (SchlieBen), um die Installation mit dem VPN-
zu speichern. Assistenten abzuschlielen. Fahren Sie mit dem

nachsten Abschnitt fort, um die VPN-Regel zu
aktivieren und eine VPN-Verbindung herzustellen.

Gateway Policy Property

Mame Test
Gateway Policy Setting Congratulations, The VP wizard configuration is

My ZyWwalLL 0.0.0.0 complete. »

Rerote Gateway Address BranchOffice.com Check our exciting range of ZyXEL products at

http: /Y www.zyxel.com

Metwark Policy Property

Active Tes

Marne Test Having ¥PN access problerns?
Nefg,:n;kNp;tl,lfuvrfattmg 1. Werify your settings in this wizard,

Starting [P Address 102.168.1.0 2. If your wizard entries are correct, but still cannot

S 55 255 255.0 access the Internet, then check that your ISP

Remote Network
Starting IP Address 10,0.0.0
Subnet Mask 255.0.0.0

account is active and that the settings vou entered
in the wizard are correct,
3. If you still have problems, please contact
custorner support,
IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By

User Name

Passward i
Hegatiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithrm MDS
kKey Group DH1
SA Life Time 28800 (Seconds)
Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Made
IPSec Protocol ESP
Encryption Algorithm DES
Authentication algorithm SHALl
=4 Life Time 28800 (Seconds)

Perfect Forward Secrecy (PFS)  None

Back | Finish

6.1 Benutzen der VPN-Verbindung

Mit VPN-Tunneln kdnnen Sie Dateien sicher senden und empfangen sowie einen Remotezugriff auf
Firmennetzwerke, Internetserver und E-Mails zulassen. Die Dienste funktionieren so, als waren Sie an einem
Standort und nicht tGber das Internet miteinander verbunden.

Zum Beispiel Iasst die VPN-Regel “test” einen
sicheren Zugriff auf einen Internetserver in einem
Remote-Firmen-LAN zu. Geben Sie die IP-Adresse VPN Rules (IKE) VPN Rules {Manual)| SA Monitor | Global Setting
des Servers (in diesem Beispiell 10.0.0.23) als die
URL lhres Browsers ein. Die ZyWALL baut

automatisch den VPN-Tunnel auf, wenn Sie ihn Local | Remote |- PSec
ncapsulatlon
benutzen mdchten Network Networ hm

192.168.1.0 / 10.0.0. Tunnel |
255.255.255.0:255.0.0.0: ! -SHA1 |

Klicken Sie in der Navigationsleiste auf SECURITY
(SICHERHEIT), VPN und dort auf die Registerkarte
SA Monitor. Dort erscheint eine Liste der
angeschlossenen VPN-Tunnel (der VPN-Tunnel
“test” ist hier oben).

Fefresh Disconnect
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7 Problembeseitigung

Problem

Lésungsmoglichkeit

Es leuchtet keine
der LED-
Anzeigen.

Stellen Sie sicher, dass das Netzteil richtig an die ZyWALL und an eine Netzsteckdose
angeschlossen wurde. Uberpriifen Sie alle Kabelverbindungen.

Wenn die LEDs auch dann nicht leuchten, besteht méglicherweise ein Hardwareproblem. In
diesem Fall sollten Sie sich an lhren Handler wenden.

Aus dem LAN
kann nicht auf die
ZyWALL
zugegriffen
werden.

Uberpriifen Sie die Kabelverbindung zwischen der ZyWALL und dem Computer oder Switch.
Eine ausfuhrliche Beschreibung finden Sie in Abschnitt 1.

Versuchen Sie die ZyWALL mit einem Ping von einem LAN-Computer aus zu erreichen.
Stellen Sie sicher, dass die Ethernetkarte des Computers installiert ist und einwandfrei
funktioniert.

Klicken Sie im Computer auf Start, (Alle) Programme, Zubeh6r und dann auf
Eingabeaufforderung. Geben Sie im Fenster Eingabeaufforderung "ping" gefolgt von der
LAN-IP-Adresse der ZyWALL (192.168.1.1 ist die Standardadresse) ein und driicken Sie
dann auf [ENTER]. Nun sollte die ZyWALL reagieren. Falls nicht, lesen Sie nach unter
Abschnitt 7.1.

Wenn Sei das ZyWALL-Passwort vergessen haben, driicken Sie die RESET -Taste.
Drucken Sie etwa 10 Sekunden lang auf die Taste (oder so lange, bis die PWR-LED blinkt).
Lassen Sie die Taste dann wieder los. Auf diese Weise werden alle Einstellungen der
ZyWALL auf ihre Standardwerte zurlickgesetzt (Passwort: 1234, LAN-IP-Adresse
192.168.1.1 usw.; Detailinformationen hierzu finden Sie im Benutzerhandbuch).

Wenn Sie die LAN- oder WAN-IP-Adresse der ZyWALL vergessen haben, kénnen Sie die IP-
Adresse uber den Konsolenport im SMT einsehen. SchlielRen Sie Ihren Computer mit einem
Konsolenkabel an den Anschluss CONSOLE an. Ihr Computer muss Uber ein
Terminalemulationsprogramm (z.B. HyperTerminal) verfligen, das folgendermassen
eingestellt ist: Anschlussemulation VT100, keine Paritat, 8 Datenbits, 1 Stoppbit, keine
Flusskontrolle, Portgeschwindigkeit 9600 bps.

Ein Zugriff auf das
Internet ist nicht
moglich.

Prifen Sie den Anschluss der ZyWALL an der Ethernet-Buchse mit Internetzugriff. Stellen
Sie sicher, dass das Gerat fur den Internetzugriff (zum Beispiel ein DSL-Modem) einwandfrei
funktioniert.

Klicken Sie in der Navigationsleiste auf WAN und Uberpriifen Sie die Einstellungen.

Es kann keine
VPN-Verbindung
hergestellt
werden.

Stellen Sie sicher, dass die ZyWALL und der Remote-IPSec -Router die gleichen VPN-
Einstellungen verwenden. Klicken Sie in der Navigationsleiste auf VPN , um die erweiterten
Einstellungen zu konfigurieren.

Rufen Sie eine Website auf, um zu Uberprifen, ob die Internetverbindung hergestellt werden
kann.
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7.1 Einrichten der IP-Adresse des Computers

In diesem Abschnitt wird beschrieben, wie Sie lhren Computer einrichten missen, damit er bei Windows
2000, Windows NT und Windows XP eine |IP-Adresse empfangen kann. Nur auf diese Weise kann |hr
Computer mit der ZyWALL kommunizieren.
1 Klicken Sie bei Windows XP auf Start, Systemsteuerung.
Klicken Sie bei Windows 2000/NT auf Start, Einstellungen, Systemsteuerung.
2 Klicken Sie bei Windows XP auf Netzwerkverbindungen.
Klicken Sie bei Windows 2000/NT auf Netzwerk und DFU-Verbindungen.
3 Klicken Sie mit der rechten Maustaste auf LAN-Verbindung und dann auf Eigenschaften.

4 Wahlen Sie Internetprotokoll (TCP/IP) (bei Windows XP auf der Registerkarte Allgemein) und klicken
Sie auf Eigenschaften.

5 Das Fenster Eigenschaften von Internetprotokoll
(TCP/IP) erscheint (bei Windows XP auf der
Registerkarte Allgemein). Wahlen Sie IP-Adresse

Internet Protocol {TCP/IP) Properties ﬂﬂ

General

*f'ou can get |P zettings assigned automatically if your network, supports

automatisch beziehen und DNS-Serveradresse
automatisch beziehen.

6 Klicken Sie auf OK, um das Fenster Eigenschaften
von Internetprotokolle (TCP/IP) zu schlielRen.

this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5" Obtain an IF address automaticall ]

—" Use the following IP address:

7 Klicken Sie auf SchlieBen (bei Windows 2000/NT auf S
OK), um das Fenster Eigenschaften von LAN- [
Verbindung zu schlief3en. e

8 SchlielRen Sie das Fenster Netzwerkverbindungen.

[ ' Obtain DNS server address automatically ]

— Use the following DNS server addresses —————————————————
Advanced... |

el

Breferred DS senver

Alternate DS server:

Cancel |

Schritte zum Ansehen der Produktzertifizierung(en)
1 Besuchen Sie www.zyxel.com.
2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben mdchten.
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Vista previa

El Zywall 2 Plus es un cortafuegos con soporte de VPNs, gestidon de ancho de banda, filtrado de contenidos y
muchas otras caracteristicas. Puede usarlo como cortafuegos transparente sin reconfigurar su red ni
configurar las caracteristicas de enrutamiento de ZyWALL. Esta guia cubre las conexiones iniciales y
configuracion necesaria para comenzar a usar el ZyWALL en su red.

Vea la Guia del usuario para mas informacién sobre todas las caracteristicas.

Puede que necesite su acceso a Internet para mas informacion.

LAN WAN
LAN '
] H m
( Internet e \?L i i
\L/\J [-_‘T) & - i
\l—‘--cct/emet ¥ E——
e—= \_)
Esta guia esta dividida en las siguientes secciones.
1 Conexiones del hardware 5 Cortafuegos
2 Acceso al configurador Web 6 Configuracion de reglas VPN
3 Modo puente (bridge) 7 Solucién de problemas
4 Configuracién del acceso a Internet y registro del
producto
1 Conexiones del hardware
Necesita lo siguiente.
ZyWALL Ordenador Cables Ethernet adaptador de
corriente
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Realice lo siguiente para crear conexiones de hardware para la configuracion inicial.

. oo L

MESET L LAN10M100M ————'  WAN10/100M

L

1 Utilice un cable Ethernet para conectar un puerto LAN a un ordenador.

2 Use un cable Ethernet para conectar el puerto WAN a un dispositivo Ethernet con acceso a Internet.
—g i — W__E_u [=]
L= =1 8 /A A A A 8 8 [°>°°1;1
PWR ACT 1 2 3 4 10/100M WALL 2 Plus
‘l zyXEL ————— LAN 10/100M WAN mm%zv'rsmnmmm |
|
_J
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Nota: Utilice el cable de consola azul si desea conectar el puerto CONSOLA a su ordenador. Utilice el
cable de dial backup (apoyo de marcado) si desea conectar el puerto DIAL BACKUP a un

maodem analdgico.

3 Use el adaptador de corriente incluido para conectar el zécalo de alimentacion (en el panel posterior) a

una toma de corriente.

4 Mire al panel frontal. EI LED PWR se encendera. Los LEDs ACT, LAN, y WAN se encenderan y
permaneceran encendidos si las conexiones correspondientes se han realizado correctamente.

2 Acceso al configurador Web

Use esta seccion para configurar la interfaz WAN para el acceso a Internet.

1 Abra su explorador de web. Introduzca
192.168.1.1 (la direccién IP predeterminada del
ZyWALL) como direccién.

Si no aparece la pantalla de acceso, vea Seccion
7.1 para ajustar la direccion IP de su ordenador.

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1

3 Cambie la contrasefia de acceso introduciendo

una nueva contrasefia y haciendo clic en Apply
(Aplicar).

Use this screen to change the password.

New Password:

Retype to Confirm: |

Ignore

5 Aparecera la pantalla HOME (Inicio).

2 Haga clic en Login (acceso) (la contrasefia
predeterminada 1234 ya esté introducida).

ZyWALL 2 Plus

Enter Password and click Login.

4 Haga clic en Apply (Aplicar) para reemplazar el
certificado digital predeterminado de ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

El ZyWALL esta en modo router por defecto. Contintie en el siguiente paso si desea usar caracteristicas

de enrutamiento como NAT, DHCP y VPN.
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Vaya a Seccion 3 si prefiere usar el ZyWALL como cortafuegos transparente.

6 Compruebe la tabla
Network Status ZyXEL
(estado de la red). Si

nee (7)

HOME
el estado de WAN no [
es Down (Caldo) Yy NETWORK = Wizards for WAN and ¥PN Quick Sctup
hay una direccioén |P, SECURITY = VPN
vaya a Seccion 5. ADYANCED @ TR T

LOGS System Name:
Si el estado de la FAINTERIICE Firmware Wersion: Y4.00(KD.0)b2 | 07/25/2005
WAN es Down LoGoUT ZDUtingP:r:m‘m‘: : .
(caido) (O no hay una Firewall: Disabled
direccion IP), haga clic Systern Time: Z005-07-28 D3:26:03 GMT

H

en Internet Access e %”

(acceso a Internet) y
use Seccion 4 para

Network Status

configurar WAN.

WAN 100M/Full 172.23.23.27 255,255 ,255.0 DHCP client Renew
Dial Backup Down 0.0.0.0 0.0.0.0 h/A Dial
[ LAN 100M/Full 192.168.1.1 255,255,255.0 DHCP server  N/A

IF Alias 1 Disabled 0.0.0.0 0.0.0.0 /A Lz

IP Alias 2 Disabled 0.0.0.0 0.0.0.0 h/A /A
T 11M 10.10.2.1 255,255.255.0 DHCP server  [N/a
DMz 100mM/Full 0.0.0.0 0.0.0.0 Static LIz

Showy Statistics Show DHCP Table WPh Status

3 Modo puente (bridge)

Cuando configura el ZyWALL en modo puente, funciona como un cortafuegos transparente. Haga lo siguiente
para configurar el ZyWALL en este modo bridge.
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1 Haga clic en
MAINTENANCE
(Mantenimiento) en e| General Password Ti';:t‘;"d Device Mode F/w Upload B;::(t"l]f_e& Restart
panel de navegacion y DrrentDEyIcE
|Uego en DeVice MOde Device Mode Router
(Modo de Dispositivo).
2 SeIeCCiOne Brldge The ZywalLL restarts autornatically after you change the device mode and click "apply".
(Puente) y configure una e
mascara de subred de IP Address (See LAl and WAN)
direccion IP (estatica) y  Bridge
una direccion IP de puerta I8 s
de enlace para las Bl
interfaces LAN y WAN

del ZyWALL. B

3 Haga clic en Apply
(Aplicar). EI ZyWALL se
reiniciara.

Gateway [P Address

4 Configuracién del acceso a Internet y registro del producto

1 Haga clic en Internet Access (Acceso a Internet) en la pantalla HOME (INICIO) para abrir el asistente para
el acceso a Internet.
Introduzca la informacién del acceso a Internet exactamente como se le ha dado.

Si se le ha dado una direccion IP para usarla, seleccione Static (Estatica) en el cuadro desplegable IP
Address Assignment (Asignacion de direccion IP) e introduzca la informacion facilitada.

Nota: Los campos varian dependiendo de lo que seleccione en el campo Encapsulation
(Encapsulacion). Rellénelos con la informacion facilitada por el ISP o el administrador de

redes.

Haga clic en Apply (Aplicar) cuando haya terminado.
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* Encapsulacion Ethernet

WIZARD - Internet Access
Configure un servicio Roadrunner en las pantallas
WAN de NETWORK (red) (use |a pestaﬁa WAN). ISP Parameters for Internet Access

WAN IP Address Assignment

» Encapsulaciéon PPP sobre Ethernet o PPTP

Seleccione Nailed-Up (Forzada) cuando desee que su conexion esté arriba todo el tiempo (esto puede
resultar caro si su ISP le cobra por el tiempo de uso de Internet en lugar de una cuota fija mensual).

Para no tener una conexion arriba todo el tiempo, especifique un periodo de tiempo en espera (en segundos)
en Idle Timeout (Temporizador de inactividad).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

FPP aver Ethernet ¥ |

4
r

o |
fioo

PPTP Configuration

WAN IP Address Assignment

WAN IP Address Assignment
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2 Haga clic en Next (Siguiente) para mostrar la
pantalla donde podra registrar ZyWALL con
myZyXEL.com (centro de servicios en linea
de ZyXEL) y activar la aplicacion gratuita de
prueba de filtrado de contenidos. En caso
contrario, haga clic en Skip (Saltar) y luego
en Close (Cerrar) para completar la
configuracion de acceso a Internet.

You can register ZyWALL on http: e zyxel com and activate "Free Trial" of
Content Filtering serdice on your ZyWALL.

Click "Mext” to activate these senices far FREE.

Nexd

3 Si ya tiene una cuenta en myZyXEL.com,
seleccione Existing myZyXEL.com
account (Cuenta myZyXEL.com
existente) e introduzca la informacion de
la cuenta. En caso contrario, seleccione
New myZyXEL.com account (Nueva
cuenta myZyXEL.com) y rellene los
campos de abajo para crear una nueva
cuenta y registrar su ZyWALL. Haga clic
en Next (Siguiente).

= New myZy¥EL.com account

o Existing myZy»EL.com account

User Name ZyBLL
e e prot
Password B
Confirm Password et
E-Mail Address ﬁeﬁ@zyxe\ COMm
Country Talwan =l
Back I Next

4 Espere a que el progreso del registro finalice.

5 La pantalla siguiente muestra si el registro no ha
tenido exito. Haga clic en Return (Volver) para
regresar a la pantalla Device Registration
(Registro del dispositivo) y comprobar su
configuracion.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

Register Message

You must type a email in the email fisld!

Return l
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6 Haga clic en Close (Cerrar) para salir de la
pantalla del asistente cuando se hayan

realizado el registro y la activacion. 7
Installation is complete

Nota: Si desea activar un servicio estandar con Device Registration:  Registered
el numero de PIN de su iCard (clave de Sratetbltenag SR
licencia), utilice la pantalla
REGISTRATION Service (Servicio del =3

REGISTRO). Consulte la guia del usuario
para mas detalles.

5 Cortafuegos

Puede usar el ZyWALL sin configurar el cortafuegos.

El cortafuegos del ZyWALL esta preconfigurado para proteger su LAN de ataques desde Internet. Por
defecto, no puede entrar ningun trafico en su LAN a menos que se haya generado una peticion en la LAN
antes.

Si usa el ZyWALL en modo enrutador, contintie con la siguiente seccion. Para el modo puente, vaya a
Seccion 7.

6 Configuracion de reglas VPN

Un tanel VPN (Virtual Private [ e o e
Network - Red Privada Virtual) I‘“Lzam?.,\?rri I IRemote Network

le ofrece una conexién segura | [i I Remote |

a otro ordenador o red. | i Ml ZyWiaLL IPSac Router] =

Una politica de puerta de |- rj) \rsm— ALLRCLL \ﬁ L"_\,é_-a
enlace identifica a los i ! AGATEWAY PoOLICY 4

enrutadores IPSec en ambos e e e e e e e H £ L——————

=
l ARRARNARREARRANNANRAREAAR

extremos del tunel VPN.

Una politica de red especifica
qué dispositivos (detras de los
enrutadores |IPSec) pueden
usar el tunel VPN.

[LLLITI I ]
Yvavavevevevy

NMETWORK POLICY
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Esta figura ayuda a explicar los campos principales en las pantallas del asistente.

T Do Network | lRemote Network
| - I Remote | - |
| = I IPSec Rou == I
|l G5 VPN Tunnel U 5 I
| r—= N _ * |
L(I)Igi gldetwork | /A | Remote Network |
e A A S il Remote e lAddress __1

My, ZyWALL Gateway Address

1 Haga clic en VPN en la pantalla HOME (Inicio) (puede que necesite desplazar arriba para ver el enlace)
para abrir el asistente para VPN.
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Nota: Su configuracién no se grabara cuando haga clic en Back (Atras).

2 Use esta pantalla para configurar la politica de la

puerta de enlace.

Name (Nombre): Introduzca un nombre para
identificar la politica de la puerta de enlace.
Remote Gateway Address (Direccion de puerta

de enlace remota): Introduzca la direccion IP o
nombre del dominio del enrutador IPSec remoto.

Gateway Policy Property

Name ITest
Gateway Policy Setting
My ZyWALL jpnan

Remote Gateway Address |Elranch0flice com

Iext

3 Use esta pantalla para configurar la politica de la

red.

Deje la casilla de verificacion Active (Activa)
seleccionada.

Name (Nombre): Introduzca un nombre para
identificar la politica de la red.

Seleccione Single (Una) e introduzca la direccién IP
para una Unica direccion IP.

Seleccione Range IP (Rango IP) e introduzca las
direcciones IP inicial y final para un rango especifico
de direcciones IP.

Seleccione Subnet (Subred) e introduzca la
direccion IP y la mascara de subred para especificar
las direcciones IP en una red por su mascara de
subred.

Network Policy Property

I active
Narne

Network Policy Setting

" single T Range IP * Subnet
192 186 . 1 . 0

[Teat

Local Network
Starting IP Address

Er;dswqu IP Address / Subnet  [Soo oec 255 o

Remote Network © single " Range IP © Subnet

Starting IP Address i0 . 0 . o0 . 0
Ending IP Address / Subnset 955 .0 . 0 . 0
Mask
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Nota: Compruebe que el enrutador IPSec usa la misma configuracion de seguridad que la que
configurara en las siguientes dos pantallas.

Negotiation Mode (Modo de negociacion): Seleccione Main Mode (Modo principal) para la proteccion de
la identidad. Seleccione Aggressive Mode (Modo agresivo) para permitir que mas conexiones entrantes
desde direcciones IP dinamicas usen contrasefas separadas.

Nota: SAs (asociaciones de seguridad) multiples conectadas a través de una puerta de enlace segura
deben tener el mismo modo de negociacion.

Encryption Algorithm (Algoritmo de cifrado): Seleccione 3DES o AES para un cifrado mas fuerte (y mas
lento).

Authentication Algorithm (Algoritmo de autenticacion): Seleccione MD5 para una seguridad minima o
SHA-1 para una mayor seguridad.

Key Group (Grupo de claves): Seleccione DH2 para una mayor seguridad.

SA Life Time (Temporizador de SA): Ajuste la frecuencia con que ZyWALL negocia la IKE SA (minimo 180
segundos). Una vida de SA corta aumenta la seguridad, pero la negociacién desconecta temporalmente el
tunel VPN.

Pre-Shared Key (Clave pre-compartida): Use 8 a 31 caracteres ASCII sensibles a mayusculas o 16 a 62
caracteres hexadecimales ("0-9", "A-F"). Precede una clave hexadecimal con un "0x” (cero x), que no cuenta
como parte del rango de caracteres 16 a 62 para la clave.

Encapsulation Mode (Modo de encapsulacion): Tunnel (Tunel) es compatible con NAT, Transport
(Transporte) no lo es.

IPSec Protocol (Protocolo IPSec): ESP es compatible con NAT, AH no lo es.

Perfect Forward Secrecy (PFS): None (Ninguno) permite una configuracion IPSec mas rapida, pero DH1 y
DH2 son el modo seguro.

4 Use esta pantalla para establecer la configuraciéon 5 Use esta pantalla para establecer la configuracion
de tunel IKE (Internet Key Exchange - Intercambio IPSec.

de Claves de Internet).

Encapsulation Made & Tunnel T Transport

IPSec Protacol “ Esp O aH

Encryption algorithrm * pEs © aEs O 3DES 7 mMULL
Authentication Algorithm & sHAL  MDS

SA Life Time 28800 (Seconds)

Perfect Forward Secrecy
=4 Life Time 28600 (Seconds) (PFS)

Hegotiation Mode ' Main Mode O Aggressive Made
Encryption Algorithm  DES ¢ AES ¥ 3DES
Authentication Algorithm sHa1 * MDS

Key Group @ pH1 T DHZ
© Hone ¢ DH1 ¢ DHZ

Pre-Shared Key [12345678

Beck | et |
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6 Compruebe su configuracion VPN. Haga clic en
Finish (Finalizar) para guardar la configuracion.

Gateway Policy Proparty

Mame Test
Gateway Policy Setting
My ZyWALL 0.0.0.0

Remote Gateway Address Branchoffice .com
Metwark Policy Property

Active Tes

Mame Test
Hetwork Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remnote Network

Starting IP Address

Subnet Mask

255.255.255.0

10,000
255.0.0.0

IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By
User Name
Password

Hegatiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS

Key Group H1

SA Life Time 28800 (Seconds)

Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication &lgorithm
S5A Life Time
Perfect Forward Secrecy [PFS)

Tunnel Mode
ESP
BES:

HAt
23800 (Seconds)
None

Back | Finish

6.1 Usar la conexion VPN

7 Haga clic en Close (Cerrar) en la pantalla final
para completar la configuracién del asistente para
VPN. Continue con la siguiente seccién para
activar la regla VPN y establecer una conexién
VPN.

Congratulations, The VPM wizard configuration is
complete.

Check our exciting range of ZyXEL products at
http: /Y www.zyxel.com

Having ¥PM access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings vou entered
in the wizard are correct,

3. If you still have problems, please contact
custorner support,

Close

Use tuneles VPN para enviar y recibir archivos con seguridad y permitir el acceso remoto a redes

corporativas, servidores de web y correo electrénico.

oficina en lugar de estar conectado a Internet.

Los servicios funcionan igual que si estuviese en la

Por ejemplo, la regla VPN “test” (prueba) permite
un acceso seguro a un servidor web en una LAN
corporativa remota. Introduzca la direccién IP del
servidor (10.0.0.23 en este ejemplo) como URL
en su explorador. El ZyWALL construye
automaticamente un tunel VPN cuando intenta
usarlo.

Haga clic en SECURITY (SEGURIDAD), VPN en el
panel de navegacion y luego en la ficha SA
Monitor (monitor SA) para mostrar una lista de
los tuneles VPN conectados (el tunel VPN “test”

VPN Rules (IKE) YPN Rules (Manual)

L Local Remote

SA Monitor Global Setting

.| IPSec |
Encapsulation| 5
: ithm|

= [192.168.1.0 / 10.0.0.0 /| et [FBE DES-
ii 1255.255.255.01255.0.0.0 | -SHA1 |
Eefresh Disconnect

(prueba) esta aqui).
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7 Solucién de problemas

Problema

Solucion

Ninguno de los

Asegurese de haber conectado el adaptador de corriente al ZyWALL y si lo ha enchufado

LEDs se en una fuente de alimentacién apropiada. Compruebe todas las conexiones de los cables.

enciende. Si los LEDs todavia no se encienden, puede que tenga un problema de hardware. En este
caso, deberia contactar con su vendedor local.

No se puede Compruebe la conexién de cables entre el ZyWALL y su ordenador o hub. Consulte Seccion

acceder al 1 para mas detalles.

ZyWALL desde la
LAN.

Realice un ping al ZyWALL desde un ordenador LAN. Compruebe que la tarjeta Ethernet de
su ordenador esté instalada y funcione correctamente.

En el ordenador, haga clic en Inicio, (Todos los) programas, Accesorios y luego en
Simbolo del sistema. En la ventana del Simbolo del sistema, escriba "ping" seguido por la
direccion IP LAN del ZyWALL (192.168.1.1 es la predeterminada) y pulse [ENTRAR]. El
ZyWALL deberia responder. En caso contrario, consulte Seccién 7.1.

Si ha olvidado la contraseia del ZyWALL, use el botén RESET . Mantenga pulsado el botdn
durante unos 10 segundos (o hasta que el LED PWR comience a parpadear), a continuacion
suéltelo. Esto devolvera al ZyWALL la configuracion predeterminada de fabrica (la
contrasefia es 1234, direccion IP LAN 192.168.1.1 etc.; vea la Guia del usuario para mas
detalles).

Si ha olvidado la direccién IP LAN o WAN del ZyWALL puede comprobar la direccion IP en
la SMT a través del puerto consola SMT. Conecte su ordenador al puerto CONSOLE
(Consola) usando un cable de consola. Su ordenador deberia tener un programa de
comunicaciones de emulacién de terminales (como HyperTerminal) ajustado a la emulacion
del terminal VT100, sin paridad, 8 bits de datos, 1 bit de parada, sin flujo de control y una
velocidad de puerto de 9600 bps.

No puedo acceder

Compruebe la conexion del ZyWALL a la clavija Ethernet con acceso a Internet. Compruebe

a Internet. si el dispositivo de puerta de enlace de Internet (como un médem DSL) funciona
correctamente.
Haga clic en WAN en el panel de navegacion para verificar su configuracion.

No puedo Compruebe si el ZyWALL y el enrutador IPSec usan la misma configuracion VPN. Haga clic

establecer una
conexion VPN.

en VPN en el panel de navegacion para establecer la configuracion avanzada.

Acceda a un sitio web para comprobar si tiene una conexion a Internet correcta.

7.1 Configurar la direccién IP de su ordenador

Esta seccion le explica como configurar su ordenador para recibir una direccion IP en Windows 2000,
Windows NT y Windows XP. Esto asegura que su ordenador pueda conectarse con su ZyWALL.

1 En Windows XP, haga clic en Inicio, Panel de control.
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En Windows 2000/NT, haga clic en Inicio, Configuracion, Panel de control.

2 En Windows XP, haga clic en Conexiones de red.

En Windows 2000/NT, haga clic en Conexiones de red y marcacion.
3 Haga clic con el botdn derecho en Conexién de area local y haga clic en Propiedades.
4 Seleccione Protocolo Internet (TCP/IP) (en la ficha General en Windows XP) y haga clic en

Propiedades.

5 Se abrira la pantalla Propiedades de Protocolo
Internet TCP/IP (la ficha General en Windows XP).
Seleccione las opciones Obtener una direccion IP
automaticamente y Obtener la direcciéon del
servidor DNS automaticamente.

6 Haga clic en Aceptar para cerrar la ventana
Propiedades de Protocolo Internet (TCP/IP).

7 Haga clic en Cerrar (Aceptar en Windows 2000/NT)
para cerrar la ventana Propiedades de conexiéon de
area local.

8 Cierre la pantalla Conexiones de red.

Internet Protocol (TCP/IP) Properties

General

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

l(: Obtain an IF address automatically ]
— Use the following IP address:

21|

1P address; I . : :
Subret mask: I : i :
Default gateway: | 5 : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:
Ereferred DHE server:

Alternate DMS server:

Advanced... |

[

Cancel |

Procedimiento para ver la(s) certificacion(es) del producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL para ir a la pagina de ese

producto.

3 Seleccione la certificacion que desee visualizar en esta péagina.
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Présentation

Le ZyWALL 2 Plus est un pare-feu avec VPN, gestion de bande passante, filtrage de contenu, antispam,
antivirus, détection et protection contre les intrusions (IDP) et de nombreuses autres fonctionnalités. Vous
pouvez l'utiliser comme un pare-feu transparent et ne pas reconfigurer votre réseau ni configurer les
fonctionnalités de routage du ZyWALL. Ce guide couvre les connexions initiales et la configuration nécessaire
pour commencer a utiliser le ZyWALL dans votre réseau.

Voir le Guide de I'utilisateur pour plus d'informations sur toutes les fonctionnalités.

Vous aurez peut-étre besoin de vos informations d'accés a Internet.

BEDDEERDS — VPN
WAN
LAN ﬁ ! O
( Internet S e Sl |
[ s | |
~ L= rd ==
\l—‘--cct/emet 1____\_
~
Ce guide est divisé en sections comme suit.
1 Connexions matérielles 5 Pare-feu
2 Accéder au Configurateur Web 6 Installation de la régle VPN
3 Mode Pont 7 Dépannage
4 Installation de I'accés a Internet et inscription du
produit
1 Connexions matérielles
Vous avez besoin des éléments suivants.
ZyWALL Ordinateur Cables Adaptateur

Ethernet d'alimentation

2 3 4 107100m ZyWALL2Plus |
LaN10/100M AN INTERNET SECURITY APRINYGE
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Procédez comme suit pour effectuer les connexions matérielles pour l'installation initiale.

. oo L

MESET L LAN10M100M ————'  WAN10/100M

L

1 Utilisez un cable Ethernet pour connecter un port LAN a un ordinateur.

2 Utilisez un autre (ou d'autres) cable Ethernet pour connecter le port WAN a une prise Ethernet avec acces
a Internet.
—g f fa—— W__E_I—l [=]
It =" s g AR A A B/ /8 [1°°°19
PWR ACT 1 2 3 4 10/100M WALL 2 Plus

‘| zyXE" ————— LAN 10/100Mm WAN mrmfzrsm.lmvmm |
|

J
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Remarque : Utilisez le cable de console bleu si vous voulez connecter le port CONSOLE a votre

ordinateur. Utilisez le cable d'accés de secours (noir) si vous voulez connecter le port DIAL
BACKUP (ACCES DE SECOURS) a un modem analogique.

3 Utilisez le adaptateur d'alimentation pour connecter la prise d'alimentation (sur le panneau arriére) a une

prise de courant.

4 Regardez le panneau avant. La LED PWR s'allume. Les LED ACT, LAN, et WAN s'allument et restent
allumées si les connexions correspondantes sont effectuées correctement.

2 Accéder au Configurateur Web

Utilisez cette section pour configurer l'interface WAN pour l'accés a Internet.

1 Lancez votre navigateur web. Entrez 192.168.1.1
(I'adresse IP par défaut du ZyWALL) comme
adresse.

Si I'écran de connexion n'apparait pas, voyez la
Section 7.1 comment définir I'adresse IP de votre
ordinateur.

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

3 Changez le mot de passe d'ouverture de session
en entrant un nouveau mot de passe et cliquez sur
Apply (Appliquer).

Use this screen to change the password.

New Password:

Retype to Confirm:

Ignore

5 L'écran HOME (ACCUEIL) s'ouvre.

2 Cliquez sur Login (Ouverture de session) (le
mot de passe par défaut 1234 est déja entré).

ZyWALL 2 Plus

Enter Password and click Login.

Password:

4 Cliquez sur Apply (Appliquer) pour remplacer le
certificat numérique par défaut du ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Ignore

Par défaut, le ZyWALL est en mode routeur. Suivez I'étape suivante si vous voulez utiliser les
fonctionnalités de routage telles que NAT, DHCP et VPN.
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Allez a la Section 3 si vous préférez utiliser le ZyWALL comme un pare-feu transparent.

6 Reportez-vous au
tableau d'Network
Status (Etat du
Réseau). Si I'état
WAN n'est pas
Désactivé et qu'ily a
une adresse IP, allez
a la Section 5.

Si I'état WAN est
Désactivé (ou s'il n'y
a pas d'adresse |IP),
cliquez sur Internet
Access (Accés
Internet) et passez a
la Section 4 pour
configurer WAN.

3 Mode Pont

'vXEL

HOME
REGISTRATION
NETWORK
SECURITY =

ADYENCED B

LOGS

MAINTENANCE

LOGOUT

Wizards for WAN and ¥PN Quick Setup

Internet Access

Device Information

Systern Name:
Firmware Wersion:
Routing Protocal:
Device Mode:
Firewall:

System Time:

PN

4.00(RD.0)b2 | 07/25/2005

i
Router
Disabled

2005-07-28 03:26:03 GMT

Mernory: m
Sessions: I
Network Status
AN 100K/Full 172.2323.27 [255.255.255.0 DHCP client Renew
Dial Backup Dawn 0.0.0.0 0.0.0.0 A Dial
= el 100M/Full 192.168.1.1 [255.255.255.0 DHCP server  N/A
1P Alias 1 Disabled 0.0.0.0 0.0.0.0 A A
1P Alias 2 Disabled 0.0.0.0 0.0.0.0 NAA N/
WLAN 11M 10.10.2.1 255.255,255.0 DHCP server  [N/A
DMz 100M/Full 0.0.0.0 0.0.0.0 Static N/
Showe Statistics Showw DHCP Takle I WPN Status

0)

Quand vous paramétrez le ZyWALL en mode pont, il fonctionne comme un pare-feu transparent. Procédez
comme suit pour paramétrer le ZyWALL en mode pont.
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1 Cliquez sur
MAINTENANCE dans le

panneau de navigation et General Password Tirgn;taend Device Mode F/w Upload B;::t‘::‘:'e& Restart
ensuite sur le Device 'CUFFERE DEVICE Mads.
MOde (Mode Device Made Router
Périphérique). p
2 SéleCtiOnneZ Brldge The ZyWALL restarts automnatically after vou change the device mode and click "apply".
(Pont) et configurez une & Routsr
d'adresse IP (statique) de IGeddes (Genriiendeny
masque de sous-réseau et € Bridgs

IP Address

une adresse IP de
passerelle pour les
interfaces LAN et WAN du

ZyWALL EI

3 Cliquez sur Apply
(Appliquer). Le ZyWALL
redémarre.

IP Subnet Mask

Gateway IP Address

4 Installation de I'accés a Internet et inscription du produit
1 Cliquez sur Internet Access (Access Internet) sur la page dHOME (ACCUEIL) pour ouvrir I'assistant
d'accés a Internet.
Entrez les informations d'accés a Internet exactement telles qu'elles vous ont été fournies.

Si vous avez recu une adresse IP a utiliser, sélectionnez Static (Statique) dans la boite de la liste déroulante
d'IP Address Assignment (Attribution d'adresse IP) et saisissez les informations fournies.

Remarque: Les champs varient en fonction de ce que vous sélectionnez dans le champ
Encapsulation. Remplissez-les avec les informations fournies par I'l|SP ou
I'administrateur réseau.

Cliquez sur Finish (Terminer) quand vous avez terminé
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* Encapsulation Ethernet

Configurer un service Roadrunner dans les écrans
du NETWORK WAN (utilisez I'onglet WAN).

* PPP over Ethernet ou PPTP Encapsulation

WIZARD - Internet Access

ISP Parameters for Internet Access

WAN IP Address Assignment

Sélectionnez Nailed-Up quand vous voulez que votre connexion soit toujours active (cela peut étre cher si
votre ISP vous facture pour votre temps d'utilisation a la place d'un abonnement mensuel).

Pour ne pas avoir la connexion constamment active, spécifiez un délai d'inactivité (en secondes) dans Idle

Timeout (Délai d'inactivité).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPF aver Ethernet

[

|
100

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

i

PPTP Configuration

WAN IP Address Assignment
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2 Cliquez sur Suivant pour afficher I'écran ou
vous pouvez inscrire votre ZyWALL avec
myZyXEL.com (Centre de services en ligne
de ZyXEL) et activer I'application d'évaluation
gratuite de filtrage de contenu. Vous pouvez
aussi cliquer sur Skip (Passer) et ensuite sur
Close (Fermer) pour terminer l'installation de
I'accés a Internet.

You can register ZyWALL on http: e zyxel com and activate "Free Trial" of
Content Filtering serdice on your ZyWALL.

Click "Mext” to activate these senices far FREE.

Nexd

3 Si vous avez déja un compte sur
myZyXEL.com, sélectionnez Existing
myZyXEL.com account (Quitter mon
compte myZyXEL.com) et entrer les
informations du compte. Vous pouvez
aussi sélectionner New myZyXEL.com
account (Nouveau compte
myZyXEL.com) et remplir les champs ci-
dessous pour créer un compte et
enregistrer votre ZyWALL. Cliquez sur
Next (Suivant).

= New myZy¥EL.com account o Existing myZy»EL.com account

User Name ZyBLL
e e prot
Password B
Confirm Password et
E-Mail Address ﬁeﬁ@zyxe\ COMm
Country Talwan =l
Back I Next

4 Attendez que l'enregistrement soit terminé.

5 Les écrans suivants s'affichent si
I'enregistrement a échoué. Cliquez sur Return
(Retour) pour retourner a I'écran Device
Registration (Inscription matériel) et vérifier
vos parametres.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

Register Message

“fou must type a email in the email field!

Return l
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6 Cliquez sur Close (Fermer) pour quitter
I'assistant quand l'inscription et I'action sont
effectuées.

Remarque: Si vous voulez activer un
service standard avec le

Device Registration:

Installation is complete

Registered

Cantent Filtering : Enabled

numéro PIN de votre iCard (clé
de licence), utilisez I'écran de

Clozse

REGISTRATION Service
(Service d'INSCRIPTION). Voir
le guide de I'utilisateur pour les détails.

5 Pare-feu

Vous pouvez utiliser le ZyWALL sans configurer le pare-feu.

Le pare-feu du ZyWALL est préconfiguré pour protéger votre LAN contre les attaques provenant d'Internet.
Par défaut, aucun trafic ne peut pénétrer dans votre LAN a moins qu'une requéte ne soit tout d'abord générée

sur le LAN.

Si vous utilisez le ZyWALL en mode routeur, suivez la section suivante. Pour le mode pont, passez a la

Section 7.

6 Installation de la regle VPN

Un tunnel VPN (Virtual Private
Network) vous offre une
connexion sécurisée a un autre
ordinateur ou réseau.

Une stratégie de passerelle
identifie les routeurs IPSec aux
extrémités d'un tunnel VPN.

Une stratégie de réseau
spécifie les périphériques
(derriére les routeurs IPSec)
pouvant utiliser le tunnel VPN.

——— — — —

Local Network

I s

| [- = Wy 7 AL
[
|

]
T e e e e e e i

_—_——_q
lEemote Netw ork

]
R emote I -
IPSecRouter | = 1
VPN Tunne \— —ﬁ’f)—,i

nﬂa@

AG;‘-‘«TEWAY POLICY A

[
I
[
[
I
I
L

H
ARRARNARREARRANNARRAREAAR

NETWORK POLICY

LTI LT L]
Yeveveverveer
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Cette figure aide a expliquer les champs principaux dans les écrans de I'assistant.

T Do Network | lRemote Network

| - I Remote | I

| == | IPSec Router | |

|l G5 VPN Tunnel L I

: sl N _ * |

l_ L(I)Igi gldetwork | /A | Remote Network |
e Remote I Address _ 1

My, ZyWALL Gateway Address

1 Cliquez sur VPN dans I'écran d'HOME (ACCUEIL) (vous devrez peut-étre faire défiler vers le haut pour
voir les liens) pour ouvrir I'assistant VPN.
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Remarque: Vos parameétres ne sont pas enregistrés quand vous cliquez sur Back (Retour).

2 Utilisez cet écran pour configurer la stratégie de
passerelle.
Name(Nom): Entrez un nom pour identifier la
stratégie de passerelle.
Remote Gateway Address (Adresse de

passerelle distante): Entrez I'adresse IP ou le nom
de domaine du routeur IPSec distant.

Gateway Policy Propert

rest

Mame

Gateway Policy Setting

jnnan

My 2y ALL

Remote Gateway Address |Elranch0|fice com

et

3 Utilisez cet écran pour configurer la stratégie de
réseau.

Laissez la case a cocher Active sélectionnée.

Name (Nom): Entrez un nom pour identifier la
stratégie de réseau.

Sélectionnez Single (Unique) et entrez une adresse
IP pour une adresse IP unique.

Sélectionnez Range IP (Plage d'IP) et saisissez les
adresses |IP de début et de fin pour une plage
d'adresses IP spécifique.

Sélectionnez Subnet (Sous-réseau) et saisissez
une adresse IP et un masque de sous-réseau pour
spécifier les adresses IP sur le réseau par leur
masque de sous-réseau.

Network Policy Propert

¥ active

Name

[Test

Network Policy Setting

" single © Range IP * Subnet
192 . 1668 . 1 o

Local Network
Starting IP Address

Ending IP Address / Subnet

Mask 25

. 255 285 .0

Remote Network " zingle " Range IP ' Subnet

Starting IP Address 10 . o o

Ending [P Address / Subnet

Mask 285

a o o
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Remarque: Vérifiez que le routeur IPSec distant utilise les mémes parameétres de sécurité que ceux
que vous configurez dans les deux écrans suivants.

Negotiation Mode (Mode de négociation): Sélectionnez Main Mode (Mode Principal) pour la protection
d'identité. Sélectionnez le Aggressive Mode (Mode Agressif) pour permettre a plus de connexions entrantes
a partir des adresses IP dynamiques d'utiliser des mots de passe séparés.

Remarque: Plusieurs SAs (associations de sécurité) se connectant via une passerelle de sécurité
doivent avoir le méme mode de négociation.

Encryption Algorithm (Algorithme de cryptage): Sélectionnez 3DES ou AES pour bénéficier d'un cryptage
plus puissant (et plus lent).

Authentication Algorithm (Algorithme d'authentification): Sélectionnez MD5 pour la sécurité minimale ou
SHA-1 pour une sécurité plus élevée.

Key Group (Groupe de clés): Sélectionnez DH2 pour avoir une sécurité plus élevée.

SA Life Time (Durée de vie SA): Définissez la fréquence a laquelle le ZyWALL renégocie I'lKE SA (minimum
180 secondes). Une durée de vie de SA courte augmente la sécurité, mais la renégociation déconnecte
temporairement le tunnel VPN.

Pre-Shared Key (Clé prépartagée): Utilisez 8 a 31 caractéres ASCII sensibles a la casse ou 16 a 62
caracteres hexadécimaux ("0-9", "A-F"). Faites précéder une clé hexadécimale par un "0x” (zéro x), qui n'est
pas compté comme faisant partie de la plage de 16 a 62 caracteres pour la clé.

Encapsulation Mode (Mode d'encapsulation): Tunnel est compatible avec NAT, Transport ne l'est pas.
Protocole IPSec: ESP est compatible avec NAT, AH ne I'est pas.

Confidentialité de transmission parfaite (PFS): None (Aucune) permet une configuration IPSec plus
rapide, mais DH1 et DH2 sont plus sécurisés.

4 Utilisez cet écran pour configurer les paramétres 5 Utilisez cet écran pour configurer les paramétres

IKE (Internet Key Exchange-Echange de clé IPSec.
Internet).
Encapsulation Maode % Tunnel O Transport
IPSec Protocol o »
Negatiation Mode # Main Mode " Aggressive Mods En;C t:no:\oorithm & £e o o r -
Encryption Algorithm # pes ¢ aEs { 3DES e o DES AES RES ML

o . Authentication Algorithm & L
Authentication Algorithm © SHA1 & MDS : g SHAL MDS
=4 Life Time 28500 (Seconds)

Key Grou o i

¥ . .p it U Perfect Forward Secrecy
A Life Time 28800 (Secends) (PFS)
Pre-Shared Key [12345675

“ Mone ¢ DH1 © DHz

Back | Next |
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6 Vérifiez vos paramétres VPN. Cliquer sur Finish
(Terminer) pour enregistrer les paramétres.

Gateway Policy Proparty

Mame Test
Gateway Policy Setting
My ZyWALL 0.0.0.0

Remote Gateway Address Branchoffice .com
Metwark Policy Property

Active Tes

Mame Test
Hetwork Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remnote Network

Starting IP Address

Subnet Mask

255.255.255.0

10,000
255.0.0.0

IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By
User Name

Password
Hegatiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group H1
SA Life Time 28800 (Seconds)

Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication &lgorithm
S5A Life Time
Perfect Forward Secrecy [PFS)

Tunnel Mode
ESP
BES:

HAt
23800 (Seconds)
None

Back | Finish

6.1 Utiliser la Connexion VPN

7 Cliquez sur Close (Fermer) dans I'écran final pour
terminer l'installation de I'assistant de VPN. Suivez
la section suivante pour activer la régle VPN et
établir une connexion VPN.

Congratulations. The ¥PN wizard configuration is
complete.

iZheck our exciting range of ZyXEL products at
http v 2y el .com

Hawing VPM access problems?

1. Verfy your settings in this wizard,

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct.

3. If vou still have problems, please contact
customer support,

Close I

Utilisez les tunnels VPN pour envoyer et recevoir de maniére sécurisée, et permettre I'accés a distance aux
réseaux d'entreprise, serveurs web et e-mail. Les services fonctionnent comme si vous étiez au bureau au

lieu d'étre connecté a Internet.

Par exemple, la régle VPN “test” permet un acces
sécurisé a un serveur web sur un LAN d'entreprise
distant . Entrez I'adresse IP du serveur (10.0.0.23
dans cet exemple) comme votre URL de
navigateur. Le ZyWALL construit automatiquement
le tunnel VPN quand vous tentez de I'utiliser.

Cliquez sur SECURITY (SECURITE), VPN dans le
panneau de navigation et ensuite sur I'onglet du SA
Monitor (Moniteur SA) pour afficher une liste de
tunnel VPN connectés (le tunnel VPN “test” est 1a).

VPN Rules (IKE) ¥PN Rules (Manual)  SA Monitor Global Setting

Local Remote . IPSec |
# Encapsulation| ithm
= :

Tunnel

l test  955.255.255.0 255.0.0.0 | SHA1 |

Fefresh Disconnect
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7 Dépannage

Probléme Action Corrective

Aucune LED ne Vérifiez que votre adaptateur d'alimentation est connecté au ZyWALL et branché dans une
s'allume. prise de courant appropriée. Vérifiez toutes les connexions cablées.

Si les LED ne s'allument toujours pas, cela signifie que vous avez peut-étre un probleme
matériel. Dans ce cas-la, vous devez contacter votre revendeur local.

Impossible Vérifiez la connexion cablée entre le ZyWALL et votre ordinateur ou hub. Reportez-vous a la
d'accéder au Section 1 pour les détails.

ZyWALL a partir

du LAN Envoyez un signal Ping au ZyWALL a partir d'un ordinateur du LAN. Vérifiez que la carte
u .

Ethernet de votre ordinateur est installée et fonctionne correctement.

Dans l'ordinateur, cliquez sur Start (Démarrer), (All (Tous)) Programs (Programmes),
Accessories (Accessoires) et ensuite sur Command Prompt (Invite de Commande).
Dans la fenétre Command Prompt (Invite de Commande), tapez "ping" suivi de l'adresse
IP LAN du ZyWALL (192.168.1.1 est I'adresse par défaut) et appuyez ensuite sur [ENTER)].
Le ZyWALL devrait répondre. Sinon, reportez-vous a la Section 7.1.

Si vous avez oublié le mot de passe du ZyWALL, utilisez le bouton RESET. Appuyez sur le
bouton pendant environ 10 secondes (jusqu'a ce que la LED PWR commence a clignoter),
puis relachez-le. Cela rétablit le ZyWALL a ses paramétres par défaut d'usine (le mot de
passe est 1234, adresse IP LAN 192.168.1.1 etc.; voir votre Guide de I'utilisateur pour les
détails).

Si vous avez oublié I'adresse IP LAN ou WAN du ZyWALL, vous pouvez vérifier I'adresse IP
dans le SMT via le port de la console. Connectez votre ordinateur au port CONSOLE a I'aide
d'un cable de console. Votre ordinateur doit avoir un programme de communication
d'émulation de terminal (tel qu'HyperTerminal) paramétré sur I'émulation de terminal VT100,
pas de parité, 8 bits de données, 1 bit de stop, pas de contrdle de flux et une vitesse de port
de 9600 bps.

Impossible Vérifiez la connexion du ZyWALL a la prise Ethernet avec l'accés Internet. Vérifiez que le
d'accéder a périphérique de passerelle Internet (tel qu'un modem DSL) fonctionne correctement.

Internet. Cliquez sur WAN dans le panneau de navigation pour vérifier vos paramétres.

Impossible Vérifiez que le ZyWALL et le routeur IPSec distant utilise les mémes paramétres VPN.
d'établir une Cliquez sur VPN dans le panneau de navigation pour configurer les paramétres avancés.

connexion VPN.  'Accadez a un site web pour vérifier que vous avez une connexion Internet qui fonctionne.

7.1 Paramétrez I'adresse IP de votre ordinateur

Cette section vous indique comment paramétrer votre ordinateur pour recevoir une adresse IP dans Windows
2000, Windows NT et Windows XP. Cela permet a votre ordinateur de communiquer avec votre ZyWALL.

1 Dans Windows XP, cliquez sur Start (Démarrer), Control Panel (Panneau de configuration).
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Dans Windows 2000/NT, cliquez sur Strart (Démarrer), Settings (Paramétres), Control Panel (Panneau de
configuration).

2 Dans Windows XP, cliquez sur Network Connections (Connexion réseau).

Dans Windows 2000/NT, cliquez sur Network and Dial-up Connection (Connexions réseau et accés a
distance).

3 Cliquez avec le bouton droit de la souris sur Local Area Connection (Connexion de réseau local) et
cliquez sur Properties (Propriétés).

4 Sélectionnez Protocole Internet (TCP/IP) (dans I'onglet General (Général) dans Windows XP) et cliquez
sur Properties (Propriétés).

5 L'écran de Propriétés TCP/IP de protocole Internet
s'ouvre (I'onglet General (Général) dans Windows

Internet Protocol (TCP/IP) Properties - ﬂﬂ

R A . General
XP). Sélectionnez les options Obtain an IP address

H H H *f'ou can get |P zettings assigned automatically if your network, supports
aUtomatlca"y (Obten ir aUtomath uement une thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
adresse IP) et Obtain DNS server adress the apprapriate IF settings.

automatically (Obtenir automatiquement une
adresse de serveur DNS).

|5" Obtain an IF address automatical ]
—" Use the following IP address:

6 Cliquez sur OK pour fermer la fenétre de Internet [
protocol Properties (Propriétés (TCP/IP) de e
protocole Internet). =
7 Cliquez sur Close (Fermer) (OK dans Windows 2000/ : :
NT) pour fermer la fenétre de Local Area Connection (L oainDnis elEUseL s atic) )
Properties (Propriétés de connexion au réseau B e
IOcaI). Breferred DS senver I . .
'z . . Alternate DS server: | . . <
8 Fermez I'écran de Network Connections (Connexion

réseau).

Advanced... |
I ()8 I I Cancel |

Procédure pour Afficher la (les) certification(s) d'un produit
1 Allez a www.zyxel.com.

2 Sélectionnez votre produit dans la boite de la liste déroulante dans la page d'accueil de ZyXEL pour aller a
la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.

59



ITALIANO

Cenni generali

ZyWALL 2 Plus & un firewall con funzionalita di dotato di funzioni di VPN, gestione della larghezza di banda,
filtraggio dei contenuti, e molto altro. E possibile utilizzarlo come firewall trasparente ed evitare di
riconfigurare la propria rete e di configurare le funzionalita di routing dello ZyWALL. La presente guida illustra
i collegamenti e la configurazione iniziale necessari per iniziare a utilizzare lo ZyWALL nella propria rete.

Vedere la Guida dell'utente per maggiori informazioni su tutte le funzioni.
E possibile che occorre reperire le informazioni sul proprio accesso a Internet.

aEEasEEDS = VPN

LAN WAN

LAN

|| m

AN, - %
: wﬂ
I' ;

—@{!W

V.
Il
1

= _

~

Questa guida & suddivisa nelle seguenti sezioni:

1 Collegamenti hardware 5 Firewall
2 Accesso allo strumento di configurazione Web 6 Configurazione delle regole di VPN
3 Modalita Bridge 7 Risoluzione dei problemi

4 Configurazione dell'accesso a Internet e
Registrazione del prodotto

1 Collegamenti hardware

E necessario disporre dei seguenti componenti:

ZyWALL Computer Cavi Ethernet Adattatore di
alimentazione

107100 ZyWALL 2 Ph
AN INTERNET SECURITY APRINYGE
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Di seguito sono illustrati i collegamenti hardware per l'installazione iniziale.

. oo L

MESET L LAN10M100M ————'  WAN10/100M

L

1 Utilizzare un cavo Ethernet per collegare una porta LAN a un computer.

2 Utilizzare un cavo Ethernet per collegare la porta WAN a un jack Ethernet con accesso a Internet.
—g i — W__E_u (=]
L= =1 8 /A A A A 8 8 [°>°°1;1
PWR ACT 1 2 3 4 10/100M 'WALL 2 Plus
‘l zyXEL ———— LAN 10/100M WAN mm%zv'rsmnmmm |
|
—J
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Nota: Utilizzare il cavo di console blu se si desidera collegare la porta CONSOLE al computer.

Utilizzare il cavo di backup per composizione nero se si desidera collegare la porta DIAL
BACKUP a un modem analogico.

3 Utilizzare il adattatore di alimentazione fornito a corredo per collegare la presa di alimentazione (situata
dietro all'apparecchio) a una presa elettrica.

4 Analizzare il pannello frontale. Il LED PWR si accende. | LED ACT, LAN e WAN si accendono e restano
accesi se i corrispondenti collegamenti sono stati eseguiti correttamente

2 Accesso allo strumento di configurazione Web

Questa sezione spiega come configurare l'interfaccia WAN per I'accesso a Internet.

1 Avviare il browser. Immettere 192.168.1.1 2 Fare clic su Login (accedi) (la password
(I'indirizzo IP predefinito dello ZyWALL) nella predefinita 1234 & gia immessa).
barra dell'indirizzo.
Se non viene visualizzata la schermata di
accesso, vedere Sezione 7.1 per impostare
I'indirizzo IP del proprio computer.

ZyWALL 2 Plus

J File Edt Yiew Favorites Tools Help Enter Password and click Login.

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

3 Cambiare la password di accesso immettendo una 4 Fare clic su Apply (applica) per sostituire il

nuova password e facendo clic su Apply certificato digitale predefinito dello ZyWALL.
(applica).

Replace Factory Default Certificate
Use this screen to change the password.
The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

New Password: -
Retype to Confirm: |

[ Aoty [ ionor |

5 Si apre la schermata HOME.

Per impostazione predefinita, lo ZyWALL é in modalita router. Continuare dal passo successivo se si
desidera utilizzare funzionalita di routing quali NAT, DHCP e VPN.
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Passare a Sezione 3 se si preferisce utilizzare lo ZyWALL come firewall trasparente.

6 Controllare la tabella
Network Status ZyXEL
(stato della rete). Se

HOME
lo stato della WAN &  [ASSSu—_——,
not Down NETWORK @
(disattivata) ed e SECURITY =

presente un indirizzo  ELIENEDRET
IP, passare a Sezione |k

5 MAINTENSNCE

LOGOUT

Se lo stato della WAN
¢ Down (disattivata)
(oppure se non &
presente un indirizzo
IP), fare clic su
Internet Access
(accesso a Internet) e
utilizzare Sezione 4
per configurare la
WAN.

3 Modalita Bridge

nee (7)

Wizards for WAN and ¥PN Quick Setup

Internet Access '

Device Information

System Mame:
Firmware Version:
Routing Protocal:
Device Mode:
Firewall:

System Time:

WPN

W4.00(xD.0)bZ | 07/25/2005
1P

Router

Disabled

2005-07-28 03:26:03 GMT

Mermory: | 7o
Sessions: | |
Network Status
AN 100M/Full 172.23.23.27 255.255,255.0 DHCP client Renew
Disl Backup Down 0.0.0.0 0.0.0.0 /A Dial
[ LAN 100M/Full 192.168.1.1 255,255.255.0 DHCP server [N/
IP Alias 1 Disabled 0.0.0.0 0.0.0.0 /R Lz
IP Alias 2 Disabled 0.0.0.0 0.0.0.0 /A /A
WLAN 11M 10.10.2.1 255,255,255.0 DHCF server [N/
DMz 100M/Full 0.0.0.0 0.0.0.0 Static N/
Show Statistics Show DHCF Table VPN Stalus

Quando si imposta lo ZyWALL in modalita Bridge, esso funziona come un firewall trasparente. La procedura
illustrata di seguito consente di impostare lo ZyWALL in modalita Bridge.

63




ITALIANO

1 Fare clic su
MAINTENANCE
(manutenzione) nel General Password TinD'I:t:nd Device Mode F/W Upload BRa:sktuo?'e& Restart
pannello di navigazione, -
qUIndI S.u‘ D?Vlce .MIOde Device Mode Router
(modalita dispositivo).
2 Se|eZIOhare Bridge e The ZyWALL restarts autornatically after you change the device mode and click "Apply".
immettere un indirizzo IP e
(statico), una subnet mask 1P Address (See LAN and WAN)
e un indiriZZO IP del " Bridge
gateway per le interfacce R i
LAN e WAN de”O IP Subnet Mask
Gateway IP Address
ZyWALL.
3 Fare clic su Apply Reset |
(applica). Lo ZyWALL si
riavvia.

4 Configurazione dell'accesso a Internet

1 Fare clic su Internet Access (accesso a Internet) nella schermata HOME per aprire la procedura guidata
di accesso a Internet.
Immettere le informazioni e i parametri Internet esattamente come sono stati forniti.
Se é stato fornito un indirizzo IP da utilizzare, selezionare Static (statico) nell'elenco di riepilogo IP Address
Assignment (assegnazione indirizzo IP) e immettere le informazioni fornite.

Nota: | campi variano a seconda di quanto viene selezionato nel campo Encapsulation
(incapsulamento). Compilare i campi con le informazioni fornite dall'lSP o dall'amministratore di

rete.

Fare clic su Apply (applica) una volta terminata la configurazione.
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* Incapsulamento Ethernet WIZARD - Internet Access

Configurare un servizio Roadrunner nelle schermate
NETWORK WAN (WAN di rete) (utilizzare la scheda TR S T s
WAN).

WAN IP Address Assignment

* PPP over Ethernet oppure incapsulamento PPTP

Selezionare Nailed-Up (riconnessione) quando si desidera che la connessione sia sempre attiva (questa
opzione potrebbe rivelarsi costosa se il proprio ISP applica una tariffazione a tempo dell'accesso a Internet
piuttosto che un costo mensile fisso).

Per non avere sempre attiva la connessione, specificare il tempo di timeout di inattivita (in secondi) nel campo
Idle Timeout (timeout di inattivita).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameleratar InterneE Deen=s ISP Parameters for Internet Access

PPP awer Ethernet = |

I
I
o |

f|
1]

PPTP Configuration

WaN IP Address Assignment

WAN IP Address Assignment
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2 Fare clic su Next (avanti) per visualizzare la
schermata in cui & possibile registrare lo
ZyWALL in myZyXEL.com (il centro servizi
online di ZyXEL) e attivare |'applicazione di
valutazione gratuita per il filtraggio dei
contenuti. Altrimenti fare clic su Skip (ignora)
e quindi su Close (chiudi) per completare la
configurazione dell'accesso a Internet.

You can register ZyWALL on http: e zyxel com and activate "Free Trial" of
Content Filtering serdice on your ZyWALL.

Click "Mext” to activate these senices far FREE.

Nexd

3 Se si dispone gia di un account su
myZyXEL.com, selezionare Existing
myZyXEL.com account (account
esistente) e immettere le informazioni
relative all'account. Altrimento selezionare
New myZyXEL.com account (nuovo
account) e compilare i campi sotto per
creare un nuovo account e registrarsi su
ZyWALL. Fare clic su Next (avanti).

0+ Mew myZy¥EL.com account o Existing myZy»EL.com account

User Name ZywaLL
s (Type username and password fram 6 to
Password 20 characters.)
Confirm Password rarart
E-Mail Address I;ES‘I@ZYXE\ com
Country [Taiwvan =
Back I IMext

4 Attendere il completamento del processo di
registrazione.

5 La seguente schermata indica se la
registrazione non ha avuto esito positivo. Fare
clic su Return (torna) per tornare alla
schermata Device Registration (registrazione
dispositivo) e controllare le impostazioni.

Register on my2yXEL.com server in Progress

This may take up to 40 secands, Please wait. ..

Register Message

“ou must type a email in the email field!

Return l
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6 Fare clic su Close (chiudi) per chiudere la
procedura guidata una volta terminata la
registrazione e l'attivazione.

Nota: Se si desidera attivare un servizio
standard con il proprio numero PIN
(chiave di licenza) di iCard, utilizzare
la schermata REGISTRATION

Installation is complete
Device Registration: Registered

Cantent Filtering : Enabled

Clozse

Service (servizio di registrazione).
Vedere la guida utente per i dettagli.

5 Firewall

E possibile utilizzare lo ZyWALL senza dover configurare il firewall.

Il firewall dello ZyWALL ¢ preconfigurato per proteggere la LAN da attacchi provenienti da Internet. Per
impostazione predefinita, nessun traffico dati puo entrare nella LAN, a meno che non ¢ stata prima generata
una richiesta proveniente dalla LAN.

Se si utilizza lo ZyWALL in modalita router, continuare con la prossima sezione. Per la modalita bridge,

passare a Sezione 7.

6 Configurazione delle regole di VPN

Un tunnel VPN (Virtual Private
Network, rete privata virtuale)
offre una connessione sicura a
un altro computer o rete.

Un criterio di gateway identifica
i router IPSec a entrambe le
estremita di un tunnel VPN.

Un criterio di rete specifica
quali dispositivi (dietro i router
IPSec) possono utilizzare il
tunnel VPN.

— e —— s — emote Metw ork

Local Networkl I I

I I- IM — R emote I - I

vy IPSecRouter || == .

| jj—\— VPN Tunnel \"""‘" —E”J—'i =
== * o

i éBATEWAY POLICY ‘e‘ 1

h__-:__ ililIi‘ll“l‘ll“l-‘l.llle L—_—__—d

METWORK POLICY

[LLLTTITITITEY]
Yvevevereveve
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La seguente figura illustra i campi principali nelle schermate della procedura guidata.

i— = Cocal Network | FRemote Network
| - I Remote | |
| === I IPSec Router | |
|l =N VPN Tunnel TR I
| =, Op— * |
Local Network | /A \ Remote Network
—ehddiese . 8 My ZyWALL Remote I — —IAddress _ _I

Gateway Address

1 Per aprire la procedura guidata di impostazione della VPN, fare clic su VPN nella schermata HOME
(potrebbe essere necessario scorrere la pagina per vedere il collegamento).
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Nota: Le impostazioni non vengono salvate quando si fa clic su Back (Indietro).

2 Utilizzare questa schermata per configurare il
criterio di gateway.
Name (nome): immettere un nome per identificare il
criterio di gateway.
Remote Gateway Address (indirizzo gateway
remoto): immettere l'indirizzo IP o il nome di
dominio del router IPSec remoto.

Gateway Policy Property

Name [rest
Gateway Policy Setting

Joooo

My ZyWALL

Remote Gateway Address |Branch0f|\ce.com

3 Utilizzare questa schermata per configurare il
criterio di rete.

Lasciare la casella di controllo Active (attiva)
selezionata.

Name (nome): immettere un nome per identificare il
criterio di rete.

Selezionare Single (singolo) e immettere un
indirizzo IP per un unico indirizzo IP.

Selezionare Range IP (IP della gamma) e
immettere gli indirizzo IP iniziare e finale di una
gamma di indirizzi IP specifica.

Selezionare Subnet e immettere un indirizzo IP e

una subnet mask che specifichino gli indirizzi IP su
una rete mediante la loro subnet mask.

Network Policy Propert

¥ active
Narne

[Test

Network Policy Setting

Local Netwaork

Starting IP Address

Ending [P Address / Subnst
Mask

" gingle © Range IP * Subnet
192, 188 . 1 0

285 . 285, 285 . 0

Remote Network © single ¢ Range IP © Subnet

Starting IP Address 10 . o o

Ending IP Address / Subnset

Mask 285

a o o
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Nota: Assicurarsi che il router IPSec remoto utilizzi le stesse impostazioni di sicurezza configurate
nelle prossime due schermate.

Negotiation Mode (modalita di negoziazione): selezionare Main Mode (modalita principale) come
protezione dell'identita. Selezionare Aggressive Mode (modalita aggressiva) per consentire a piu
connessioni in ingresso provenienti da indirizzi IP dinamici di utilizzare password separate.

Nota: Piu SA (Security Association, associazioni di protezione) che si connettono attraverso un
gateway sicuro devono avere la stessa modalita di negoziazione.

Encryption Algorithm (algoritmo di crittografia): selezionare 3DES o AES per una crittografia piu forte (ma
piu lenta).

Authentication Algorithm (algoritmo di autenticazione): selezionare MD5 per una sicurezza minima
oppure SHA-1 per una sicurezza maggiore.

Key Group (gruppo di chiavi): selezionare DH2 per una maggiore sicurezza.

SA Life Time (tempo di vita SA): imposta quanto spesso lo ZyWALL negozia la SA IKE (minimo 180
secondi). Un tempo di vita di SA breve aumenta la sicurezza, ma la negoziazione disconnette
temporaneamente il tunnel VPN.

Pre-Shared Key (chiave pre-condivisa): utilizzare da 8 a 31 caratteri ASCII (con differenziazione tra
maiuscole e minuscole) oppure da 16 a 62 caratteri esadecimali ("0-9", "A-F"). Precedere una chiave
esadecimale con uno "0x” (zero x), il quale non viene conteggiato come parte della gamma di caratteri da 16 a
62 per la chiave.

Encapsulation Mode (modalita di incapsulamento): Tunnel &€ compatibile con la funzione NAT, Transport
(trasporto) non lo &.

IPSec Protocol (protocollo IPSec): ESP € compatibile con NAT, AH non o é.

Perfect Forward Secrecy (PFS): None (nessuno) consente una configurazione IPSec piu rapida, ma DH1 e
DH2 sono piu sicuri.

4 Utilizzare questa schermata per configurare le 5 Utilizzare questa schermata per configurare le
impostazioni del tunnel IKE (Internet Key impostazioni IPSec.
Exchange, scambio chiavi Internet).
Encapsulation Mode & Tunnel © Transport
. 1IPSec Protocal & Esp  aH

Megotiation Mode o -

Encgrypt\on i Ser e & !:g I:I-ud:ES {fgzrDeEs;we Hode Encryption Algorithm & pEs © aEs ¢ 3DES © MULL

Authentication Algorithrm  sHA1 F MDS plitnentation Algoathig & sHa1 © wmps

o, ol P s SAnier Time ) 23300 (Secands)

SA Lifs Time 26800 | (seconds) ?:Fse)m A T e

Pre-Shared Key [12345878

Back | Mext
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6 Verificare le impostazioni della VPN. Fare clicsu 7 Fare clic su Close (chiudi) nella schermata finale
Finish (fine) per salvare le impostazioni. per completare l'installazione guidata della VPN.
Continuare con la prossima sezione per attivare la

regola VPN e stabilire una connessione VPN.

Gateway Policy Proparty

Mame Test

Gateway Policy Setting Congratulations. The WPN wizard configuration is
My ZyWALL 0.0.0.0 complete.
Remote Gateway Address Branchoffice .com Check our exciting range of ZyXEL products at

http:/fwww.zyxel.com
Metwark Policy Property
Active Tes
Mame Test Having VPN access problems?

Hetwork Policy Setting

Local Networl: 1, Werify your settings in this wizard. :
Starting IP Address 192.168.1.0 2. If your wizard entries are correct, but still cannot
Subnet Mask 255,255,255,0 access the Internet, then check that your ISP
Remote Network account is active and that the settings you entered
Starting [P Address 10.0.0.0 in the wizard are correct.
Subnet Mask 255.0.0.0 3. If you still have problems, please contact

customer suppart.
IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By
User Name

Password Close I
Hegatiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group H1
SA Life Time 28800 (Seconds)
Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Made
IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithrm HAL
=4 Life Time 28800 (Seconds)

Perfect Forward Secrecy (PFS)  None

Back | Finish

6.1 Uso della connessione VPN

Utilizzare i tunnel VPN per inviare e ricevere in maniera sicura file e per consentire un accesso remoto alle reti
aziendali, server Web ed e-mail. | servizi funzioneranno come se ci si trovasse connessi direttamente
dall'ufficio invece che da Internet.

Ad esempio, la regola di VPN “test” consente un
accesso sicuro a un server Web che si trova sulla
LAN aziendale remota. Immettere l'indirizzo IP del VPN Rules (IKE) VPN Rules (Manual)|  SA Monitor | Global Setting

server (10.0.0.23 in questo esempio) come URL

nel browser. Lo ZyWALL crea automaticamente il

tunnel VPN quando si tenta di utilizzarlo. lﬂm

Fare clic su SECURITY (PROTEZIONE), VPN nel E | test 192.168.1. D007 Lo -
pannello di navigazione e quindi sulla scheda SA | | == = AL B _SHA1
Monitor (monitor SA) per visualizzare un elenco

dei tunnel VPN connessi (nell'esempio € attivo il

tunnel VPN “test"). Fefresh Disconnect |
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7 Risoluzione dei problemi

Problema

Azione correttiva

Nessuno dei LED
€ acceso.

Assicurarsi di aver collegato il adattatore di alimentazione allo ZyWALL e a una sorgente di
alimentazione appropriata. Controllare tutti i collegamenti dei cavi.

Se i LED continuano a non accendersi, potrebbe esserci un guasto hardware. In questo
caso, € opportuno rivolgersi al rivenditore locale.

Impossibile
accedere allo
ZyWALL dalla
LAN.

Controllare il collegamento dei cavi tra lo ZyWALL e il computer o I'hub. Vedere Sezione 1
per i dettagli.

Eseguire il ping dello ZyWALL da un computer della LAN., Assicurarsi che la scheda
Ethernet del computer sia installata e correttamente funzionante.

Nel computer, fare clic su Start, (Tutti i) Programmi, Accessori e quindi Prompt dei
comandi. Nella finestra Prompt dei comandi, digitare "ping" seguito dall'indirizzo IP LAN
dello ZyWALL (192.168.1.1 & l'indirizzo predefinito) e quindi premere [Invio]. Lo ZyWALL
dovrebbe rispondere. In caso contrario, vedere Sezione 7.1.

Se si & dimenticata la password dello ZyWALL, utilizzare il pulsante RESET. Premere il
pulsante per circa 10 secondi (oppure finché il LED PWR non inizia a lampeggiare), quindi
rilasciarlo. Questa operazione riporta lo ZyWALL ai valori predefiniti (la password & 1234,
l'indirizzo IP LAN & 192.168.1.1, e cosi via; vedere la Guida dell'utente per i dettagli).

Se si dimentica l'indirizzo IP della WAN o della LAN dello ZyWALL, & possibile controllare
I'indirizzo IP nello SMT via porta console. Collegare il computer alla porta CONSOLE
utilizzando un cavo console. Il computer dovrebbe disporre di un programma di
comunicazione di emulazione terminale (come ad esempio HyperTerminal); impostare
I'emulazione di terminale VT100, nessuna parita, 8 bit di dati, 1 bit di stop, nessun controllo di
flusso e velocita della porta pari a 9600 bps.

Impossibile
accedere a
Internet.

Controllare il collegamento dello ZyWALL al jack Ethernet con accesso a Internet.
Assicurarsi che il dispositivo gateway verso Internet (quale ad esempio un modem DSL)
funzioni correttamente.

Fare clic su WAN nel pannello di navigazione per verificare le impostazioni.

Impossibile
stabilire una
connessione VPN.

Assicurarsi lo ZyWALL e il router IPSec remoto utilizzi le stesse impostazioni VPN. Fare clic
su VPN nel pannello di navigazione per configurare le impostazioni avanzate.

Accedere a un sito Web per verificare che si dispone di una connessione a Internet valida.

7.1 Impostare l'indirizzo IP del computer

Questa sezione spiega come configurare il computer per ricevere un indirizzo IP in Windows 2000, Windows
NT e Windows XP. In questo modo ci si assicura che il computer possa comunicare con lo ZyWALL.

1 In Windows XP, fare clic su Start, Pannello di controllo.

In Windows 2000/NT, fare clic su Start, Impostazioni, Pannello di controllo.
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2 In Windows XP, fare clic su Connessioni di rete.

In Windows 2000/NT, fare clic su Reti e connessioni remote.

3 Fare clic con il pulsante destro del mouse su Connessione alla rete locale e scegliere Proprieta.
4 Selezionare Protocollo Internet (TCP/IP) (sotto la scheda Generale in Windows XP) e fare clic su

Proprieta.

5 Si apre la schermata Protocollo Internet TCP/IP -
Proprieta (la scheda Generale in Windows XP).
Selezionare le opzioni Ottieni automaticamente un
indirizzo IP e Ottieni automaticamente l'indirizzo
del server DNS.

6 Fare clic su OK per chiudere la finestra Protocollo
Internet (TCP/IP) - Proprieta.

7 Fare clic su Chiudi (OK in Windows 2000/NT) per

chiudere la finestra Connessione alla rete locale -
Proprieta.

8 Chiudere la schermata Connessioni di rete.

Internet Protocol (TCP/IP) Properties

General

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5" Obtain an IF address automaticall ]
—" Use the following IP address:

1P address; I . : :
Subret mask: I . . :
Default gateyay: | = : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Brefered DHS senver:
Slternate DNS server: I - : -
I Ok " Cancel |

21|

Procedura per visualizzare le certificazioni di un prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per passare alla

pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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O6G30p

YctporictBo ZyWALL 2 Plus npenctaBnsieT coboi MexceTeBon akpaH ¢ PyHKLMAMM BUPTYarbHOW YaCcTHOM
CeTu, ynpasrieHUs NponyCKHON CNOCOBHOCTLIO, UNbTPaUME KOHTEHTA U MHOTUMU OPYTMMU. YCTPOMCTBO
MOXHO MCMOMb30BaTh Kak NPO3payHbIi MEXCETEBOW 3KpaH, Npu 3TOM He TpebyeTcs M3MeHATb KOHUrypauuio
CeTu unu NpoBoOANTb HAaCTPOWKY napameTpoB MapwpyTusatopa ZyWALL. [laHHOe pykOBOACTBO COAEPXUT
WHopMaL Mo No NepBOHaYanbHOMY MOAKIIOYEHUIO U HacTporike ZyWALL.

[ononHuTenbHyo nHpopmaumio 060 Bcex PyHKUMAX yCTPONCTBA CM. B TEXHUYECKOM PyKOBOACTBE.

Bam notpebytoTca y4eTHble AaHHble AN NoaKNioYeHns Kk IHTepHery.

BEDDEERDS — VPN
WAN
LAN
L " m
( Internet [- \(—:ﬁ‘ ;:"_; \l—:ﬁ‘ i
o/ e T ,*‘ i
\l—‘--cct/emet 1____\_
~
[aHHOe pyKOBOACTBO BKIMOYAET creaytolme pasaernbi.
1 MopknioyeHne obopynoBaHWs 5 TpaHcnaums ceTeBbIX agpecoB
2 [loctyn k Web-koHdurypatopy 6 MexceTeBown akpaH
3 Pexunm mexceTeBoro mocta 7 HacTtpoiika npaBun BUpTyanbHOW YacTHON ceTn
4 HacTtpowka goctyna B VIHTEpHeT 1 perncrpaums (VPN)
nsgenus 8 lNouck n ycTpaHeHne HencnpaBHOCTEN
1 NMoakntoyeHne obopyaoBaHUA
Bam notpebyetcs cneaytowee o6opynosaHue.
ZyWALL KomnbroTep Kab6enu Ethernet Apantep
nuTaHuA

B AR A A \®8 1 °-°"°7
2 3 4 10n00m ZyWALL2Plus |
frere WAL R |
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[na noaknioyeHns o6opyanoBaHuUs BbIMONHUTE Creaylole 4encTBus.

o LI

C)
]

]
®

-

Internet

1 Ona nopkntoveHusa nopta LAN k komnbioTepy ucnonesyerca kabenb Ethernet.
2 C nomouwpto apyroro kabens Ethernet nogkniounte nopt WAN B po3eTky Ethernet, c koTopoi nmeetcs

[ocTyn B VIHTEpHET.
Mpumeyanue. [ina coeanHerns c komnbiotepom nopta CONSOLE npegHasHavyaetcsa cneunanbHbii
kabenb ronyboro useta. [lna coeguMHeHus ¢ aHanorossiM mogemom nopta DIAL BACKUP

npegHasHavyaeTcs crneumarnbHblil kabenb YepHOro LBeTa.
3 MopgkntounTe pa3bem NUTaHUSA Ha 3a4HEN NaHenu K po3eTKe CEeTU ANEKTPONUTAHMS C NOMOLLLIO aganTtepa

NMMTaHnA, BXoadLiero B KOMMMEKT MNOCTaBKU.
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= = [=]
R A A A/ 7 A/ 8 [°>°=°17
PWR ACT 1 2 3 4 10/100M ZyWALL 2Plus |
b————— LAN 10/100M WAN INTERNET SECURITY APPLIANCE

4 MocmoTpuTe Ha nepegHoto naHens. Ceetoanog PWR roput. Ceetognonbl ACT, LAN n WAN ropsrT, ecniv
npaBubHO BbINOJSTHEHbI COOTBETCTBYIOLLNE COEANHEHNS.

2 loctyn Kk Web-koHcurypatopy

B atom pasgene onucbkiBaetcs HacTporika nHtepdgerica WAN ansa goctyna B IHTepHerT.

1 3anyctute Web-ob6o3peBatens. Beeante agpec

192.168.1.1 (IP-agpec ZyWALL no ymonyaHuio).

Ecnu okHO peructpauumn He otoGpaxaeTcsi, CM.
pasgen Pasgen 7.1 ona yctaHoBku IP-agpeca
KoMMbloTepa.

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

3 MsameHunTe naponb No ymonyaHuio, BBEAS HOBbIN
naponb U LWenkHyB no kHonke Apply
(MpumeHNTBL).

Use this screen to change the password.

New Password:

Retype to Confirm: |

Ignore

2 UlenkHuTe Login (Bxoa) (naponk no ymon4aHuio
1234 yxe BBeaeH).

ZyWALL 2 Plus

Enter Password and click Login.

4 UlenkHuTe no kHonke Apply (MpumeHnTb), 4TOGLI

3ameHnTb undposor ceptudmkar ZyWALL no
YMOMYaHuIo.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.
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n

5 OtkpbiBaetcst okHo HOME (QOMALLUHAA CTPAHULA).

Mo ymonuanuio B ZyWALL ycTaHoBneH pexuM maplpyTtnsartopa. Ecnu Bbel xoTuTe ncnonb3osaTtb
yHKUMM mapwpyTtusaumm, Takne kak NAT, DHCP n VPN, nepexoguTte Kk cnegyoLiemMy Liary.

Ecnn ZyWALL 6ynet ucnonb3oBaTbCsl B Ka4eCTBE NPO3pPavyHOro MEXCETEBOIO aKpaHa, nepexoauTe K

Paspen 3.

6 MpoBepbTe Tabnumuy
Network Status ZyXEL
(Ctatyc cetu). Ecnu

HOME
ctaTtyc nopta WAN e
He Down (He S
noAKmnio4eH) u SECURTTY
yctaHoBneH |IP-agpec, ERIE

cm. Paspgen 5. LOGS

MAINTENANCE

Ecnu ctaTtyc nopta LoGouT
WAN oTtobpaxaetca
kak Down (He
NoAKMI0YEeH) nnu
oTtcyTcTByerT IP-agpec,
wenkHuTte Internet
Access (QocTtyn B
UHTepHeT) n
ucnone3ynte Pasgen 4
ONs HAaCTPOKKK nopTa
WAN.

Wizards for WAN and ¥PN Quick Setup

Irternet Access

Device Information
Systern Name:
Firmware Wersion:
Routing Protocal:
Device Mode:
Firewall:

Systemn Time:

RN

Y4.00(¥D.0)b2 | 07/25/2005
Jics

Router

Disabled

2005-07-28 03:26:03 GMT

Memory: | o
Sessions: I |
Network Status
Interface Status IP Address Renew
AN 100M/Full 172.23.23.27 255.255.255.0 DHCP client Renew
Dial Backup Down 0.0.0.0 0.0.0.0 WIS Diel
] LAN 10om/Full 192.1681.1 255,255.255.0 DHCP server  N/A
IF Alias 1 Disabled 0.0.0.0 0.0.0.0 WIS WIS
1F Alias 2 Disabled 0.0.0.0 0.0.0.0 WIEs WIS
A 11m 10.10.2.1 255.255.255.0 DHCP server  N/&
bmz 100M/Full 0.0.0.0 0.0.0.0 Static H/A
Show Statistics Show DHCP Table VPN Status

nete (7)
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3 PeXxxum MexceTteBOro mocTra

Ecnn B ZyWALL ycTaHOBREH pexnm MexceTeBoro MocTa, YCTPONCTBO (PYHKLIMOHUPYET Kak Npo3padHbii
MexXceTeBOW akpaH. [1ns ycTaHoBKM pexuma mexcetesoro mocta ZyWALL BbeinonHuTe cnegytowme
OencTeuna.

1 B NMaHenu HaBuraymm

LLEeNnKHnTe )
MAINTENANCE General Password T|r;:t:nd Device Mode F/W Upload B;::t‘::‘:'e& Restart

(OBCNYXWBAHME) n Current Device Mode

3atem Device Mode Device Mode Router

(Pexxum ycTponcTea). T
2 Bb|6epV|Te Bridge (MOCT) The ZyWwALL restarts autornatically after you change the device mode and click "apply".

n yctaHoBute + Router

cTaTuyeckuin IP-agpec, ey (e S Y

Macky noacetu u IP-agpec Bridge

Wwnio3a Ans UHTepdeicos -

LAN 1 WAN.

3 WenkHute Apply
(MpumennTb). ZYWALL Reset |
nepesarpysurcs.

IP Subnet Mask

Gateway IP Address

4 Hactpouka pgoctyna B MHTepHeT u perucrpauus msgenus
1 B okHe HOME (QOMALWLIHAA CTPAHULA) wenkHute Internet Access (JocTtyn B UHTepHeT), 4TOObI
3anyctutb MacTtep HacTpowikn goctyna B MIHTepHeT.
BBeauTe yyYeTHble faHHbIE AN NOAKIOYEHUS K VIHTEPHETY.

Ecnn Bam HasHadeH cTtaTudeckuii IP-agpec, Bbibepute Static (CTaTudeckuin) B packpoiatoiemcs cnucke IP
Address Assignment (HasHauyeHue IP-agpeca) 1 BBeaute npefocTaBneHHble BaM NapameTpbl.

NMPUMEYAHME: 3anonHsiemble Nons MOryT pa3nnyaTbCs B 3aBUCUMOCTU 3HAYEHNS, YCTAHOBINIEHHOIO
B none Encapsulation (MHkancynsauus). Beegute napameTpbl, NpeaocTaBeHHble
VHTepHeT-npoBangepom nnm ceTeBbIM afMMHUCTPATOPOM.

Mo okoHuyaHun wenkHute Apply (MpumeHnTs).
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* Uukancynsauma Ethernet

Hactporite cnyx6y Roadrunner ¢ nOMOLLbI OKOH
WAN B pasgene NETWORK (CETb) (3aknaaka
WAN).

* PPP noBepx Ethernet unu nukancynsiuna PPTP

WIZARD - Internet Access

ISP Parameters for Internet Access

WAN IP Address Assignment

BbibepuTe Nailed-Up (MocTosiHHOE), eCcnuv Bbl XOTUTE UMETb NOCTOSSHHOE COeAUHEHNE (Takoe CoeaAnHeHne
MOXeT BblTb 4OCTATOYHO A0POrMM, ecnu MHTepHeT-npoBangep 6epeT nnaTy 3a BpeMsi MCNOMb30BaHUS
MHTepHeT, a He UCnonb3yeT YyCTaHOBMEHHbIA MEeCAYHbIA Tapud).

YTtobbl He nogaepXumeatb NOCTOAHHOE coeanHeHne, BBeauTe MHTepBan BpeMeHU NpocTosa (B ceKyH,u,ax) B

none Idle Timeout (Bpems npocTos).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernst |

o

I |

|

WAN IP Address Assignment

WIZARD - Internet Access

15P Parameters for Internet Access

K|

PPTP Configuration

WAN IP Address Assignment
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2 lllenkHuTe Next (Oanee) onst oTobpaxeHus
OKHa, KOTopoe ncnonb3yeTcsa Ans
pernctpaumm ZyWALL Ha carite
myZyXEL.com (ueHTp ob6cnyxuBaHunsa ZyXEL)
1 akTMBupoBaHusa 6ecnnartHown
ucnblTaTenbHON BepCUN Nporpammbl
dunbTpaLmm KoHTEHTa. B gpyrom cnydae,
wenkHute Skip (MponycTuTtk) 1 3aTem Close
(3aKpbITb) 4Nst 3aBEPLUEHUSA HACTPOMKK
poctyna B VIHTepHeT.

vic

You can register ZyWALL on http: e zyxel com and activate "Free Trial" of
Content Filtering serdice on your ZyWALL.

Click "Mext” to activate these senices far FREE.

Nexd

3 Ecnu BbI yxxe pernctpMpoBanuch Ha cante
myZyXEL.com, Bbibepute Existing
myZyXEL.com account (CywecTByrowue
y4yeTHble gaHHble myZyXEL.com) un
BBEAUTE NapameTpbl YY4ETHbIX AaHHbIX. B
Apyrom crniyyae, Bolbepmute New
myZyXEL.com account (HoBble y4yeTHbIe
paHHble myZyXEL.com) 1 3anonHute
nons, pacnonoXeHHble HWXe, Ans
CO3[aHUSA HOBbIX YYETHbIX AaHHbLIX U
peructpauun ZyWALL. WenkHuTe no
kHonke Next (Oanee).

= New myZy¥EL.com account o Existing myZy»EL.com account

User Name ZyBLL
e e prot
Password B
Confirm Password et
E-Mail Address ﬁeﬁ@zyxe\ COMm
Country Talwan =l
Back I Next

4 MopoxauTe, Noka 3aBepLUNTCS NPoLEece
perucTpaumu.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...
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5 Ecnu peructpaums He BbINONHeHa, NOSIBASIETCA
cnegywoulee okHo. LenkHute Return
(BepHyTbcs) ons Bo3Bparta k okHy Device
Registration (Pernctpaums yctponcrtaa) 1
npoBepbTE HAaCTPONKK.

Register Message

You must type a smail in the smail fisld!

Return l

6 WenkHnte Close (3akpbITb), 4TOObI
3aKpbITb OKHO MacTepa nocne BbINOMHEHUS
perucTpaumu 1 akTUBUpoBaHUs crnyx6.

Installation is complate

NMPUMEYAHMUE: [ins aktnBaumu Device Registration:  Registared
cTaHaapTHo cnyx6bl ¢ SinEtlnne
Homepowm PIN Bawlen
KapTOYKU (NNLLEH3NOHHbIV E=R

KMO4) MCNONb3YyEeTCH OKHO
REGISTRATION Service
(Cnyx6a PETUCTPALIUN). NogpobHee cM. B TEXHUHECKOM PYKOBOLCTBE.

5 MexceTeBOM 3KpaH

ZyWALL MOXHO MCcnonb30oBaTh, HE BbIMOSTHAS HACTPOMKY MEXCETEBOro SKpaHa.

MapameTpbl mexceTeBoro akpaHa ZyWALL npenyctaHoBneHbl Tak, 4To6bl o6ecneynBathb 3aLuUTy NTOKANbHON
ceTu oT atak u3 cetu UHTtepHer. Mo ymonyaHuio Tpaduk B NOKanbHY CeTb HE MPOMycKaeTcs, Noka cHavana
OT Hee He NMOCTYnuT 3anpoc..

Ecnn ZyWALL HaxoguTcsa B pexuMe maplpyTmnsauumm, nepexoavTe K criegytowemy pasgeny. [lna HacTponku
pexuma mexceTeBoro mocta cM. Pasgen 7.

81



PYCCKUM

6 Hactpouka npaBun BuptyanbHon yactHou cetu (VPN)

TyHHenb VPN (Virtual Private

—T— — — — rR—_____

Network - BupTyansHas Local Network | SERGLUEERLAER S
yacTHasi ceTb) obecneunBaeT I Ii i Remote | ’i |
3aLUMLLEHHOE COEAUHEHUE K = | MyZyVALL IPSecRouter | R |
OpYroMy KOMMbOTEPY UMn | [ijaﬂ—\_ VPN Tunnel \""""“ —k_’fJ—,i 1
ceTu. | == ﬁ =Ny

I éGATEWAY POLICY é I
CTpaTerMﬂ Lnto3sa o e S e ilIllillllllllllllilllllli I—————__d

onpegenser MapLpyT1M3aTopsbl
IPSec Ha kaXOoM KoHLe
TyHHensa VPN.

METWORK POLICY

[LLITTITITTIT Y]
Yveveverevere

CeTeBas nonutuka
onpepenser ycTponcTea (3a
mapLupyTusaTopamu IPSec), koTopble MOryT ncnonb3osatb TyHHenb VPN.

Cnep,yrou.laﬂ cxeMa 0ObSCHSAET OCHOBHbIE MOJIsi B OKHAX MacTtepa.

© Local Network | FRemote Network

u

I Remote |
! IPSec Router |

=
- —<—\ VPN Tunnel

|

— |

== _ \ * ==t |
Local Network KA \ _I

IP Add | Remote Network
ress

— e Remote I_ e e 2AGdrESS
M Eymats Gateway Address

1 WenkHnute VPN B okHe HOME (QOMALUHAA CTPAHULIA) (4T06bI yBMAETL 3TY CCLIMKY, BO3MOXHO 3KpaH
noTpebyeTcst NPOKPYTUTb BHM3), 4TOObI OTKpbITL Mactep HacTpoinku VPN.
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NMPUMEYAHME: Ecnn wenkHyTb Back (Ha3ag), HAacTponky He COXpaHsAITCA.

2 OTO OKHO UCMONb3YyeTCs ANns HaCTPOWKK
cTparteruu wn3sa.
Name (Ums): Beeante umsa ans naeHtndukaumm
cTpaterum wrosa.
Remote Gateway Address (Agpec yaaneHHoro
wno3a): Beegnte IP-agpec nnn gomeHHoe nmsi
yAaneHHoro mapLpyTtusatopa IPSec.

Gateway Policy Propert

MNarne ITest

Gateway Policy Setting

My ZyWALL Joooo

Rerote Gateway Address IEIranchOffica com

3 OT0 OKHO ncnonb3yeTcst AN HACTPONKN MONMUTUKN
cetu.

®naxok Active (BknounTtb) JOMKEH ObITb
YCTaHOBEH.

Name (Ums): BeeanTe umsa ana ngeHtudmkaumm
NONMUTUKN CETH.

Beibepute Single (OauH) n BeBeaute IP-agpec.

Beibepute Range IP (OunanasoH IP) n BBegute
Ha4yanbHbIA U KOHeYHbIN IP agpeca 4ns KOHKPETHOro
AuwanasoHa |IP-agpecos.

Bbibepute Subnet (MoaceTsb) 1 BBeauTe IP-agpec n
Mmacky nogceTtu ans onpeaenexuns IP-agpecos B
ceTu Mo macke noaceTu.

Network Policy Propert:

I active
Name

[Test
Network Policy Setting

Local Hetwork
Starting IP Address

Ending IP Address / Subnet
Mas

- Single » Range IP £ subnet
192 . 188 . 1 . O

255 . 255 . 255 . O
Remote Metwork
Starting IP Address

Ending IP Address / Subnet
Mas

o Single » Range IP £ subnet
i0 . 0 . 0 . O

285 . 0 . 0 . 0
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NMPUMEYAHUE: Y6eantechb, UTO yOaneHHbIn mapLupyTmsatop IPSec ncnonb3yet Te e HaCTPOnKu
©e3onacHocTn, 4To ByayT HACTPOEHbI B CreayoLmnx ABYX OKHaX.

Pexxum cornacoBaHus: Beibepute Main Mode (OcHOBHOM pexum) Ans 3awmntbl KOHOUOEHUNANBHOCTY.
Beibepute Aggressive Mode (PrckoBaHHbIN pexum), 4TOObI pa3peLllnTb MHOXECTBO BXOASALLNX
NOAKITYEHUI ¢ AnHaMmdeckumm IP-agpecamu n pasnuyHbIMy NaponsiMu.

NMPUMEYAHMUE: Heckonbko 6e30nacHbIX COeQMHEHWUA, MOAKITIYAEMbIX Yepes LUITH3 CUCTEMBI
©e30nacHOCTM A0MKHbI UMETb OOVUHAKOBBIN PEXMM COrNacoBaHKS.

Encryption Algorithm (Anroputm wudpoBaHus) Buibepute 3DES unn AES gns 6onee HagexHoro (Mnu
MeHee) LM poBaHS.

Authentication Algorithm (Anroputm ayteHTudumkaumum) Boibepmute MD5 anst MUHMMANbHOIO YPOBHS
6e3onacHocT unu SHA-1 ansa makcMmanbHOro.

Key Group (KnioueBas rpynna): Beibepute DH2 ons muHumanbHOro ypoBHsa 6e3onacHoCTu.

SA Life Time (Bpemsi cylecTBOBaHUA 3aliMULLEHHOrO COeANHEHUs ). YCTaHOBUTE, kak yacTo ZyWALL
BbIMOSTHAET COrMacoBaHve 3alumLLieHHOro coeamHenus no npotokony IKE (myuHumym 180 cekyHa). Manoe
BpeMSA COedVHEHNs yBenuYMBaeT ypoBeHb 6e3onacHoCcTn, HO Npu nNpoueaype cornacosaHns TyHHenb VPN
BPEMEHHO He AOCTYMEH.

Pre-Shared Key (MpeaBaputenbHo cornacoBaHHbIN Kno4): Vicnonbayetcst ot 8 o 31 cumeona ASCII ¢
y4eTom permctpa unm ot 16 go 62 wecTtHaguarepuyHbix cumeonos ("0-9", "A-F"). MNepen
LecTHaguaTepuyHbiM kntovom seeaute "0x” (HOMb X), 9T CUMBOSbI HE CUMTAIOTCS YacTbio Krova u3 16 - 62
CMMBOJIOB.

Encapsulation Mode (Pexum nnkancynsauumn): Pexum Tunnel (TyHHenb) coBmectum ¢ NAT, pexum
Transport (TpaHCcnopT) HE COBMECTUM.

IPSec Protocol (MpoTtokon IPSec): ESP coBmectum ¢ NAT, AH He coBmecTuM.

Perfect Forward Secrecy (PFS) (WpeanbHas npsimas 6e3onacHocTtb): None (HeT) no3sonsiet 6bicTpyto
HacTpoliky IPSec, Ho DH1 1 DH2 noBsebiwatoT ypoBeHb 6e3onacHoOCTy.
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4 DTO OKHO MCMNOMNb3yeTCs AN HAaCTPONKN 5 OTO OKHO ncnonb3yeTcst AN HACTPONKHN
napametpoB TyHHens IKE (Internet Key Exchange napametpos IPSec.
- NpoTokon obmeHa Kn4yamm). WIZARD - VPN

WIZARD - VPN

IPSec Setting {IKE Phase 2)

IKE Tunnel Setting {IKE Phase 1}

al
ol

freos

878

6 MNpoeepbre HacTponkn VPN. LWWenkHute Finish 7 B nocnegHem okHe wwernkHuTe Close (3akpbITb)
(FoToBO) ANA coXxpaHeHWst HacTpoeK. Ans 3aBeplueHus pabotel Mactepa HacTporku
WIZARD - VPN VPN. Ong BkntoyeHus npasuna VPN un

ycTaHoBneHus coegmHenns VPN nepexogute kK
crnepyoLwemy pasgeny.
WIZARD - VPN

Status
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6.1 Ucnonb3oBaHue coeguHeHus VPN

TyHHenu VPN ncnonb3yoTcs Ans 3awmeHHON oTnpaBKky 1 Noncka annos, a Takke paspeLleHmns
yAaneHHoro 4ocTyna K KoprnopaTuBHbIM CETAM, web-cepBepam 1 No4ToBbIM cepBepam. ITu cnyxbbel OyayTt
paboTaTb Tak, kak ecnu Obl Bbl HAXoAMNUCL B ocuce, a He NogknoYanmchb Yepes MHTepHerT.

Hanpumep, npasuno VPN “test” paspeliaet
3alMLLEeHHbBIA A0CTyN K web-cepBepy B yaaneHHoun
kopropaTuBHoW fokanbHon cetn. Beeaute IP-aapec VPN Rules (IKE) VP Rules (Manual)]  SA Monitor | Global Setting
cepsepa (10.0.0.23 B paHHOM npumepe) B none URL
Bawero 6paysepa. ZyWALL aBTomaTnyecku

cosgacTt TyHHenb VPN, koraa Bbl nonbiTaeTecb ero Local | Remote Sec
N Encapsulation|
NCMNonb30BaTh. etwork | Network AI( orithm|
test 192.168.1.0/110.000/ = [ESP DES-
55.255.255.0/255.0.0.0 SHA1

Refreshl Disconnect |

Associations Tahle

B Maxenu HaBuraumm wenkHte SECURITY
(BE3OMNACHOCTb), 3atem VPN v 3atem 3aknagky
SA Monitor (MoOHUTOp 3aLULLEHHOIO COeANHEHMUS)
ansi otobpaxeHus cnmncka noaKNYEeHHbIX TYHHenen

VPN (3pecb yctaHoBneH TyHHenb VPN ¢ nmeHem
“test”).

7 Mouck u ycTpaHeHne HeucnpaBHOCTEH

HeucnpaBHocTb | CnocoGbl ycTpaHeHust

He roput HM oanH | Y6eauTtecs, 4To aganTtep nutaHuns nogkntodeH kK ZyWALL v K COOTBETCTBYIOLLEMY NCTOYHUKY
CBETOAMOA. nutaHus. MNposepbTe KabenbHble COeaNHEHUS.

Ecnu ceeToamoabl Bee elue He ropsiT, BO3MOXHO, CYLLECTBYET annapaTHasi HeMCMNpPaBHOCTb.
B aTOM criyyae criegyer CBA3aTbCs C NOCTABLUMKOM.
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HeuncnpaBHoCTb

Cnoco6bl ycTpaHeHust

OtcyTcTtBYeT
poctyn k ZyWALL
13 noKarbHon
ceTn.

MpoBepbTe kabenbHoe coeanHeHne mexay ZyWALL 1 KoMnbloTEPOM UMM KOHLEHTPATOPOM.
MoppobHee cM. Pasgen 1.

Mpotectupynte coeguHeHne ZyWALL ¢ ceTeBbIM KOMMbIOTEPOM C MOMOLLIbIO KOMaHAb!
"ping". Y6eguTtecn, 4YTO B KOMMblOTEPE YCTaHOBMNeHa kapTa Ethernet n oHa pabotaet
HOpMarnbHO.

B komnbtoTepe wenkHute Start (Myck), (All) Programs ((Bce) nporpammbl), Accessories
(CtanpaptHble) n 3atem Command Prompt (KomangHas cTpoka). B okHe Command
Prompt (KomaHngHas ctpoka) BBegute "ping", 3atem IP-agpec ZyWALL B nokansHon cetu
(no ymonuanmio 192.168.1.1) n Haxxmute [ENTER]. ZyWALL pomkeH oTBeTUTbL. B apyrom
cnyyae, cMm. Pasgen 7.1.

Ecnu Bbl 3a6binu naponb ZyWALL, Haxmute kHonky RESET. Haxxumarite KHOMKy B TeYeHne
10 cekyHp (unu noka ceetoamon PWR He HauyHeT murath), 3aTemM OTnycTuTe KHOMKy. JTa
onepaums Bosepatlaet napameTpbl ZyWALL k 3aBOOCKMM HAacTponkam Mo yMonyaHuio
(naponb - 1234, IP-agpec B nokanbHou cetu - 192.168.1.1 u 1. A4.; nogpo6Hee cMm. B
TexHn4eckoM pyKoBoACTBE).

Ecnu Bbl 3a6binun IP-agpec ZyWALL B nokaneHol unu rnobansHon cetn, MOXHO
nocmotpeThb IP-agpec B CUCTEMHOWM KOHCOMNM MU NOAKIIOYEHNM Yepe3 KOHCOSbHbIM NOPT.
MogkntounTte komnbtoTep kK nopTy CONSOLE ¢ nomMoubio KoHconbHoro kabens. Ha Bawuem
KOMMbIOTEPE AOMKHA ObITb YCTAaHOBEHA KOMMYHMKALNOHHAsA NporpaMma amynsaumm
TepMmuHana (Hanpumep, HyperTerminal) ¢ HacTpoeHHon amynsauuen TepmutHana VT100, 6es
KOHTpONS 4YeTHOCTH, 8 BMT AaHHbIX, 1 cTon-6uT, 6€3 ynpaBneHns NOTOKOM AaHHbIX U
ckopocTbto nopta 9600 6uTt/c.

coeguHeHune VPN.

HeB03MOXHO MposepbTe coeanHeHne mexay ZyWALL v posetkon Ethernet, ¢ koTopon umeetcsa goctyn B
nonyyuTb goctyn | MiHTepHert. Y6eamTech, 4To yCTPONCTBO Wnto3a MIHTepHeT (Hanpumep, mogem DSL)
B VIHTepHeT. paboTaeT HOpManbLHO.

B MaHenn Hasurauun wenkHnte WAN ans nposepkn napaMeTpos.
HeBo3mMOXxHO Y6egutecs, yto ZyWALL 1 yaaneHHbin maplipyTtusatop IPSec ncnonb3syor ognHakoBble
YCTaHOBUTb HacTpoukn VPN. B MNMaHenu Hasuraumm wenkHute VPN ons 4ONONHUTENBbHbLIX HACTPOEK.

Mepengute Ha kakon-HMBYAb Web-caiT, 4ToObl NpoBEpUTL NOAKMIOYEHNE K VIHTepHeTY.

7.1 YctaHoBKa IP-agpeca komnbloTepa

B aTom pasgene onuceiBaeTcs, Kak HACTPOUTb KOMMbIOTEP Ha nonyveHune IP-agpeca B onepaunoHHON
cucteme Windows 2000, Windows NT 1 Windows XP. BeinonHeHve 3Ton onepauum rapaHTUMpyeT, 4To
KOMMNblOTEP CMOXET B3aumogencTsoBaTtb ¢ ZyWALL.

1 B Windows XP wenkHute Start (Myck), Control Panel (MaHenb ynpaBneHus).

B Windows 2000/NT wenkHuTte Start (Myck), Settings (HacTtponka), Control Panel (MaHenb ynpaBneHus).

2 B Windows XP wenkHnte Network Connections (CeTeBble nogkno4eHus).

B Windows 2000/NT wenkHuTe Network and Dial-up Connections (CeTb 1 yaaneHHbIn JOCTYN K CETH).
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3 WenkHuTe npaBown kHonkon Mbiwun Local Area Connection (MoakntoyeHne no nokanbHoOM ceTu) 1
3atem Properties (CBoncTBa).

4 Bbibepute Internet Protocol (TCP/IP) (MpoTtokon UHTepHeTa (TCP/IP)) (Ha 3aknaanke General (O6wume)
B WinXP) n wenkHute Properties (CBomncTtsa).

5 OTkpoeTtcs okHo Internet Protocol TCP/IP Properties
(CeouctBa: MNpotokon UHTepHeTa (TCP/IP)

Internet Protocol (TCP/IP) Properties = ﬂﬂ

i General
(3aknagka General (O6wue) B Windows XP).
H H *f'ou can get |P zettings assigned automatically if your network, supports
Bbl6epMTe Obtaln an P address aUtomatlca"_y thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
(Mony4aTtb IP-appec aBTomaTuyeckun) n Obtain DNS the appropriate [P settings.

server address automatically (MonyyaTtb agpec

l £+ Obtain an [F address automaticall: )
cepBepa DNS aBTomaTtuyecku).

—" Use the following IP address:
6 LLenkHute OK, 4ToGbI 3akpbiTb OKHO Internet Protocol IF address: [
(TCP/IP) Properties (CBoucTBa: lNpotokon e e

WUHTepHeTa (TCP/IP)). chronny =
7 WenkHute Close (3akpbiTh) (OK B Windows 2000/

6]

NT), 4Tobbl 3aKkpbITh OkHO Local Area Connection ([ _OuxainDNS servr ackdess outomatcaly )

. o o ) i o
Properties (CBoiicTBa NoAKMOYEHUs NO NOKanbHO RR i L R B
CeTVI) Ereferred DHE server: I . .

o . Al te DHNS e & - 7 F
8 3akpoiite okHo Network Connections (CeTeBble e |
noaKIyYeHus).
Advanced... |
ak I Cancel |

Mopspok npocMoTpa cepTudmkara(oB) Ha nsgenue

1 Nepewnante Ha canT www.zyxel.ru.

2 BbibepuTe n3genve n3 packpbiBaloLLErocs cnucka Ha gomalwHen ctpannue ZyXEL ansa nepexona Ha
CTpaHuLy, NOCBSALLEHHY 3TOMY U3OENuio.

3 Bbibepute ceptudmkaT ansg npocMoTpa.

88



PYCCKUM

89



SVENSKA

Oversikt

ZyWALL 2 Plus ar en brandvagg med VPN, bandbreddshantering, innehallsfiltrering och manga andra
funktioner. Du kan anvanda den som en transparent brandvagg utan att behdva omkonfigurera ditt natverk
eller konfigurera ZyWALL:s routingfunktioner. Fdljande komigang guide visar den anslutning och konfiguration
som kravs for att du ska kunna bdrja anvanda ZyWALL i ditt natverk.

Se bruksanvisningen fér mer information om alla funktioner.

Eventuellt behéver du din Internet-anslutningsinformation.

WAN
AN H m
( Internet [- \—:ﬁ‘ \?L \::ﬁ‘ i
e _*T) S .
\_‘--Cklit/emet ¥ E——
!
Denna guide ar indelad i féljande avsnitt.
1 Maskinvaruanslutningar 5 NAT
2 Atkomst till webbkonfigurator 6 Brandvagg
3 Brygglage 7 Instéllning av VPN-regel
4 Installning av Internet-atkomst och 8 Felsdkning
produktregistrering
1 Maskinvaruanslutningar
Du behéver féljande.
ZyWALL Dator Ethernet-sladdar  Stromadapter

ZyWALL 2 Ph
ITERNET SECORITY APPLIANCE

“o100m
WAN
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HISH

DIALBACKUP RESET L LAN10100M ————'  WAN10/100M

I . oot

L

-

- @

1 Anvand en Ethernet-sladd for att ansluta LAN-porten till en dator.

2 Anvand en annan Ethernet-sladd (natverkskabel) fér att ansluta WAN-porten till en Ethernet-anslutning
med Internet-atkomst.

Note: Anvand den bla konsolsladden om du vill ansluta CONSOLE-porten till din dator. Anvand den
svarta uppringnings-backupsladden om du vill ansluta DIAL BACKUP-porten till ett analogt
modem.
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3 Anvand den medfdljande strémadaptern for att ansluta strdmanslutningen (pa bakpanelen) till ett eluttag.

— — T —
T~ """l 8w AR A R AR /R B/ [°°°T7
PWR ACT 1 2 3 4 10/100M WALL 2 P
zyXE" b LAN 10/100M WaAN mrmfzrsm.lmvmm:: |

4 Titta pa frontpanelen. Indikatorlampan PWR téands.ACT, LAN-och WAN tands och fortsatter att lysa om
motsvarande anslutningar ar ratt utférda.

2 Atkomst till webbkonfigurator

Anvand detta avsnitt for att konfigurera WAN-granssnittet for Internet-atkomst.

1 Starta din webblasare. Ange 192.168.1.1 2 Klicka pa Login (standardldésenordet 1234 ar
(ZyWALL:s standard-IP-adress) som adress. redan angivet).
Om inloggningsskarmen inte visas, se Avsnitt 7.1
for att ange din dators IP-adress.

ZyWALL 2 Plus

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpiji192.168.1.1

Enter Password and click Login.

3 Andra inloggningslésenordet genom att ange ett 4 Klicka pa Apply for att ersatta ZyWALL:s digitala
nytt I6senord och klicka pa Apply. standardcertifikat.

Use this screen to change the password. Replace Factory Default Certificate

New Password: FEEEEETTTTT The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate

: using your ZyWALL's MAC address that will be
Retypa.te, Sanfime: L specific to this device.

Enm  Em

92



SVENSKA

5 Skarmen HOME 6ppnas.

ZyWALL befinner sig i routerlage som standard. Fortsatt till nasta steg om du vill anvéanda
routingfunktioner som t ex NAT, DHCP och VPN.

Ga till Avsnitt 3 om du féredrar att anvanda ZyWALL som en transparent brandvagg.

6 Kontrollera tabellen o)
Network Status ZyXEL
(natverksstatus). Om
WAN-status inte ar ey
Down och det finns en  ([N—"

HOME

Wizards for WAN and ¥PN Quick Setup

IP-adress, gé till SECURITY =] I VRN
Avsnitt 5. ADYANCED  © Device Information
LOCE Systern Name:
Om WAN-status ar MAINTENENCE Firrnware Version: V4.00(XD.0)bZ | 07/25/2005
Down (eller om IP- LosouT ot o o
adress saknas), klicka el Disabled
a Internet Access System Time: 2005-07-28 03:26:03 GMT
(Internet-atkomst) och e I%ml

anvand Avsnitt 4 for att
konfigurera WAN.

Network Status

AN LooM/Full 172.23.23.27 255,255 255.0 DHCP dlisnt Renew
Dial Backup Down 0.0.0.0 0.0.0.0 MR Dial
=] 100M/Full 192.1681.1 255.255,255.0 DHCP server  N/A

IF Alias 1 Disabled 0.0.0.0 0.0.0.0 WTZS T

IF Alias 2 Disabled 0.0.0.0 0.0.0.0 WTrs S
Y 11mM 10.10.2.1 255,255 255.0 DHCP server /A
DMz 100m/Full 0.0.0.0 0.0.0.0 Static /A

Showe Statistics Shiowy DHCP Table WPN Status I

3 Brygglage

Nar du staller in ZyWALL pa brygglage, fungerar den som en transparent brandvagg. Gor féljande for att stalla
in ZyWALL pa brygglage.
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1 Klicka pA MAINTENANCE
(underhall) i
navigationspanelen och
klicka sedan pa Device
Mode (enhetslage).

2 Valj Bridge (brygga) och
konfigurera en (statisk) IP-
adress subnetmask och
gateway-IP-adress for
ZyWALL:s LAN- och
WAN-granssnitt.

3 Klicka pa Apply. ZyWALL
startar om.

General Password

Time and

Backup &

Restore LB

Date

|Device Mode F/W Upload

Device Mode

Rauter

The ZyWwALL restarts autornatically after you change the device mode and click "apply".

* Router
IP Address (See LAM and WAN)
Bridge
1P Address 192 168 1 1
1P Subnet Mask 255 255 . 285 . O
Gateway IP Address i} i g 0 0
Apply Reset

4 Instéllning av Internet-atkomst och produktregistrering

1 Klicka pa Internet Access pa skarmen HOME for att 6ppna guiden for Internet-atkomst.
Ange Internet-atkomstinformationen exakt som du fatt den.

Om du fick en IP-adress som ska anvandas, valj Static i rullgardinslistrutan IP Address Assignment och ange

den information du fatt.

Note: Falten varierar beroende pa vad du véljer i faltet Encapsulation. Fyll i den information du fatt av

din ISP eller natverksadministrator.

Klicka pa Apply nar du ar klar.
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: Ethemet-mkaPSIIng WIZARD - Internet Access

Konfigurera en Roadrunner-tjanst pa skarmarna
NETWORK WAN (anvand ﬂiken WAN). ISP Parameters for Internet Access

WAN IP Address Assignment

* PPP over Ethernet eller PPTP-inkapsling

Valj Nailed-Up nar du vill att anslutningen ska vara standigt aktiv (detta kan bli dyrt om din ISP fakturerar dig
for Internet-anvandningstid i stallet for en enhetlig manadsavgift).
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Om du inte vill att anslutningen ska vara standigt aktiv, specificera en timeout-period efter inaktivitet (i
sekunder) i Idle Timeout.
WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Eiermet 7 ET— |

N
~

|

|
prowws |
foo

PPTP Configuration

WAN IP Address Assignment

WAN IP Address Assignment

[oyrame =]

2 Klicka pa Next for att visa skarmen dar du kan INTERNET ACCESS
registrera din ZyWALL hos myZyXEL.com
(ZyXEL:s online-servicecenter) och aktivera B T T T T
avgiftsfri innehallsfiltrering under en prévotid. e | !
| annat fall klickar du pa Skip och sedan pa
Close for att slutfora installningen av Internet-
atkomst.

96



SVENSKA

3 Om du redan har ett konto hos
myZyXEL.com, valj Existing
myZyXEL.com account och ange din
kontoinformation. | annat fall valjer du New
myZyXEL.com account och fyller i falten

INTERNET ACCESS

Device Registration

o L]

5 e
nedan for att skapa ett nytt konto och
registrera din ZyWALL. Klicka p& Next
(nasta). i@areioon |

Taivvan =

4 Vanta tills registreringsprocessen ar slutférd. INTERNET ACCESS

5 Foljande skarm visar om registreringen
misslyckades. Klicka pa Return for att ga
tillbaka till skarmen Device Registration och
kontrollera dina instéllningar.

INTERNET ACCESS

6 Klicka pa Close for att lamna guideskarmen
nar registrering och aktivering ar klar.

INTERNET ACCESS

Status

Note: Om du vill aktivera en standardtjanst
med ditt iCards PIN-nummer
(licensnyckel), anvand skarmen
REGISTRATION Service. Se
bruksanvisningen fér mer information.
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5 Brandvagg

Du kan anvanda ZyWALL utan att konfigurera brandvaggen.

ZyWALL:s brandvagg ar forkonfigurerad att skydda ditt LAN fran attacker fran Internet. Som standard kan
ingen trafik komma in i ditt LAN savida inte en begéaran forst genererats pa LAN.

Om du anvander ZyWALL i routerlage, fortsatt med nasta avsnitt. For brygglage, ga direkt till Avsnitt 7.

6 Installning av VPN-regel

En VPN-tunnel (Virtual Private

Network) ger dig en saker I- Local Network g Femote Netw ork
anslutning till en annan dator | I- i aaion ’i
eller ett annat natverk. | ;

| My DAL IPSec Router | S— .
0] —L_)—\_ VPN Tunnel \"""‘"“ —k"f)—'i

En gatewaypolicy identifierar | == ]
IPSec-routrar i endera anden I éBA-n-:w,w PoLioy A
av en VPN-tunnel. e ———— 5

1
@

1
— — — — ——

I
[
I
I
I
[
L

=
H
H
ARMRAARAARRAREARRAARAREAAT

En natverkspolicy specificerar
vilka enheter (bakom IPSec-
routrarna) som kan anvanda
VPN-tunneln.

NETWORK POLICY

LTI TT LTI
Yeveveverveer

Denna figur hjalper dig att forsta huvudfalten i guideskarmarna.

i' —— Gc; mtw_ork | rRemote Network 1

| - I Remote | |

| el I IPSec Router | |

| [ [— 'tx:r,,v—\_ VPN Tunnel N |
= [ * ==

I Local Network | KA \ | Remote Network I

— =y zywa W

1 Klicka pa VPN pa skdrmen HOME (du maste kanske rulla uppat for att se lanken) for att 6ppna VPN-
guiden.
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Note: Dina installningar sparas inte om du klickar pa Back.

2 Anvand denna skarm for att konfigurera 3 Anvand denna skarm for att konfigurera
gatewaypolicyn. natverkspolicyn.
Namn: Ange ett namn for att identifiera Lat kryssrutan Active forbli markerad.
gatewaypolicyn. Namn: Ange ett namn for att identifiera
Remote Gateway Address: Ange IP-adress eller natverkspolicyn.
domannamn for fjarr-IPSec-routern. Valj Single och ange en IP-adress for en enda IP-
WIZARD - VPN adress.

Valj Range IP och ange inledande och avslutande
IP-adresser for ett specifikt intervall av IP-adresser.

Valj Subnet och ange en IP-adress och subnetmask
for att specificera IP-adresser pa ett natverk genom
deras subnetmask.

Gateway Policy Property

Gateway Policy Setting

0000

BranchOffice.com |

WIZARD - VPN

Network Policy Property

i

Network Palicy Setting
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Note: Kontrollera att fjarr-IPSec-routern anvander samma sakerhetsinstallningar som du konfigurerar
pa de féljande tva skarmarna.

Forhandlingslédge: Valj Main Mode for identitetsskydd. Valj Aggressive Mode for att tillata fler inkommande
anslutningar fran dynamiska IP-adresser for att anvanda separata I6senord.

Note: Anslutning med flera SA:s (s@kerhetsassociationer) genom en saker gateway maste ha samma
forhandlingslage.

Krypteringsalgoritm: Valj 3DES eller AES for starkare (och langsammare) kryptering.
Autenticeringsalgoritm: Valj MD5 for minimal sakerhet eller SHA-1 fér hogre sakerhet.
Nyckelgrupp: Valj DH2 for hogre sakerhet.

SA-livstid: Stall in hur ofta ZyWALL omférhandlar IKE SA (minimum 180 sekunder). En kort SA-livstid 6kar
sakerheten, men omférhandling kopplar tillfalligt bort VPN-tunneln.

Fordelad nyckel: Anvand 8 till 31 skiftlageskansliga ASClI-tecken eller 16 till 62 hexadecimala ("0-9", "A-F")
tecken. Férega en hexadecimal nyckel med "0x” (noll x), som inte raknas som en del av 16-62
teckenintervallet for nyckeln.

Inkapslingslage: Tunnel &r kompatibel med NAT, Transport ar det inte.
IPSec-protokoll: ESP ar kompatibel med NAT, AH ar det inte.

PFS (Perfect Forward Secrecy): None (ingen) tillater snabbare IPSec-installning, men DH1 och DH2 ar mer
sakra.

4 Anvand denna skarm for att konfigurera IKE 5 Anvand denna skarm for att konfigurera IPSec-
(Internet Key Exchange) -tunnelinstallningar. installningar.
Megotiation Mode @ Main Mode { Aggressive Mode Bt e e & Tunnel C Transport
Encryption Algorithm { pDEs ¢ AES ! 3DES IPSec Protocal & gsp © aH
Authentication &lgorithm  © SHA1  MDS Encryption Algorithm # pEs © aEs © 3DES . HULL
o G o o Authentication Algorithm & spa1  wos
=4 Life Time 28800 e 34 Life Time 25800 (Seconds)
Pre-shared Key 12345872 '(’:F’ge)“ IS CEE g e G (93
Met Back | Hext
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6 Kontrollera dina VPN-installningar. Klicka pa
Finish for att spara installningarna.

7 Klicka pa Close i slutskarmen for att slutféra VPN-
guideinstallningen. Fortsatt med nésta avsnitt for

Gateway Policy Proparty
Hame

Gateway Policy Setting
My ZyWALL
Remote Gateway Address

Metwark Policy Property
Active
Mame

Hetwork Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remnote Network
Starting IP Address
Subnet Mask

IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By
User Name
Password
Hegatiation Mode
Encryption Algorithm
Authentication Algorithm
Key Group
SA Life Time
Pre-Shared Key

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication &lgorithm
S5A Life Time
Perfect Forward Secrecy [PFS)

Test

0.0.0.0
Branchoffice com

Tes
Test

192.168.1.0
255.255.255.0

10,000
255.0.0.0

Main Mode
DES
MDS

H1
28800 (Seconds)
12345678
Tunnel Mode
ESP
BES:

HAt
23800 (Seconds)
None

Back | Finish

att aktivera VPN-regeln och uppratta en VPN-
anslutning.

Congratulations. The ¥PN wizard configuration is
complete.

iZheck our exciting range of ZyXEL products at
http v 2y el .com

Hawing VPM access problems?

1. Verfy your settings in this wizard,

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct.

3. If vou still have problems, please contact
customer support,

Close I

6.1 Anvanda VPN-anslutningen

Anvand VPN-tunnlar for att sakert skicka och hamta filer, och tillata fjarratkomst till bolagsnatverk,
webbservrar och e-post. Tjansterna fungerar som om du satt pa kontoret i stéllet fér att vara ansluten via

Internet.

Till exempel tillater “test” VPN-regeln séker
atkomst till en webbserver pa ett fjarr-bolags-
LAN. Ange serverns IP-adress (10.0.0.23 i detta
exempel) som din webblasares URL. ZyWALL
bygger automatiskt upp VPN-tunneln néar du
férsOker anvanda den.

Klicka pa SECURITY, VPN i navigationspanelen
och klicka sedan pa fliken SA Monitor for att visa
en lista 6ver anslutna VPN-tunnlar (“test” VPN-
tunneln finns har).

25525525,

VPN Rules (IKE) YPN Rules (Manual)

SA Monitor

255000  Tunnel

Global Setting

| -sHA1 |

Fefresh

Disconnect
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7 Felsdkning

Problem

Korrigerande atgard

Ingen
indikatorlampa
tands.

Kontrollera att stromadaptern ar ansluten till ZyWALL och ansluten till en [amplig strémkalla.
Kontrollera alla sladdanslutningar.

Om indikatorlamporna fortfarande inte tands, kan du sta infor ett maskinvaruproblem. |
sadant fall bor du kontakta din lokala aterforsaljare.

Det géar inte att fa
atkomst till din
ZyWALL fran
LAN.

Kontrollera sladdanslutningen mellan ZyWALL och din dator eller hubb. Se Avsnitt 1 fér mer
information.

Pinga din ZyWALL fran en pa natverket. Kontrollera att datorns Ethernet-kort ar installerat
och fungerar som det ska.

| datorn, klicka pa Start, (All) Programs, Accessories och sedan Command Prompt. |
fonstret Command Prompt, skriv in "ping" foljt av ZyWALL:s LAN IP-adress (192.168.1.1 ar
standard) och tryck sedan pa [ENTER]. ZyWALL ska svara. | annat fall, se Avsnitt 7.1.

Om du glémt ZyWALL:s I6senord, anvand knappen RESET . Tryck pa knappen i ungefar 10
sekunder (eller tills indikatorlampan PWR bérjar blinka), och slapp sedan upp den. Detta
aterstaller alla fabriksvarden for ZyWALL (I6senord ar 1234, LAN IP-adress 192.168.1.1 osv;
se bruksanvisningen fér mer information).

Om du har glémt ZyWALL:s LAN eller WAN IP-adress, kan du kontrollera IP-adressen i SMT
via konsolporten. Anslut din dator till porten CONSOLE med en konsolsladd. Din dator ska
ha ett terminalemuleringskommunikationsprogram (som t ex HyperTerminal) installt pa
VT100 terminalemulering, ingen paritet, 8 databitar, 1 stoppbit, ingen flédeskontroll och 9600
bps porthastighet.

Det gér inte att
ansluta till
Internet.

Kontrollera ZyWALL:s anslutning till Ethernet-anslutningen med Internet-atkomst. Kontrollera
att Internet-gatewayenheten (t ex ett DSL-modem) fungerar som den ska.

Klicka pa WAN i navigationspanelen for att verifiera dina instéllningar.

Det gar inte att
uppratta en VPN-
anslutning.

Kontrollera att ZyWALL och fjarr-IPSec-routern anvander samma VPN-installningar. Klicka
pa VPN i navigationspanelen for att konfigurera avancerade installningar.

Oppan en webbsida fér att kontrollera att din Internet-anslutning fungerar.

7.1 Stalla in datorns IP-adress

Detta avsnitt beskriver hur du staller in din dator fér att ta emot en IP-adress i Windows 2000, Windows NT
och Windows XP. Detta sékerstéller att din dator kan kommunicera med ZyWALL.

1 1 Windows XP, klicka pa Start, Kontrollpanelen.

| Windows 2000/NT, klicka pa Start, Instéllningar, Kontrollpanelen.

2 | Windows XP, klicka pa Natverksanslutningar.
| Windows 2000/NT, klicka pa Natverk och uppringda anslutningar.
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3 Hogerklicka pa LAN-anslutning och klicka sedan pa Egenskaper.
4 Valj Internetprotokoll (TCP/IP) (under fliken Allmént i Windows XP) och klicka p4 Egenskaper.

5 Skarmen Internetprotokoll TCP/IP Egenskaper
o6ppnas (fliken Allmant i Windows XP). Valj

Internet Protocol {TCP/IP) Properties : ﬂﬂ

. . General
alternativen Skaffa IP-adress automatiskt och Skaffa |
- H *f'ou can get |P zettings assigned automatically if your network, supports
DNS Serverad ress aUtomatISkt' this capability. Otherwise, vou need to ask vour network. administrator for
. o .. . .. h iate IP zettings.
6 Klicka pa OK for att stinga fénstret Internetprotokoll SEREIEE
(TCP/I P) EgenSKaper- l(: Obtain an |P address automaticall )
7 Klicka pa Stang (OK i Windows 2000/NT) for att ¢ Use the following IP address:
stanga fonstret LAN-anslutning Egenskaper. 1P iz e
8 Stang skarmen Natverksanslutningar. e e I
Default gateyay: I = : :

' Obtain DNS server address automatically

—{ " Usze the follawing DNS server addreszes:

Ereferred DHE server: I . . .
Alternate DHE server I . . :

Advanced... |
| ()8 I I Cancel |

Procedur for att visa en produkts certifikat

1 Ga till www.zyxel.com.

2 Valj din produkt fran rullgardinslistrutan pa ZyXEL:s hemsida for att ga till denna produkts sida.
3 Valj det certifikat du vill titta pa fran denna sida.
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Enter Password and click Login.

3 gi? PR > Ihief - Apply (RF]) :@Elﬁ 4 {F- " Apply (5] ) V[YRE ZyWALL v gg&gj
TR - A A o

Use this screen to change the password. Replace Factory Default Certificate

New Password: = The factory default certificate is common to all

ZyWALL models. Click Apply to create a certificate
. using your ZyWALL's MAC address that will be
Ratypa te Gonflom: R specific to this device.

Aoy [ Iorore |

S {1477 HOME iH[f: -
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6 41 ¥; Network Status
CREEIE ) by EyXEL
N WAN “IL{{ i HOME
Down ( ﬂ\ﬂ‘-ﬁﬁ: ) ’ E REGISTRATION
%_l—%gf%~ TP Rk g NETWORK

J%%%{,I Q’TS o SECURITY
I?/D%l\[ WAN }{J{Fg\ ti}l ADYANCED
Down ( “j—‘kig‘f_f"i) (Fk/ LOGS
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F%*— WAN

3 fRp ARt

Hi 1258 ZyWALL Fsafffg s - 41

Hew (7)

Device Information
Systermn Mame:
Firmware Wersion:
Routing Protocol:
Devwice Mode:
Firewall:

Systemn Time:!
Mermary:

Sessions:

Network Status

Wizards for WAN and ¥PN Quick Setup

Internet Access

WRN

14 .00(XD 0)b2 | 07/25/2005

1P
Rauter
Disabled

2005-07-28 03:26:03 GMT

oS

WAN 100M/Full 172.23.23.27 255,255.255.0 CHCP client Renew
Dial Backup Down 0.0.0.0 0.0.0.0 /A Disl
(=] e 100M/Full 192.168.1.1 255,255.255.0 DHCP server N/

IF Alias 1 Disabled 0.0.0.0 0.0.0.0 TS LIz

IF Alias 2 Disabled 0.0.0.0 0.0.0.0 /A LTz
paCe 11M 10.10.2.1 255,255.255.0 DHCP server  N/&
DMz 100M/Full 0.0.0.0 0.0.0.0 Static /A

Showe Statistics Showy DHCP Table WP Status

- A B = 1 7 - %F

IR R ZyWALL R AREEAL -
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