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Summary

Winbox is a small utility that allows administration of MikroTik RouterOS using a fast and simple GUI. It is a native Win32 binary, but can be run on
Linux and MacOS (0OSX) using Wine. All Winbox interface functions are as close as possible mirroring the console functions, that is why there are no
Winbox sections in the manual. Some of advanced and system critical configurations are not possible from winbox, like MAC address change on an
interface Winbox changelog (http://wiki.mikrotik.com/wiki/Winbox_changelog)

From Winbox v3.14, the following security features are used:

= Winbox.exe is signed with an Extended Validation certificate, issued by SIA Mikrotikls (MikroTik).

= WinBox uses ECSRP for key exchange and authentication (requires new winbox version).

= Both sides verify that other side knows password (no man in the middle attack is possible).

= Winbox in RoOMON mode requires that agent is the latest version to be able to connect to latest version routers.
= Winbox uses AES128-CBC-SHA as encryption algorithm (requires winbox version 3.14 or above).

Starting Winbox

Winbox loader can be downloaded from the mikrotik download page (http://www.mikrotik.com/download). When winbox.exe is downloaded, double
click on it and winbox loader window will pop up:
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@ WinBox v3.4 (Addresses)
File Tools

Connect To: | IENIEES
Login: |krisjanis

Password: ™

Add/Set

Managed Neighbors

52:54:00:69:2D:E8
52:54:00:0F:03:93

4C:BE:0C:FE.CHAB
4C:5E:0C:57:FD:59

nn.ne. A.CN.073.Co

Connect To RoMON

|dentity

T | | Refresh

MALC Address IP Address

52:54.00:E1.94.24 fe8l: 5054 fifee1:9424 MikroTilk
52:54:00:.DA:0E:19 fedD: 5054 fffedae’d  MikroTik
52:54:00:BB:0D:B8 fedD::5054 ff febb:ddb& MikraTik
52:54:00:80:BA:57 fed: 5054 fffeB0bab7 MikroTik

fed: 5054 fffeb9:2ded MikraTik
fe80::5054 f fe OF:353
fe8l:; debecff feff.clab 3C18-Krsjanis_GW
fedD: debe cff fe57fd99 crs226an

[Ty T, TP ™o ST, WG, Y.

Mikero Tike

Version

6.35c46 .
8.36E ..
6.35rc40 ..
6.35cH ..
£.34.3 [gt...
6.35c49 ..

6.36rcE ...

6.34 eta...

£ 961

E

v| Keep Password

Open In New Window

all

Board

x86

%86

%86

%86

%86

x86
CCR1036-12G-4S
CR5226-24G-25+

(=1=R R0, THNE ]

+|

To connect to the router enter IP or MAC address of the router, specify username and password (if any) and click on Connect button. You can also enter

the port number after the IP address, separating them with a colon, like this 192.168.88.1:9999. The port can be changed in RouterOS services menu.

Note: It is recommended to use IP address whenever possible. MAC session uses network broadcasts and is not 100% reliable.

You can also use neighbor discovery, to list available routers use Neighbors tab:

Managed Neighbors | ]
e
T | | Refresh |2
—

MAC Address IP Address
52:54:00:E1:94.24 fe80::5054ff fee1:9424
52:54:00:DA:0E1S fed0:5054ff feda:e19
52:54:00:BB:DD:B& fed0::5054f febb ddb&
52:54:00:80:BA57 fe80::5054f fe8l:baby
h2:54:00:69:2D:E8 fe80::2054ff feb9:.2de
52:54:00:0F.03:53 fe80::5054f feF: 393

4C.5E:0C:F&:CO:AB
4C.BE.0C:37.FD:59
00:0C.42:F0:B2.E6

fed0::4ebecff fef6.clab
feB0: debe cff fe371d95
feB0::20c 4 fef0b2eb

4C:5EOC:FeCOAB 10.5.104.254
D4:CARD:1C: 3754 10.5.104.251
E4:3D:8C:35:95:AC 10.5.104.250
E4:8D:8C17E41A 10.5.104.245
4C.5E:0C:74.76:80 10.5.104.247
4C:5E0CATFD:9 10.5.104.246
4C:5E0C.CB:ER:G5 10.5.104.245
00:0C.42:F0:B2:E6 10.5.104.243

|dentity

Mikero Tike

Mikero Tik

Mikeroi Tik

Mikcro Tik

Mikera Tik

Mikero Tike
3C18-Krisjanis_GW
crs226.Jan

ppclan
3C18-Krisjanis_GW
powerlocal

3 lan

nine lan

wall local
crs226./an

plus lan

ppclan

Version
6.35cd6 .
6.36rch ...
£.35rcdl .
6353
6.34.3 =t..
6.35rcdD
6.36rch ...
6.3 (gta...
6.35rc15
B.36rch ...
114
6.35rc22
£.35rc37
114

6.3 (sta...
£.35rc48
6.35rc15

all

Board

xB6
%86
xB6
86
xB6
xB6

CCR1036-12G-45
CRS5226-24G-25+
RB1100H.2
CCR1026-12G45
RE260GSP
RB3011LIAS
CCR1003-85-15-...
RBE260GSP
CRS5226-24G-25+
CCR1036-8G-25+
RB1100Hx2

A RIR

From list of discovered routers you can click on IP or MAC address column to connect to that router. If you click on IP address then IP will be used to

connect, but if you click on MAC Address then MAC address will be used to connect to the router.

ef

Description of buttons and fields of loader screen
= Simple mode:

-- Buttons/check-boxes

= Connect - Connect to the router
= Connect To ROMON - Connect to ROMON Agent

https://wiki.mikrotik.com/wiki/Manual:Winbox

Note: Neighbor discovery will show also devices which are not compatible with Winbox, like Cisco routers or any other device that uses
CDP (Cisco Discovery Protocol). If you will try to connect to SwOS device, then connection will be established through web browser
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-- Fields

AddI/set - Save/Edit any of saved router entries in Managed tab.

Open In New Window - Leaves loader open in background and opens new windows for each device to which connection is

made.

Connect To: - destination IP or MAC address of the router
Login - username used for authentication

Password - password used for authentication

Keep Password - if unchecked, password is not saved to the list

= Advanced mode:

-- Buttons/check-boxes

-- Fields:

Browse - Browse file directory for some specific session
Keep Password - if unchecked, password is not saved to the list

Secure mode - if checked, winbox will use DH-1984 for key exchange and modified and hardened RC4-drop3072 encryption to

secure session.
Autosave session - Saves sessions automatically for devices to which connection are made.

Session - Saved router session.

Note - Note that is assigned to save router entry.

Group - Group to which saved router entry is assigned.
ROMON Agent - Select ROMON Agent from available device list

Description of menu items in loader screen

-- File

-- Tools

New - Create new managed router list in specified location
Open - Open managed router list file

Save As - Save current managed router list to file

Exit - Exit Winbox loader

Advanced Mode - Enables/Disables advanced mode view

Import - Imports saved session file

Export - Exports saved session file

Move Session Folder - Change path where session files are stored
Clear cache - Clear winbox cache

Check For Updates - Check for updates for Winbox loader

Warning: Managed routers list is not encrypted by default. To encrypt it, set the master password!

It is possible to use command line to pass connect to, user and password parameters automatically:

winbox.exe [<connect-to> [<login> [<password>]]]

For example (with no password):

winbox.exe 10.5.101.1 admin ""

https://wiki.mikrotik.com/wiki/Manual:Winbox
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It is possible to use command line to pass connect to, user and password parameters automatically to conenct to router through RoOMON. In this case
RoMON Agent must be saved on Managed routers list so Winbox would know user and password for this device:

winbox.exe --romon [<romon-agent> [<connect-to> [<login> [<password>]]]]

For example (with no password):

winbox.exe --romon 10.5.101.1 D4:CA:6D:E1:B5:7D admin

Will connect to router D4:CA:6D:E1:B5:7D through 10.5.101.1 RoMON Agent with user "admin" without password.

IPv6 connectivity

Winbox supports IPv6 connectivity. To connect to the routers IPv6 address, it must be placed in square braces the same as in web browsers when
connecting to IPv6 server. Example:

Q WinBox v3.4 (Addresses)

File Toels

0Tyl QU e B0 5054 f fee1:9424% 3

Password:

Add/Set

Login: |krisjanis

Connect To RoMON

| Keep Password

Open In New Window

Connect

Winbox neighbor discovery is now capable of discovering IPv6 enabled routers. As you can see from the image below, there are two entries for each IPv6
enabled router, one entry is with IPv4 address and another one with IPv6 link-local address. You can easily choose to which one you want to connect:

Run Winbox on macOS

Managed MNeighbors 1.

S—
T | | Refresh |2 all ¥
MAC Address IP Address |dentity Version Board -
52:54:00:E1:94:24 fe80::5054f fee1:9424 MikraTik 6.35rcdb .. xB6 Y
52:54:00.DA0E19 fe80::5054ff fedae1d  MikroTik 6.36ck ... xB6
52:54:00:BB:DD:B& fed0::5054f febb .ddb8 MikraTik 6.35rcdl ... xB6
52:54:00:80:BA:57 fe80::5054f feBlbab7 MikraTik 6.35rc34 ... xB6
h2:54:00:69:2D:E8 fe80::5054ff feb9:2de8 MikraTik 6.24.3 st... x86
52:54:00:0F.03:53 fel0::5054ffelf:353  MikraTik £.35rcd9 ... xB6
4C.5E:0C:F&.CO:AB feB0:debecff fef6.clab 3C18-Kisjanis_GW 6.36rc6 ... CCR1036-12G-45
AC:RE0C:57:FD:55 fe80:debeci feS7fd%9 crs226 lan 6.34 (sta... CRS226-24G-25+
00:0C-42:FO:B2-E6 fe80::20c 42f fef0b2e6 ppclan 6.35rc15 .. RB1100Hx2
4C.5E:0C:F&:CO:AB 10.5.104.254 3C18-Knisjanis_GW 6.36rc6 ... CCR1036-12G-45
D4:CABD:1C:37:54 10.5.104.251 powerlocal 114 RE26DGSP
E4:80:8C:35:55.AC 10.5.104.250 3k Jan 6.35rc22 ... RB30D11UIAS
E4:3D:8C:17.E4:1A 10.5.104.245 nine lan 6.3brc37 ... CCR1009-8G-15-...
4C:5E:0C:74.76:80 10.5.104.247 wall local 1.14 RE260GSF
4C.5E.0C:37:FD:59 10.5.104.246 crs226./an 6.3 (sta... CRSZ226-24G-25+
4C.5E.0C.CB:EB.:65 10.5.104.245 plus lan £.35rc48 . CCR1036-8G-25+
00:0C:42:F0:B2:E6 10.5.104.243 ppclan 6.35rc15 ... RE1100HxZ

Wine

Wine is a software that allows you to run Windows executable files on macOS. Install latest Wine software from the official Wine HQ homepage (https://d
L.winehq.org/wine-builds/macosx/download.html), during installation you must check the "64 bit" checkbox, so that it can operate in macOS Catalina and
newer. Then, you will have to launch Winbox 64bit version (https://mt.lv/winbox64) using this command line:

/Applications/Wine\ Staging.app/Contents/Resources/wine/bin/wine64 /Applications/winbox64.exe

Change the command according to where you installed Wine and where you have put the Winbox64 executable. This is the easiest and most reliable way

to run Winbox on new macOS versions.

https://wiki.mikrotik.com/wiki/Manual:Winbox
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Wine bottler

For older macOS versions, It is possible to use Winbox in Apple macOS operating system by using Wine emulation software. For easier use it can be

combined with WineBottler software (http://winebottler.kronenberg.org) to create a more convenient executable.

Homebrew

Also for older macOS versions, If the bottled version does not work, you can use Homebrew to install Wine and then launch the regular Winbox.exe file

from our download page (http://mt.lv/winbox)

Requirements:

1. Xcode (https://developer.apple.com/download/) latest version. If you have Xcode 9-beta, delete Xcode 8 first, then rename the Beta to

"Xcode".
2. Homebrew (https://brew.sh)

Then just follow these steps:

brew cask install xquartz
brew install wine

If you'd like to create a launcher in MacOS, to avoid launching Wine from the Terminal, you can do it with Automator and save the result as a service or

as an app. This is an example setup:

[ NN ] “ wb
im] e [ ] | >
Library  Media Record Step Stop Run
@LETION variables a Service receives  no input in _any application ™
v | il Library & Activate Fonts .
- Input is  entire selection Qutput replaces selected text
[T Calendar & Add Attachmen...Front Message
B Contacts @ Add Color Profile
# Developer i’ Add Configuration Profiles v @ Run Shell Seript »
E Files & Folders '__-; Add Grid to PDF Documents . i
& Fonts & Add Packages...st-Install Scripts Shell: | binbash H Pess input: | to stdln ﬂ
& Internet S Add Songs to iPod PATH=/usr/bin: /fusr/local/bin export PATH
& Mail ) Add Songs to Playlist wine /Applications/winbox.exe
@ Movies =5 Add Thumbnail..n to Image Files
) Music & Add to Album
__,. PDFs .h Add to Font Library Results Options
=3 Photos & Add User Account
5 Presentations B Apple Versioning Tool
@ System =2 Apply ColorSyn..rofile to Images
Tk W Aneba Ouasets s e lesass Sllae

L. Activate Fonts

This action activates the fonts passed from the previous action.

Log Duration

Input: Font Book typeface
Result: Font Book typeface
Version: 5.0
Copyright: Cepyright ® 2004-2016 by Apple Inc. All
rights reserved.

Interface Overview

Winbox interface has been designed to be intuitive for most of the users. Interface consists of:

= Main toolbar at the top where users can add various info fields, like CPU and memory usage.

= Menu bar on the left - list of all available menus and sub-menus. This list changes depending on what packages are installed. For
example if IPv6 package is disabled, then IPv6 menu and all it's sub-menus will not be displayed.

= Work area - area where all menu windows are opened.

https://wiki.mikrotik.com/wiki/Manual:Winbox
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© krisjanis@[fed0:de5e:cffeff:c0ab3:3] (3C18-Krisjanis_GW) - WinBox v6.36rch on CCR1036-126-45 (tile) — O X
Session  Settings  Dashboard

Safe Mode |  Session: | Fe80::de5e cff fefficlab: 3] Memory{15.4 GIB CPU{0% M (5

Title bar shows information to identify with which router Winbox session is opened. Information is displayed in following format:

[username]@[Router's IP or MAC] ( [RouterID] ) - Winbox [ROS version] on [RB model] ([platform])

From screenshot above we can see that user krisjanis is logged into router with IPv4/IPv6 address [fe80::4e5e:cff:fef6:c0ab%3]. Router's ID is 3C18-
Krisjanis_GW, currently installed RouterOS version is v6.36rc6, RouterBoard is CCR1036-12G-4S and platform is tile.

On the Main toolbar's left side is located undo and redo buttons to quickly undo any changes made to configuration. On the right side is located:

= winbox traffic indicator displayed as a green bar,
= indicator that shows whether winbox session uses encryption

Work Area and child windows

Winbox has MDI interface meaning that all menu configuration (child) widows are attached to main (parent) Winbox window and are showed in work
area.
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| Files

L Leg

L Radius

x Tools

New Teminal

| 4 Make Supout rif

& Manual
&9 New WinBox

@ krisjanis@[fed0::deSe:cff:fefb:c0ab %3] (3C18-Krisjanis_GW) - WinBox vb.36rc on CCR1036-12G-45 (tile) — O X
Session  Settings  Dashboard
Safe Mode | Session:[fe80-debe o fef6:cliab -] Memory{154GiB CPU{0% M (2)
A Quick Set
? SAPSMAN S
| Intefaces Routes | R e
[#][=] [][] [e] EmE

Dst. Address

Distance |Routing Mark

|Frt9ffﬁCB|Bhemet EolP Turnel IP Tunnel GRE Tunnel VLAN WRRP Bonding LTE

Pref. Source hd

[
s EEE@
!

[Name ¢ [Type L2MTU [T | R Tic Packet (p/5)
DAC thretherd Ethemet 1580 Dbps Dbps
DAC tvetherd Ethemet 1580 Obps Dbps
#rcthers Ethemet 1520 Obps 0bps
#i#cthers Ethemet 1580 Obps Obps
5 #sether? Ethemet 1580 Obps Obps
5 4vetherd Ethemet 1580 Obps Obps
5 #ibetherd Ethemet 1580 Obps Obps
. Local - Slave -crs212lan
5 #iether1l Ethemet 1580 0bps Obps
i MT _Jocal
R 4jpetherll GW  Fthemet 1580 152.2 kbps 168.2 kbps
i Local - SW - Slave - PC
RS  #ivether12 Ethemet 15280 3639 kbps 177.5 kbps
R iHocal Bridge 1580 363.9 kbps 177 4 kbps
*| |

18 items (1 selected)

Child windows can not be dragged out of working area. Notice in screenshot above that Interface window is dragged out of visible working area and

horizontal scroll bar appeared at the bottom. If any window is outside visible work area boundaries the vertical or/and horizontal scrollbars will appear.

Child window menu bar

Each child window has its own toolbar. Most of the windows have the same set of toolbar buttons:

. E Add - add new item to the list

. E Remove - remove selected item from the list

. Comment - add or edit comment

] Sort - allows to sort out items depending on various parameters. Read more >>

Enable - enable selected item (the same as enable command from console)

E Disable - disable selected item (the same as disable command from console)

Almost all windows have quick search input field at the right side of the toolbar. Any text entered in this field is searched through all the items and
highlighted as illustrated in screenshot below

https://wiki.mikrotik.com/wiki/Manual:Winbox
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Route List
Routes | Nedhops Rules VRF

[#[=] [#][=] =] [7]

|Dst. Address | Gateway

|Distance |F{outing Mark |Pref. Source =

I 0.0.0.0/0 1005 .2 1 reachable ether11_GW
I 1055 0/24 ether11_GW reachable

P 105.104.0/24  local reachable
1721600416 105104 61 reachable local

P 172.16.40.0/24 10.5.104.5 reachable local

I+ 132.168.0.0/24 local reachable

I 192.168.1.0/24 local reachable

- 192.168.88.0/... local reachable

Log
L Radius

105.8.125
105.104.254

192.168.0.254
192.168.1.254
192.168.88.254

=== I — N — I

* Tools

New Teminal
(= .cp

#= Partition

| J Make Supout rif
& Manual

@ New WinBox

@ krisjanis@[fed0::deSe:cff:fefb:c0ab %3] (3C18-Krisjanis_GW) - WinBox vb.36rc on CCR1036-12G-45 (tile) — X
Session  Settings  Dashboard
Safe Mode | Session:[fe80-debe o fef6:cliab -] Memory{154GiB CPU{0% M (2)

Notice that at the right side next to quick find input filed there is a dropdown box. For currently opened (IP Route) window this dropdown box allows to

quickly sort out items by routing tables. For example if main is selected, then only routes from main routing table will be listed.

Similar dropdown box is also in all firewall windows to quickly sort out rules by chains.

Sorting out displayed items

Almost every window has a Sert button. When clicking on this button several options appear as illustrated in screenshot below

https://wiki.mikrotik.com/wiki/Manual:Winbox
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@ krisjanis@[fed0::deSe:cff:fefb:c0ab %3] (3C18-Krisjanis_GW) - WinBox vb.36rc on CCR1036-12G-45 (tile) — O X
Session  Settings  Dashboard

Safe Mode | Session:|fe80:4e5e off fef6:c0ab-3]| Memory[15.4GB CPU0% M (5

Route List

F{om&s|mﬂps Rules Y&

[#[=] ][] [oRT man [
Dt Addess 2 |#] %] 100008 4 | [+16-]

|Dﬁ..‘\ddr&ss ’ |Gateway Distance  |Routing Mark |F‘ref. Source "1 |v
DAC  10.58.0/24 ether11_GW reachable 0 10.5.8.125
DAC  P105.104.0/24  local reachable 0 10.5.104.254

2items out of &

New Teminal
(= .cp

#= Partition

| J Make Supout rif
& Manual

@ New WinBox

Example shows how to quickly filter out routes that are in 10.0.0.0/8 range

1. Press Sort button

2. Chose Dst.Address from the first dropdown box.

3. Chose in form the second dropdown box. "in" means that filter will check if dst address value is in range of specified network.
4. Enter network against which values will be compared (in our example enter "10.0.0.0/8")

5. These buttons are to add or remove another filter to the stack.

6. Press Filter button to apply our filter.

As you can see from screenshot winbox sorted out only routes that are within 10.0.0.0/8 range.

Comparison operators (Number 3 in screenshot) may be different for each window. For example "Ip Route" window has only two is and in. Other
windows may have operators such as "is not", "contains", "contains not".

Winbox allows to build stack of filters. For example if there is a need to filter by destination address and gateway, then

set first filter as described in example above,
press [+] button to add another filter bar in stack.
= set up seconf filter to filter by gateway

press Filter button to apply filters.

You can also remove unnecessary filter from the stack by pressing [-] button.

Customizing list of displayed columns

By default winbox shows most commonly used parameters. However sometimes it is needed to see another parameters, for example "BGP AS Path" or
other BGP attributes to monitor if routes are selected properly.

Winbox allows to customize displayed columns for each individual window. For example to add BGP AS path column:

= Click on little arrow button (1) on the right side of the column titles or right mouse click on the route list.
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= From popped up menu move to Show Columns (2) and from the sub-menu pick desired column, in our case click on BGP AS

Path (3)
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@ krisjanis@[fedl:deSe:cfffefbic0ab®3] (3C18-Krisjanis_GW) - WinBox v6.36rc6 on CCR1036-12G-45 (tile)

Session  Settings Dashboard

*

& Quick Set
T CAPsMAN
| Intefaces
1 Wireless
gf Bridge
=8 PPP

“15 Mesh

& P

g IPvé

77 MPLS
22 Routing
455 System
! Queues
] Files

|2 Leg

M Radius
x Tools

|| New Terminal
= LcD

#5 Partition

| 4 Make Supout rif

& Manual

@ New WinBox

Session: [fe80: 4e5e:cff fefb:clab:3]|

Routes |Ne:dhops Rules WRF

=[] =]

Memory[154GiB cPujox B (5

|Dst. Address [#] [in [#] [10.00003

||E| | Filter |

|Dst. Address ! |Gatewa)'

DAC  F10580/24  etherll_GW reachable

Distance | Routing Mark |Pref.Source | |V|
10.5.8.1]

DAC P 10.5.104.0/24  local reachable

i 105 104

Dst, Address
Gateway

Check Gateway
Type

Distance

2items out of 8

Scope

Target Scope
Routing Mark
Pref. Source

BGP A5 Path

BGP Weight

BGP Local Pref,
BGP Prepend

BGP MED

BGP Atomic Aggregate
BGP Origin

BGP Communities
Route Tag

OSPF Metric

OSPF Type

Show Categories
Detail Mode

Inline Comments
Show Calumns

Find
Find Mext

Select All

Add

Cancel C:S Options

Changes made to window layout are saved and next time when winbox is opened the same column order and size is applied.

Detail mode

Ctrl+F
Ctrl+G

Ctrl+A

INS

It is also possible to enable Detail mode. In this mode all parameters are displayed in columns, first column is parameter name, second column is

parameter's value.

To enable detail mode right mouse click on the item list and from the popupmenu pick Detail mode
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Safe Mode | Session:|fe80:4e5e off fef6:c0ab-3]|

Route List
Routes | Nexthops Rules VRF

[#][=] [Z)[] [a] [

Memory{ 154 GiE CPU{2% B (5

|Dst. Address [=] [in [+ [10.00008

DAC P Dst. Address: 10.5.8.0/24 Gateway:
Type: unicast Distance:

Pref. Source: 10.5.8.125

Scope: 10 Target Scope:

ether11_GW reachable
o
10

P Dst. Address: 10.5.104 024 Gateway:
Type: unicast Distance:

Pref. Source: 10.5.104.254

Log
L Radius

Scope: 10 Target Scope:

local reachable
1]
10

* Tools 2items out of 8

New Teminal
(= .cp

#= Partition

| J Make Supout rif

& Manual
@ New WinBox

Category view

It is possible to list items by categories. In tis mode all items will be grouped alphabetically or by other category. For example items may be categorized
alphabetically if sorted by name, items can also be categorized by type like in screenshot below.

To enable Category view, right mouse click on the item list and from the popupmenu pick Show Categories
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Session  Settings  Dashboard

Safe Mode | Session: o

Firewall
Fiter Rules | NAT Mangle Sewvice Pots Cornections  Address Lists Layer? Protocals

#][=| [/[] (] [ 7] [ o0 Reset Corters || 0 et Al Courter | [Frd @ 5]

# | [Action [Chain |Src. Address |Dst. Address |Proto... [Src. Port  |Dst. Port  [In. Inter...|Out. Int... | Bytes |Packe]
— jump Bl
0D @ jump forward 144 2 KiB
1D edjump forward 4374 KB
2D @jump input 2488 KiB

— drop
30 ¥dop input 6 fep)

6487264 . 0B

— jum

MWWMMMWMMM

— accept
5D «facc.. hsinput 17 ... 54372
6D «facc.. hsinput 6 ftcp)

— return
7D  #retum hs-unauth

10.4 KiB
2375 KB

10.5.124.100 & fiep) 9.8 KiB

— jump
80 @ Ajump hsinput 540B
— reject
90 reject hsunauth

— return
10D 4 retum hsunauthto 10.5.124.100

New Teminal
(= .cp
MetaROUTER
#Z Partition

25.9 KB

436.3 KiB

| Make Supout.if

& Manual

@ New WinBox

— reject
11D HKreject
12D HKreject

hs-unauth
hs-unauth4o

21.1 KB

U

l= Exit 14 items (1 selected)

Drag & Drop

It is possible to upload and download files to/from router using winbox drag & drop functionality. You can also download file by pressing right mouse
button on it and selecting "Download".
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*

Safe Mode | Session:|fe80:4e5e off fef6:c0ab-3]|

[onci | s | [ vl

Memory{ 154 GiE CPU{0% B (5

£ |Type |Sze

| Creation Time

Cldisk5

disk

Jan/27/2016 10:22:48

Oidiskf
[Ddisk6/dude-data
Ellog 06
Diskins
[CDlusermanager
[2l usermanagerlogsgldb
[2 usermanager/sgldb

disk

dude store
bt file
directony
directony
file

file:

gk e e

Jan/06/2016 12:44:17
Apr/07/2016 11:46:21
Apr/13/2016 12:06:47
Jan/01/15970 03:00:12
Ppr/25/2016 10:30:58
Jan/06/2016 12:44:14
Apr/25/2016 10:30:58

|148.B MiE of 1024.0 MiB used

/ E - Note: Drag & Drop does not work if winbox is running on Linux using wine. This is not a winbox problem, wine does not support drag &

drop.

Traffic monitoring

Winbox can be used as a tool to monitor traffic of every interface, queue or firewall rule in real-time. Screenshot below shows ethernet traffic monitoring

graphs.
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Session  Settings  Dashboard
Safe Mode | Session:[fe80-debe o fef6:cliab -] Memory{154GiB CPU{0% M (3)

A& Quick Set
1 CAPsMAN
| Intefaces
1 Wireless

EE Bridge

=8 PPP

“1a Mesh

& P

[x&| IPvE

&7 MPLS

g Routing

i System

& Queues

Files

] Log

L Radius

x Tools

New Teminal
(= .cp

#= Partition

| J Make Supout rif
& Manual

@ New WinBox

[ §=

Item copy

v w | v v | w

Interface | Ethemet  Eolf

EE@E

|Name

4irether]
RS  ##ether?
4iretherd
4hetherd
4irethers
4irethers
4¥ether?
4iretherd
4ivctherd
4irether10
4itether11_GW
4ether12
AHoeal |
4#=fp
4rsfp2
4rsfpd
4sfpd
ttefp_test

mmmmmlammmmm

¢

Interf:

18 items (1 selected)

General  STP | Status Traffic | oK (=l E1
Te/Rx Rate: |841.0kbps | /[527 6 kbps | Cancel

Ti/Rex Packet Rate: 505 p/s | 7|655 p/s | Apply

k Packet p/s) |RxF~
FP Tx/Rx Rate: |0bps | 7|522 5 kbps | sable :
FP To/Rec Packet Rate: |0p/s | /[645p/s | 0
0
Tw/Fx Bytes: [6.3Gifi | 7|4569.2 i | g
Tw/Poc Packets: 40 202 320 | /[45 014 393 | | [Remove 0
To/Fx Drops: [0 | /[0 [ g
T/ Emors: [0 | /[0 | 0
608
505
| ]
0
BT 8410 kbps H ' i H g
W s 6ire il n
0

B Tx Packet: 505p/s
MR Packet: 655075 mllli'l.mllnll. Jil R
|&nabled running | e

This shows how easy it is to copy an item in Winbox. In this example, we will use the COPY button to make a Dynamic PPPoE server interface into a

Static interface.

This image shows us the initial state, as you see DR indicates "D" which means Dynamic:
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@ krisjanis@[fea0: dese;cttfeft:cOab%a] (3C18-Krisjanis_GW) - WinBox v.36rc6 on CCRI036-126-45 (tile) - o
Session  Settings Dashboard
[4][ 4] | sefe Mode | Sesson: FeB0-deSe-chfef6 clob: Memory /153G CPUD: WS

teface | PPPOE Servers Secrts Frofies Actwe Connections L2TP Secrets
e[ =] [ ][] [3] [ 7] | Pee Scammer || PPTR Server || SSTP Server || L2TP Server || 0VEN Saver || PPPoE Scan | [

| |Hame / Type [L2mTu [T R [T Pocket p/s) R Packet pis)  |Fiw
DR #bepppoedest>  PPPoEServerBndng  Obps  Obpe O 0

Double-Click on the interface and click on COPY:

0 krisjanis@[fedlt:dede cff-feff:cOab %3] (3C18-Krisjanis_GW) - WinBox v, 36rc6 on CCR1036-12G-45 (tile) - o *
Seszion Sd:ting; Dashboard
(9] [ca] | afe Mode | Season: feB0:deSe ctfef cOab 3] Memory 153G CPUD W&

Generdl | Gtatus  Traffic
Name: | <pppostest>
Type: FPPoE Server Binding
2MmTu: |
B it
[DR ¢ocpopostests  PPPoE Sever| Servce: servce!

*
1 ikem out of 19 (1 selected)

A new interface window will appear, a new name will be created automatically (in this case pppoe-in1)
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Session  Settings Dashboard

Generdl | Status  Traffic

Type: |PPPoE Sarver Bnding

L2 My |
User: [1mst
Service: |service

.Ql
1item out of 13 (1 selected)

© 2dmin@10.5.104.254 (3C 18- Krisjanis_GW) - WinBax vé.36rcé on CCRI036-126-45 (tile) - o x
Session  Settings Dashboard

(105,104 254

rtedace | PPPOE Servers Secrets Profiles Active Connections  L2TP Secrets

][] (] (2] (] [0 e | 90 S 50 S | S | oV | oo (15

| [hame ' [ Type [L2 MU [Te (R |Tx Packet p/s) R FPacketipss) |FE™
|R__#oppposin]  PPPoEServerBindng  Obps  Obps 0 0

Interface is now Static and Active, no longer Dynamic

Transferring Settings

= Managed router transfer - In the File menu, use Save As and Open functions to save managed router list to file and open it up again on
a new workstation.

= Router sessions transfer - In Tools menu, use Export and Import functions to save existing sessions to file and import them again on a
new workstation.

Troubleshooting

Winbox cannot connect to the router's IP address
Make sure that Windows firewall is set to allow Winbox connections or disable windows firewall.
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| get an error '(port 20561) timed out' when connecting to routers mac address
Windows (7/8) does not allow mac connection if file and print sharing is disabled.

I can't find my device in WinBox IPv4 Neighbors list or MAC connection fails with "ERROR could not connect to XX-XX-XX-XX-XX-
XX"
Most of the network drivers will not enable IP stack unless your host device has an IP configuration. Set IPv4 configuration on your
host device.
ISometimes the device can be discovered due to caching, but MAC connection will still fail with "ERROR: could not connect to
XX XXXX XX XX XX

Legacy version manual

Winbox v2.x.x
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